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ABSTRACT

Noncooperative game theory is used as a basis for analyzing,developing, and implementing deci-

sion, control, and resource allocation schemes to address various network control problems such

as congestion control, code division multiple access (CDMA) power control, and network intru-

sion detection and response. In the cases of CDMA power control and congestion control, a fairly

general, distributed, market-based resource allocation framework is developed and analyzed. The

applicability of the underlying noncooperative network game’s principles to both network con-

trol problems can be considered as an indicator of the generality and usefulness of this approach.

Based on this general framework, various algorithms customized according to the specific nature

of the network at hand are developed. Making use of a variety of control theoretic tools such

as Lyapunov and hybrid system theories, stability and robustness properties of these algorithms

are studied rigorously. An analysis of robustness with respect to feedback delays, which is of

particular importance, is provided for most of the algorithms considered. In the case of network

intrusion detection, dynamic noncooperative games are utilized to model the decision and analysis

processes in an IDS. Again, both generic and system-specificschemes and models are considered.

In addition to the theoretical analysis of the network control problems addressed, implementation

related aspects of the schemes developed are investigated.For each algorithm, theoretical results

obtained are supported and demonstrated either via high-level MATLAB simulations or using the

NS-2 packet level network simulator. Through extensive simulations, applicability and underlying

assumptions of the theoretical models are verified.
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CHAPTER 1

INTRODUCTION

This dissertation introduces and discusses a line of research where noncooperative game theory

is used as a basis for analyzing, developing, and implementing decision, control, and resource al-

location schemes. We address the network control problems of congestion control, code division

multiple access (CDMA) power control, and network intrusion detection and response within a

noncooperative game theoretic framework. In addition, we rigorously analyze stability and ro-

bustness properties of the underlying algorithms by makinguse of classical control theoretic tools

such as Lyapunov theory, relatively recently emerging hybrid (switched) system theory, and nu-

merical methods like randomized algorithms. Before discussing these, we first provide below a

brief overview of noncooperative game theory, hybrid systems, and randomized algorithms.

Noncooperative game theoryinvolves multiperson decision making, where each person in-

volved pursues his or her own interests which are partly conflicting with others’ [1]. Specifically,

we focus onN-person nonzero sum static and repeated games as a framework to address resource

allocation and distributed control problems in networked systems. In most of the cases, we model

autonomous parts of the networked systems, which may as wellbe autonomously functioning

computer programs, as players in a network game. These players interact and compete with each

other on the same system for limited and shared resources. They are associated with cost functions,

which model their cost (utility). Then, each player minimizes its own cost by choosing a strategy

from its well defined strategy space. Furthermore, we implicitly make the simplifying assumption

of rationality of the players.

For the class of network games considered, Nash equilibrium(NE) [1] provides an appropriate

solution concept. At the NE point, an individual player cannot improve its outcome by altering its

decision (strategy) unilaterally given that the strategies of other players are fixed. We show that

in some special cases NE solution becomes Pareto optimal, where no other joint decision of the

players can improve the performance of at least one of them, without degrading the performance

of another [1].

Dynamical systems which are described by an interaction between continuous and discrete

dynamics are usually calledhybrid systems. We focus on continuous-time systems with (isolated)

discrete switching events, which are also referred to asswitched systems[2]. Most of the networked
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systems considered in this study can be analyzed within a hybrid system framework, where sudden

switching events change the nature of the continuous systemmodel. We utilize various switched

system models discussed in [2] not only for the stability analysis of algorithms as in the case of

multicell power control, but also for control synthesis, asin the adaptive pricing congestion control

scheme.

During the investigation of stability and robustness properties of the congestion control and

power control schemes, we also make use of numerical methodssuch asrandomized algorithms.

The study of randomized algorithms for analysis and design of control systems has aroused con-

siderable interest in the systems and control community. Randomized algorithms are efficient and

low complexity, and are useful especially when worst case analysis of complex systems is either

very difficult or impossible. Unlike more classical methods, these algorithms yield an assessment

on the satisfaction of required specifications with a certain probabilistic accuracy. Hence, they

constitute a fitting solution for our investigation by providing a trade-off between computational

complexity and tightness of the solution.

Randomized algorithms rely heavily on univariate and multivariate methods for sample gener-

ations in various sets [3]. Roughly speaking, sample generation techniques can be divided into two

main categories: Monte Carlo (MC) (see, e.g., [4]) and quasi-Monte Carlo (QMC) [5]. While the

former is classical, statistically based, and assumes ana priori knowledge of probability density

functions, the latter may be regarded as its deterministic counterpart. The main objective of QMC

methods is to reduce the “discrepancy” between the generated samples, and a secondary objective

is to avoid the curse of dimensionality that arises in gridding or rejection methods. Therefore, we

not only use classical MC methods in sample generation but also QMC methods when they are

feasible.

In the remainder of this chapter, we introduce and discuss the topics of congestion CDMA

power control, and network intrusion detection. In addition, we summarize contributions of rele-

vant studies in the literature on these subjects. An overview of the congestion control problem in

networked systems is given in Section 1.1, which is followedby the discussion of CDMA power

control in Section 1.2. Section 1.3 introduces the topic of network intrusion detection and response.

We conclude the chapter with a brief outline of this dissertation in Section 1.4.

1.1 Congestion Control in Networked Systems

Packet-based communication networks recently received growing attention in the control litera-

ture, as evidenced by the appearance of several special issues devoted to this topic in leading jour-

nals in the field, such as [6], [7], and [8] and a recently published book on the topic [9]. Various
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approaches and solutions have been developed and studied inthis context, including modeling of

the Internet traffic, congestion control for available bit rate (ABR) service in asynchronous trans-

mission mode (ATM ) networks, packet marking schemes for theInternet, application of low order

controllers for active queue management (AQM), as well as related problems.

One of the critical issues that lie at the heart of efficient operation of packet-based networks is

congestion control. This involves the problem of regulating the source rates ina decentralized and

distributed fashion, so that the available bandwidths on different links are used most efficiently

while minimizing (or totally eliminating) loss of packets due to queues at buffers exceeding their

capacities. This objective has to be accomplished under variations in network conditions such as

packet delays (due to propagation as well as queueing) and bottleneck nodes.

The congestion control mechanism of the Internet is based onthe Transfer Control Protocol

(TCP) [10], which is by far the most widely known and used congestion control scheme. TCP

provides an end-to-end congestion control where each user adjusts its flow rate according to the

feedback it receives from the network in the form of lost packets. With the evolution of the Internet,

we are seeing an effort toward improving and modifying the existing flow and congestion control

structure. In recent years, the congestion control problemand modeling of the Internet have caught

the attention of the research community. After the introduction of the congestion control algorithm

for TCP [10], focus has been on the modeling and analysis of such algorithms. Based on an earlier

work by Kelly [11], Kelly et al. [12] have presented the first comprehensive mathematical model

and posed the underlying resource allocation in congestioncontrol as an optimization problem.

The primal and dual algorithms they have introduced are based on user utility and link pricing

(explicit feedback) functions, where the sum of user utilities are maximized within the capacity

(bandwidth) constraints of the links. Furthermore, they have established the global stability of

these algorithms in the no-delay case as well as under small perturbances. They have also intro-

duced the concept of proportional fairness, which is a relaxed version of min-max fairness [9], as

a resource allocation criterion among users.

Subsequent studies [13–17] have investigated variations and generalizations of the distributed

congestion control framework of [11,12]. Low and Lapsley [15] have analyzed the convergence of

distributed synchronous and asynchronous discrete algorithms, which solve a similar optimization

problem. Mo and Walrand [13] have generalized the proportional fairness, and have proposed a fair

end-to-end window-based congestion control scheme, whichis similar to primal algorithm. The

main difference of this window-based algorithm from the primal algorithm is that it does not need

feedback from the routers due to usage of queuing delay as feedback. La and Anantharam [14] have

considered a system model similar to that proposed in [13] with a window-based control scheme

and static modeling of link buffers. They have investigatedconvergence properties of the proposed

charge-sensitive congestion control scheme, which utilizes a static pricing scheme based on link
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queueing delays. In addition, they have established stability of the algorithm at a single bottleneck

node. Kunniyur and Srikant [17] have examined the question of how to provide the congestion

feedback from the network to the user. They have proposed an explicit congestion notification

(ECN) marking scheme combined with dynamic adaptive virtual queues, and have shown using a

time-scale decomposition that the system is semiglobally stable in the no-delay case.

In communication networks, delays between users and resources of the network are often not

negligible. In the context of the Internet, these delays vary from order of tens to hundreds of mil-

liseconds, and affect the stability of end-to-end congestion control algorithms. The communication

delays in the network are in general heterogeneous in the sense that forward delays between the

users and the resources are different from the feedback delays. It is possible to consider end-to-

end congestion control schemes in this setting as feedback systems with delay where users vary

their flow rates in accordance with the delayed feedback theyreceive from the system resources.

Depending on the specific network, this feedback signal may be in the form of packet losses as in

TCP, marked packets or variations in round trip time (RTT) the packets experience.

Stability properties of primal, dual, and similar algorithms have recently been investigated in

the presence of nonnegligible delays [18–20]. Johari and Tan [20] have analyzed the local stability

of a delayed system where the end user implements the primal algorithm. They have considered a

single link accessed by a single user, as well as its multipleuser extension under the assumption of

symmetric delays. In both cases, they have provided sufficient conditions for local stability of the

underlying system of equations. Massoulie [19] has extended these local stability results to general

network topologies and heterogeneous delays. In another study, Vinnicombe [18] has also provided

sufficient conditions for local stability of a user source law which is a generalization of the same

algorithm. Elwalid [21] has considered stability of a linear class of algorithms where the source

rate varies in proportion to the difference between the buffer content and the target value. Deb

and Srikant [16], on the other hand, have focused on the case of single user and a single resource

and investigated sufficient conditions for global stability of various nonlinear congestion control

schemes under fixed information delays. Liu et al. [22] have extended the framework of [11, 12]

by introducing a primal-dual algorithm which has dynamic adaptations at both ends (users and

links), and have given a condition for its local stability under delay using the generalized Nyquist

criterion. Wen and Arcak [23] have used the passivity framework to unify some of the stability

results on primal and dual algorithms without delay, have introduced and analyzed a larger class

of such algorithms for stability, and have shown robustnessto variations due to delay. In another

recent study, Alpcan and Başar [24] have proposed a similarscheme based on game theory, where

queueing delays in the network are used as congestion feedback. They have also provided sufficient

conditions for global stability at a bottleneck link under nonnegligible communication delays.

Game theory provides a natural framework for developing pricing and congestion control
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mechanisms for the Internet. Users on the network can be modeled as players in a congestion

control game where they choose their strategies or in this case flow rates. Players are noncooper-

ative in terms of their demands for network resources and have no specific information on other

users’ strategies. A user’s demand or utility for bandwidthis captured in a utility function, and

may not be bounded. To compensate for this, one can devise a pricing function, proportional to the

bandwidth usage of a user, in order to preserve the network resources and to provide an incentive

for the user to implement end-to-end congestion control. End-to-end congestion control schemes,

among others, are widely accepted due to their distributed nature, scalability, and ease in imple-

mentation [25]. In such a noncooperative congestion control game, NE proves to be a useful and

relevant concept. There is a rich literature on game theoretic analysis of flow control problems

utilizing both cooperative [26] and noncooperative [27–29] frameworks. In [27] it has been shown

that if an appropriate cost function and pricing mechanism are used, one can find an efficient NE

for a multiuser network which is further stable under different update algorithms. Orda et. al. [29]

have shown the existence and uniqueness of a NE under different classes of cost functions for a

simple two-node multiple links system. In [30] a combined routing and flow control problem has

been formulated as a Nash game with a large number of players,and nearly-optimal policies have

been obtained with non-concave objective functions. Başar and Srikant [31] have incorporated

pricing into a flow control game as an active decision variable controlled by the network (ser-

vice provider), and they study the problem as a hierarchicalgame in a many-users regime. Game

theoretic concepts have also been used in [13,14,32].

Although the game theoretic approach provides a suitable framework for formulating and

studying congestion and flow control problems in general networks, there are some inherent re-

strictions on implementable cost functions in the case of Internet-style networks. For example, the

current structure of the Internet makes it difficult, if not impossible, for users to obtain detailed

real-time information on the state of the network and on other users. Therefore, users are bound

to use indirect aggregate metrics that are available to them, such as packet drop rate or variations

in the average RTT of packets, in order to infer the current situation in the network. Packet drops,

for example, are currently used by most widely deployed versions of the TCP as an indication of

congestion. In this part of our study, however, we propose and analyze a pricing and congestion

control scheme based on variations in the queueing delay a user experiences. A similar approach

has been suggested in a version of TCP, known as TCP Vegas [33]. Although TCP Vegas is more

efficient than a widely used version of TCP, TCP Reno [34], thesuggested improvements are em-

pirical and based on experimental studies. The studies by Moand Walrand [13] and by La and

Ananatharam [35] also make use of an approach similar to the one we propose; however, they

are based on fairness and pricing concepts of Kelly [12]. Furthermore, the former study employs

only a narrow set of utility functions in describing user demands, while the latter does not take
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into account queue dynamics or the effect of boundaries and propagation delays on stability of the

system.

In this dissertation, we propose a fairly general congestion control framework based on nonco-

operative game theory, which can be utilized in designing algorithms for various types of networks.

Making use of pricing and utility concepts, we define a noncooperative network game. Under some

mild convexity assumptions the NE solution is identified as the unique operating point of the net-

work. Furthermore, we investigate system dynamics, its stability and robustness properties with

respect to communication delays, and variations in networkparameters. For Internet-style net-

works, we propose a specific congestion control algorithm based on variations in queueing delay.

Again, we analyze its stability and robustness properties by taking into account queue dynamics,

the effect of boundaries, and communication delays. In addition, we utilize randomized algorithms

in this context, and present numerical results on stabilityof the system first for a single bottleneck

node and subsequently under general network topologies. The congestion control schemes and

the underlying framework are discussed in detail in Chapters 2 and 3, which include our recent

research results in these areas. A detailed outline of thesechapters is given in Section 1.4, whereas

our concluding comments are summarized in Section 8.2.

Our research results on congestion control in networked systems included in this dissertation

have been presented in various conferences and appeared in the respective proceedings [24,36–39].

Moreover, parts of this dissertation that are on congestioncontrol have been published in peer-

reviewed journals [40–43].

1.2 Multicell CDMA Power Control

The primary objective of power control in a wireless networkis to regulate the transmission power

level of each mobile in order to obtain and maintain a satisfactory quality of service for as many

users as possible. In a CDMA system, where signals of other users can be modeled as interfer-

ing noise, the goal of power control is more precisely statedas to achieve a certain signal-to-

interference ratio (SIR) regardless of channel conditionswhile minimizing the interference, and

hence improving the overall performance. Although there exists a large body of work for voice

traffic where SIR requirements for satisfactory service arefixed and well established, power control

for wireless data networks has only recently been a topic of interest [44–50]. Since the SIR require-

ments for a desired level of service vary from one individualuser to another in wireless networks,

the power control problem becomes also one of resource allocation. Recent studies [44, 47, 48]

make use of concepts and tools from the field of economics, such as pricing and utility functions,

to come up with power control schemes that address this question. In [47], a pricing scheme for
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the downlink of a wireless network is investigated where users are charged based on their channel

quality. The study [48], on the other hand, shows that net utility maximization problem for elas-

tic traffic can be decomposed into simpler problems of obtaining the optimal signal quality and

selection of the optimal transmission rate.

In CDMA systems where each mobile interacts with others by affecting the SIR ratio through

interference, game theory provides a natural framework foranalyzing and developing power con-

trol mechanisms. For a mobile in such a network, obtaining individual information on the power

level of each of the other users is practically impossible due to the excessive communication and

processing overhead required. Therefore, in a distributedpower control setting, each user attempts

to minimize its own cost (or maximize its utility) in response to the aggregate information on the

actions of the other users. This makes the use of noncooperative game theory for uplink power

control most appropriate, with the relevant solution concept being the noncooperative Nash equi-

librium as in the case of congestion control.

Several studies exist in the literature that use game theoretic schemes to address the power

control problem in a single cell [44, 46, 51]. In [44], a framework for power control based on

noncooperative game theory and pricing has been presented.The study [51] has shown the ex-

istence of a unique NE for a certain type of pricing function and under binary input Gaussian

output and binary symmetric channel assumptions. Another study [46] has proposed linear and

exponential utility functions based on carrier SIR, and hasshown the existence of a NE under

some assumptions on the utility functions. In [52], we have made use of the conceptual frame-

work of noncooperative game theory to obtain a distributed and market-based control mechanism.

We have proven the existence of a unique NE, and established the stability of two different up-

date algorithms under some specific conditions. Another recent study [49] investigates pricing

and power control in a multicell wireless network. Here, existence of a unique NE for a class of

quasi-concave utility functions is established without pricing. The effect of linear pricing schemes

on the solutions are also analyzed, and it is shown that pricing improves Pareto efficiency of the

operating (equilibrium) points.

In wireless communication systems, mobiles frequently update their power levels due to vary-

ing channel conditions in order to maintain their SIR (service) level. The power control game

leads to distributed power control algorithms as a mean to achieve this goal. An important aspect

of a distributed power control scheme is the convergence properties of algorithms, which plays

a significant role in performance of the system. The study [53] has presented a standard power

control algorithm, and has established its synchronous andasynchronous convergence under some

conditions on the interference function. In [54], stochastic power control schemes have been inves-

tigated, and the converge of stochastic algorithms in termsof mean-squared error has been proven.

Another study [55] has shown the convergence of a coupled power control scheme based on mini-
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mum outage probability and multiuser detection by making use of standard interference functions

of [53]. In [52], two update algorithms, namely, parallel update and random update have been

shown to be globally stable under specific conditions. Finally, in [56] the global convergence of

the dynamics of the power control game to a superset of NE has been established for any handoff

scheme satisfying a mild condition on average dwell time.

We extend in this dissertation the single cell power controlscheme of [52] to multiple cells and

to a broader class of cost functions. By making use of hybrid system and noncooperative game

theories we model the multicell wireless data network, and develop a market-based distributed

power control scheme. The model, the power control game, andthe proposed algorithm as well as

its stability and robustness properties are discussed in detail in Chapter 4.

We next consider in Chapter 5 a power control game similar to the one in Chapter 4. In

this case, however, we capture the preferences of mobiles using a utility function defined as the

logarithm of the probability that the frame success rate of the data user is greater than a predefined

individual threshold level. We analyze this power control game as well as the global convergence

of continuous-time as well as discrete-time synchronous and asynchronous iterative power update

algorithms to the unique NE of the game. Furthermore, we showthat a stochastic version of the

discrete-time update scheme, which models the uncertaintydue to quantization and estimation

errors, converges almost surely to the unique NE point.

Finally, in Chapter 6, we study an extension to the power control game of Chapters 4 and 5

as well as a formulation of the power control as a team optimization problem. We investigate a

hybrid noncooperative game motivated by the practical problem of joint power control and base

station (BS) assignment in CDMA wireless data networks, where each mobile’s action space not

only includes the transmission power level but also the choice of the BS. We analyze the exis-

tence and uniqueness of pure NE solutions of the hybrid game,which constitute the operating

points for the underlying wireless network, numerically using grid methods and randomized al-

gorithms. In addition, we study power control in multicell CDMA wireless networks as a team

optimization problem where each mobile attains at the minimum its individual fixed target sig-

nal to interference level and beyond that optimizes its transmission power level according to its

individual preferences. Using a Lagrangian relaxation approach similar to [12] we obtain two de-

centralized dynamic power control algorithms: primal and dual power update, and establish their

global stability utilizing both classical Lyapunov theoryand the passivity framework [57]. Our

results on this subject are outlined in Section 1.4, and our conclusions and comments for future

research are included in Section 8.3.

Our research results on CDMA power control in wireless networks included in this dissertation

have been presented in various conferences and appeared in the respective proceedings [58–61].

In addition, the sections of this dissertation on power control have been either published in peer-
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reviewed journals [52,56,62] or accepted for publication [63].

1.3 Intrusion Detection and Response

Today, communication and computer networks are an indispensable part of the modern society,

with the prime example being the Internet. Since they bring extensive computing and communi-

cation capabilities to individuals, businesses, and organizations over long distances, and often on

a global scale, networked systems are being deployed in every level of the society at an exponen-

tial rate. Existing information structures and the way information is processed in organizations

are increasingly transferred to virtual environments. These revolutionary changes in information

systems also pose unique problems. Network security is among the most important of these [64],

and hence, it has been extensively investigated in the research community.

The distributed nature of contemporary networks and the complexity of the underlying com-

puting and communication environments prevent administrators and organizations from having

absolute control on their networks. Furthermore, network boundaries are often vague, and ad-

ministrators cannot exercise control outside their local domain [65, 66], which leaves networked

systems vulnerable to distant security attacks due to global connectivity. This results in a perpetual

struggle between attackers who aim to intrude the deployed systems and security administrators

trying to protect them. Emerging security issues such as this cannot be fully addressed by classical

approaches like policing. Although technologies like firewalls, encryption, and authentication can

harden the network against attacks, they fail to address issues in the case an attack is (partially)

successful.

Intrusion detection systems (IDSs) extend the informationsecurity paradigm beyond tradi-

tional protective and reactive network security. They monitor the events in the networked system

and analyze them for signs of security problems [67]. Hence,they increase the controlling ability

of the system administrator and help him or her react to security problems. Current IDSs rely

mostly on human intervention in the decision and response processes against attacks, that are of-

ten automatic and script-based. In other words, the equivalence of a strategic decision making

and command-and-control in battleground management is missing [68]. Hence, today’s IDSs are

inefficient and delayed in responding to security breaches in the network. Furthermore, due to the

distributed nature of the networked system a centralized security system poses scalability and effi-

ciency problems [69]. Utilization of autonomous software agents (ASAs) in developing distributed

IDSs has recently been proposed to address the issues of automatization and scalability [70–72].

However, a distributed IDS architecture based on ASAs stillneeds a decision making mechanism

which requires as little human intervention as possible.
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Given the current overview of the information security and intrusion detection, there is defi-

nitely a need for a decision and control framework to addressissues like attack modeling, analysis

of detected threats, and decision on response actions. A rich set of tools have been developed

within game theory to address problems where multiple players with different objectives compete

and interact with each other on the same system, and they are successfully used in many disciplines

including economics, decision theory, and control. Therefore, game theory is a strong candidate

to provide the much-needed mathematical framework for analysis, modeling, decision, and con-

trol processes for information security and intrusion detection. Such a mathematical abstraction is

useful for generalization of problems, combining the existing ad hoc schemes under a single um-

brella, and future research. Furthermore, using game theoretic tools it is also possible to develop

practical schemes which can be integrated with existing intrusion detection systems. Because of

these reasons, application of game theory to network security area has recently been a topic of

interest [73,74].

In this dissertation we utilize game theory to develop quantitative models for analysis of com-

mon trade-offs in information security as well as a formal decision and control framework in net-

work intrusion detection. We propose a generic model for distributed IDSs by defining a network

of sensors, and two flexible easy-to-implement schemes. In addition, we study the interaction

between the attacker and the IDS as a two-person noncooperative game with dynamic informa-

tion. Nash equilibrium solutions are derived analyticallyand analyzed for the finite security game

defined in two special cases. Furthermore, the imperfect flowof information from the attacker

to the IDS through a virtual sensor network is captured within both finite and continuous-kernel

noncooperative network security games.

As an application of the framework proposed, we implement anIDS prototype for access

control utilizing usage and misuse anomaly detection sensors based on self-organizing maps, and

demonstrate its operation under a simple scenario. A detailed outline of Chapter 7 is presented in

the next section. Section 8.4, on the other hand, summarizesour results and describes directions

for future research.

Our research results on intrusion detection included in this dissertation have been presented in

IEEE conferences on decision and control and appeared in therespective proceedings [75,76].

1.4 Outline of the Dissertation

We present and discuss in this dissertation the results of our recent research on the three distinct

but connected topics introduced above. A brief overview andthe outline of it is as follows.

In Chapter 2, we present a fairly general framework for congestion control based on noncoop-
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erative game theory. In Section 2.1 the existence and uniqueness of Nash equilibrium in a generic

noncooperative game is discussed. In Section 2.1 we introduce a general network model based on

fluid approximations and a congestion control game, where the existence and uniqueness of NE is

established under reasonable convexity assumptions on thecost function. A simple but efficient

gradient descent algorithm is shown to converge to the NE under the same set of assumptions. In

Section 2.2.4, we provide sufficient conditions for global stability of this algorithm under hetero-

geneous delays on a general network topology. A robustness analysis of the congestion control

scheme to variations in system parameters such as the numberof users, capacity of the links, and

routing is given in Section 2.4. Worst-case analysis leads to theoretical bounds only in some spe-

cial cases. Hence, more general cases are handled numerically in Section 2.5 using randomized

algorithms and for a specific cost structure. Finally, Section 2.6 presents the demonstration of the

theoretical results obtained through MATLAB simulations.

The congestion control scheme for Internet-style networksintroduced in Chapter 3 makes use

of a special pricing function, which is proportional to the queueing delay experienced by the user.

Through a network model based on fluid approximations and a realistic queueing model, we show

in Section 3.1 the existence of a unique equilibrium, which approximates NE under the assump-

tion that the effect of a user’s flow on congestion cost is vanishingly small. This assumption holds

especially if the number of users is large. In Section 3.2, weestablish the global stability of the

equilibrium under a general network topology. We also investigate stability of the system in a net-

work with nonnegligible propagation delays, and provide sufficient conditions for stability in the

case of a bottleneck node with multiple users in Section 3.3.The effect of boundaries on system

stability are rigorously analyzed. In addition, we study inSection 3.4 an adaptive pricing scheme

for adjusting the pricing parameter dynamically, and we make use of hybrid (switched) system con-

cepts for its analysis. Based on the theoretical foundations developed, we design a window-based,

end-to-end congestion control scheme for Internet-style networks in Section 3.5. It is followed by

Section 3.6, where this congestion control scheme is simulated in Network Simulator 2 (NS-2) [77]

over Internet Protocol (IP) for various network topologies.

We next analyze in Chapter 3 a discrete-time version of the proposed scheme as any imple-

mentation of the continuous time model inevitably involvesa discretization synchronized with the

RTT of packets. First, an analytical local stability analysis of the single bottleneck node case with

symmetric users is given in Section 3.6. Then, we discuss theuse of randomized algorithms in the

present context. In Section 3.7.1, numerical results are presented for stability of the system first

for a single bottleneck node and subsequently under generalnetwork topologies.

In Chapter 4, the single cell power control scheme of [52] is extended to multiple cells and to

a broader class of cost functions. Specifically, we model themulticell wireless data network as

a switched hybrid system where handoffs of mobiles between the individual cells (base stations)
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correspond to discrete switching events between differentsubsystems. Under a set of sufficient

conditions, we show in Section 4.1 the existence and global stability of a unique NE for each

subsystem. In Section 4.2, we establish the global exponential convergence of the dynamics of

the multicell power control game to a minimum convex set of Nash equilibria for any switching

(handoff) scheme satisfying a mild condition on average dwell-time. Furthermore, we investi-

gate robustness of these results to various communication constraints such as feedback delays and

quantization. In addition, we analyze a quantization scheme to reduce the communication over-

head between mobiles and the base stations. Finally, we illustrate the proposed power control

scheme through MATLAB simulations in Section 4.3.

In Chapter 5, we consider a power control game similar to the one in Chapter 4, which in-

corporates a pricing mechanism limiting the overall interference and preserving battery energy

of mobiles. We capture the preferences of mobiles using a utility function defined as the loga-

rithm of the probability that the frame success rate of the data user is greater than a predefined

individual threshold level. We consider a noncooperative power control game which uses an

outage-probability-based (instead of an SIR based) utility function and also incorporates a pric-

ing mechanism. Section 5.1 describes the model adopted and the cost function. In Section 5.2,

we show that the noncooperative power control game admits a unique NE under uniformly strictly

convex pricing functions and some technical assumptions onthe SIR threshold levels. We present

in Section 5.3 system dynamics and stability analysis of a continuous-time update scheme. In

Section 5.4, convergence properties of both deterministicand stochastic discrete-time update al-

gorithms are investigated. Section 5.5 contains results ofMATLAB simulation studies.

In the first half of the Chapter 6, we investigate the hybrid noncooperative game which models

the integrated power control and BS assignment problem in such a way that each mobile’s action

space not only includes the transmission power level but also the choice of the BS. Section 6.3

discusses NE solution of this hybrid game and contains Subsection 6.3.1 which describes random-

ized algorithms for numerical analysis. We present our simulation results in Section 6.4 where

we investigate the existence and uniqueness properties of Nash equilibrium solutions in Subsec-

tion 6.4.1, and analyze a power update and BS assignment scheme in Subsection 6.4.2. In the

second half of the chapter, we study power control in multicell CDMA wireless networks as a

team-optimization problem where each mobile attains at theminimum its individual fixed target

signal to interference level and beyond that optimizes its transmission power level according to its

individual preferences. We define in Section 6.5 the system problem and its decomposition to user

and network problems. In Section 6.6, we investigate a relaxation of the system problem as well

as primal and dual algorithms. In addition, system dynamicsand a passivity approach for stability

and robustness are studied. Section 6.7 discusses some of the basic principles of call admission

control from the perspective of the model adopted in this paper. Lastly, we illustrate the power
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control schemes introduced through MATLAB simulations in Section 6.8.

We investigate in Chapter 7 the basic decision and analysis processes involved in information

security and intrusion detection, as well as possible usageof game theory for developing a formal

decision and control framework. We develop a generic model for distributed IDSs by defining

a network of sensors, and propose two flexible and easy-to-implement schemes utilizing both

cooperative and noncooperative game theoretic concepts [1,78]. In Section 7.1, common trade-offs

in information security, attack detection techniques, andapplication of game theory to intrusion

detection are investigated. We introduce a game theoretic framework for distributed IDSs and two

schemes making use of game theoretic concepts in Section 7.2. We investigate an application of the

game theoretic approach to access control systems in Section 7.4 by demonstrating the concepts

introduced in previous sections under various scenarios through simulations in MATLAB. Towards

this end, we implement an IDS prototype for access control utilizing “virtual” sensors based on

Kohonen self-organizing maps for anomaly detection.

Chapter 8 discusses the results of this dissertation research in general and provides a brief

summary of each topic separately, including future research directions and concluding remarks in

Sections 8.2, 8.3, and 8.4.
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CHAPTER 2

A GAME THEORETIC FRAMEWORK FOR CONGESTION
CONTROL

We present in this chapter a fairly general class of noncooperative network games, which can be

utilized to design congestion control algorithms for various types of communication networks.

The next section discusses existence and uniqueness of NE ina generic noncooperative game. In

Section 2.2 we introduce a general network model based on fluid approximations and a congestion

control game, where the existence and uniqueness of NE is established under reasonable convexity

assumptions on the cost function. Furthermore, a simple butefficient gradient descent algorithm

is shown to converge to the NE under the same set of assumptions. We provide in Section 2.2.4

sufficient conditions for global stability of this algorithm under heterogeneous delays on a gen-

eral network topology. A robustness analysis of the congestion control scheme to variations in

system parameters such as the number of users, capacity of the links, and routing is given in Sec-

tion 2.4. Worst-case analysis leads to theoretical bounds only in some special cases. Therefore,

more general cases are handled numerically in Section 2.5 using randomized algorithms and for a

specific cost structure. The chapter concludes with Section2.7, which follows Section 2.6, where

we demonstrate the results obtained through MATLAB simulations.

2.1 Nash Equilibrium (NE): Existence and Uniqueness in a
Generic Noncooperative Game

We study the existence and uniqueness of NE solution to a generic noncooperative game, and es-

tablish the relationship between the NE and optimization (minimization) of a convex multivariable

function. Furthermore, we investigate how the variations of the game parameters affect the NE

point. Although some of the results we present have been reported earlier in [79], our treatment

clarifies the underlying dynamics and brings new insights tothe problem.

Consider a noncooperative gameΓ with M players, where theith player is assigned a specific

cost functionJi, which it minimizes by adjusting its own strategy (synonymously here, action)xi.

We letJ denote the vector composed of the individual cost functionsJi’s, i.e.,J = [J1 J2 . . . JM ]T ,

where[.]T denotes the transpose of a vector. The strategy vectorx of players is defined asx :=
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[x1 x2 . . . xM ]T , and belongs to the strategy spaceX ⊂ R
M of the game. Given the strategy vector

of all other users,x−i, theith player is faced with the following constrained optimization problem:

min
xi

Ji(xi,x−i), (2.1)

where[xi x−i]
T ∈ X. The NE of the noncooperative gameΓ is defined as the strategy vector,

x∗ (and corresponding set of costsJ∗), with the property that no user can benefit from modifying

its strategy while the other players keep theirs fixed. Mathematically speaking,x∗ is in NE, when

x∗
i of any ith user is the solution to the optimization problem in (2.1) given all other users have

equilibrium strategies,x∗
−i.

Let X◦ be the set of interior points ofX [80]. We make the following assumptions on the cost

functions of players and on the strategy space of the game.

Assumption 2.1 The strategy spaceX of Γ is convex, compact, and has a nonempty interior,

X◦ 6= ∅.

Assumption 2.2 The cost function of theith player,Ji(x), is twice continuously differentiable in

all its arguments and strictly convex inxi, i.e.,∂2Ji(x)/∂x2
i ≥ 0.

Let ∇ be the pseudo-gradient operator, defined through its application on the cost vectorJ , as

∇J := [∂J1(x)/∂x1 · · ·∂JM (x)/∂xM ]T := g(x). (2.2)

Let G(x) be the Jacobian ofg(x) with respect tox:

G(x) :=




b1 a12 · · · a1M

...
. . .

...

aM1 aM2 · · · bM




M×M

, (2.3)

wherebi andaij are defined asbi := ∂2Ji(x)
∂x2

i

andai,j := ∂2Ji(x)
∂xi∂xj

, respectively. Based on (2.3), we

define the symmetric matrix

G(x) := G(x) + G(x)T . (2.4)

In addition, we define a solutionx ∈ X to be inner, if x ∈ X◦ whereX◦ is the set of interior

points ofX.

The following proposition gives a characterization of an inner NE solution:

Proposition 2.1 Under Assumptions 2.1 and 2.2, the strategy vectorx∗ ∈ X◦ is an inner NE

solution of the gameΓ, if and only if,g(x∗) = ∇J(x∗) = 0 .
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This result follows immediately from the definition of NE, and Assumptions 2.1 and 2.2. We note

the similarity between Proposition 2.1, and first- and second-order necessary conditions for local

minima of a function, which mapsX◦ to R [81, p.14]. The next assumption plays a central role in

establishing the uniqueness of an inner NE as stated in the proposition following it.

Assumption 2.3 The symmetric matrixG(x) defined in (2.4) is positive definite, i.e.G(x) > 0 for

all x ∈ X.

Proposition 2.2 Under Assumptions 2.1, 2.2, and 2.3, there can be at most one inner NE solution,

x∗ ∈ X◦, in the gameΓ.

Proof. Suppose that there are two inner NEs, represented by two strategy vectorsx1 ∈ X◦ and

x0 ∈ X◦, with elementsx0
i andx1

i , respectively. It follows from Proposition 2.1 thatg(x0) = 0

andg(x1) = 0. Define the strategy vectorx(θ) as a convex combination of the two equilibrium

pointsx0 , x1 :

x(θ) = θx1 + (1 − θ)x0,

where0 < θ < 1. Take the derivative ofg(x(θ)) with respect toθ,

dg(x(θ))

dθ
= G(x(θ))

dx(θ)

dθ
= G(x(θ))(x1 − x0), (2.5)

whereG(x) is defined in (2.3). Integrating (2.5) overθ yields

0 = g(x1) − g(x0) =

[∫ 1

0

G(x(θ))dθ

]
(x1 − x0). (2.6)

Multiplying (2.6) from left by (x1 − x0)T , the transpose of (2.6) from right by(x1 − x0), and

adding these two terms, we obtain

0 = (x1 − x0)T

[∫ 1

0

G(x(θ)) + GT (x(θ))dθ

]
(x1 − x0). (2.7)

SinceG(x(θ)) = G(x(θ)) + GT (x(θ)) is positive definite by Assumption 2.3 and the sum of

two positive definite matrices is positive definite, the matrix
∫ 1

0
G(x(θ)) + GT (x(θ))dθ is positive

definite. Then, it readily follows from (2.7) thatx1 − x0 = 0. Therefore, there cannot be more

than one inner NE. 2

We now study the existence and uniqueness of NE solutions of the gameΓ for the entire

strategy spaceX.
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Proposition 2.3 Under Assumption 2.1, the gameΓ admits a Nash equilibrium.

Proof. The proof follows immediately from a standard theorem of game theory (Theorem 4.4,

p.176, in [1]). 2

We have already shown that an inner NE pointxin corresponds to a solution to the set of

(possibly nonlinear) equationsg(xin) = 0. In addition, if Assumptions 2.2 and 2.3 hold, then

g(xin) = 0 has a unique solution. In order to establish the uniqueness of the NE including possible

boundary solutions, we focus on a class of specifically constructed strategy spaces,X, which are

defined through a set constraints.

Assumption 2.4 The strategy spaceX of the gameΓ is defined as

X := {x ∈ R
M : hj(x) ≤ 0, j = 1, 2, . . . r}, (2.8)

wherehj : R
M → R, j = 1, 2, . . . r, hj(x) is convex in its arguments for allj, and the setX is

bounded and has a nonempty interior. In addition, the derivative of at least one of the constraints

with respect toxi, {dhj(x)/dxi, j = 1, 2, . . . r}, is nonzero fori = 1, 2, . . .M , ∀x ∈ X.

Under these conditions,X satisfies Assumption 2.1 [81]. In view of Assumption 2.4, theLa-

grangian function for playeri in this game is given by

Li(x, µ) = Ji(x) +

r∑

j=1

µi,jhj(x), (2.9)

whereµi,j, j = 1, 2, . . . r are the Lagrange multipliers of playeri [81, p. 278]. We now pro-

vide a proposition for the gameΓ with conditions similar to the well known Karush-Kuhn-Tucker

necessary conditions (Proposition 3.3.1, p. 310, [81]).

Proposition 2.4 Let x∗ be a NE point of the gameΓ and the strategy spaceX satisfy Assump-

tion 2.4. There exists a unique set of Lagrange multipliers,{µ∗
i,j : j = 1, 2, . . . r, i =

1, 2, . . .M}, such that

dL(x∗, µ∗)

dxi
=

dJi(x
∗)

dxi
+

r∑

j=1

µ∗
i,j

dhj(x
∗)

dxi
= 0, i = 1, 2, . . .M,

µ∗
i,j ≥ 0, ∀i, j ,

µ∗
i,j = 0, ∀j /∈ Ai(x

∗), ∀i ,

whereAi(x
∗) is the set of active constraints inith player’s minimization problem at NE pointx∗.
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Proof. The proof essentially follows lines similar to the ones of the Proposition 3.3.1 of [81], where

the penalty approach is used to approximate the original constrained problem by an unconstrained

problem that involves a violation of the constraints. The main difference we introduce is to repeat

this process for each individualxi at the NE pointx∗. 2

Let us define for a more compact notation the vector of Lagrangian functions as

L := [L1, . . . , LM ], and theM ×M diagonal matrix of Lagrange multipliers for thejth constraint

asMUj = diag[µ1,j, µ2,j, . . . µM,j]. Finally, we obtain the main existence and uniqueness result:

Theorem 2.1 There exists a unique NE point in the M-player noncooperative gameΓ if Assump-

tions 2.2, 2.3, and 2.4 hold.

Proof. Existence of the NE follows from Proposition 2.3. By Proposition 2.4 and Assumption 2.4,

the NE pointx(1) satisfies

∇L(x(1), MU (1)) = g(x(1)) +
r∑

j=1

MU
(1)
j ∇hj(x

(1)) = 0, (2.10)

whereMU
(1)
j is unique for eachj. Assume there are two different NE pointsx(0) andx(1). Fol-

lowing an argument similar to the one in the proof of Theorem 2of [79], one can show that this

leads to a contradiction. We present a brief outline of a simplified version of that proof for the sake

of completeness. It immediately follows from (2.10) that

(x(0) − x(1))T∇L(x(1), MU (1)) + (x(1) − x(0))T∇L(x(0), MU (0)) = 0.

Rearranging the terms we obtain

(x(0) − x(1))T [g(x(1)) − g(x(0))] + (x(1) − x(0))T

r∑

j=1

[MU
(1)
j ∇hj(x

(1)) − MU
(0)
j ∇hj(x

(0))] = 0.

It is straightforward to show that the left term of this sum isstrictly negative. Making use of

convexity of the constraints in their arguments, the right term can be written as

r∑

j=1

[MU
(1)
j − MU

(0)
j ][hj(x

(1)) − hj(x
(0))].

Since for each constraintj, hj(x) ≤ 0 ∀x, MU
(i)
j hj(x

(i)) = 0, i = 0, 1, andMUj is positive

definite, where the latter two follow from Karush-Kuhn-Tucker conditions, this term is also non-
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positive. Hence, the left hand side of (2.10) is strictly negative, which results in a contradiction,

unlessx(1) = x(0). Thus, there exists a unique NE point in the gameΓ. 2

We finally investigate the relationship between the unique inner NE point and the parameters

of the game such as the parameters of the cost and the constraint functions.

Proposition 2.5 Define the vectorρ = {ρ1, . . . ρmax}, which contains the parameters of the cost

and constraint functions of the gameΓ. Assume 2.2, 2.3, and 2.4 hold, andx∗ ∈ X to be the

unique inner NE point of the game with parameter vectorρ∗. Then, there exist open setsSρ and

Sx∗ containingρ∗ and x∗, respectively, and a continuous functionΨ : Sρ → Sx∗ such that

x∗ = Ψ(ρ∗) andg(Ψ(ρ), ρ) = 0 for all ρ ∈ Sρ.

The functionΨ is unique in the sense that ifρ ∈ Sρ, x ∈ Sx∗, andg(x, ρ) = 0, thenx = Ψ(ρ).

Proof. It follows from Theorem 2.1 that the NE,x∗, of the gameΓ is the unique solution to the set

of nonlinear equalities

∇J(x∗) = 0.

Since by Theorem 2.1J(x) is twice continuously differentiable in all its arguments,g(x) is con-

tinuously differentiable. In addition, by Theorem 2.3 the matrix G(x) defined in (2.4) is positive

definite. Thus, the result follows immediately from theImplicit Function Theorem[81, p. 668].2

Corollary 2.1 Let Sx∗ be an open set around the unique inner NE point,x∗, of the gameΓ with

the parameter vectorρ, and assume Theorems 2.2, 2.3, and 2.4 hold. Then small changes inρ can

only result in small variations of the NE point,x∗, as long as the new NE pointx∗∗ is in the set

Sx∗.

2.2 The Congestion Control Game

2.2.1 The network model and the cost function

We consider a general network model based on fluid approximations. Fluid models are widely

used in addressing a variety of network control problems such as congestion control, routing, and

pricing. The topology of the network is characterized by a set of nodesN = {1, . . . , N} and a

set of links connecting the nodes,L = {1, . . . , L}, with each linkl ∈ L having a fixed positive

capacitycl > 0, and is associated with a bufferbl ≥ 0. Here, we implicitly make the natural
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assumption ofconnectivity. There areM users sharing the network, with the set of users being

M = {1, . . . , M}. For simplicity, each user is associated with a uniqueconnectionor pathR

between a source and destination node. Theith user sends its nonnegative flowxi ≥ 0 over its

pathRi, which is determined by a routing algorithm, and corresponds to a subset of linksl ∈ L
connecting the source and destination nodes. A routing matrix A is defined as in [12] that describes

the relation between the set of routesR = {1, . . . , M} associated with the users (connections) and

links l ∈ L,

Al,i =





1, if source i uses linkl

0, if source i does not use linkl
, (2.11)

wherei ∈ M andl ∈ L. We assume without loss of any generality thatA has no rows or columns

that are identically zero.

Using the routing matrixA, the capacity constraints of the links are given by

Ax ≤ c, (2.12)

wherex is the(M × 1) flow rate vector of users andc is the(L × 1) link capacity vector. The

flow rate vectorx is said to be feasible if it is nonnegative and satisfies (2.12). Let x−i be the

flow rate vector of all users except theith one. For a given fixed, feasiblex−i, there exists a strict

upper-boundmi(x−i) on flow ratexi of the ith user based on (2.12):mi(x−i) = minl∈Ri
(cl −∑

j 6=i Al,j xj) ≥ 0.

For the given general topology network model, we propose a network game withM users.

It is assumed that the routing problem has already been solved and individual routesR ∈ R do

not change during the connection. Our analysis is based on noncooperative game theory. Here,

the users (players) are noncooperative in the sense that they have no means of communicating

with each other about their preferences, and each user wishes to optimize its usage of the network

resources independently. A specific cost functionJ is assigned to each user, which will be indexed

by i for useri. This cost function not only models the user’s preferences but also includes a

feedback term capturing the current network state. Theith user minimizes this cost function by

adjusting its flow rate0 ≤ xi ≤ mi(x−i) given the fixed, feasible flow rates of all other users on

its path,{xj : j ∈ (Rj ∩ Ri)}.

The cost function of theith userJi is the difference between a user-specific pricing function,Pi,

and a utility functionUi. The pricing functionPi depends on the current state of the network. This

“feedback” term can be interpreted as the price a user pays for using the network resources. There

are a variety of approaches in the literature on possible choices for the pricing term, depending on

the specific feedback type. For example, studies [12,32] develop an explicit congestion notification
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(ECN) mechanism based on packet marking. Another approach [13,14] makes use of the queuing

delays as an indication of congestion level in the network. One advantage of the latter approach is

that it is based on measurements of the individual users, anddoes not require active participation

of the network. The prices in this context should be interpreted in terms of network credits, which

do not necessarily relate to real money. The pricing structure here, however, does perform one of

the main functions of money: measuring and quantifying the resources. This provides a basis for

versatile resource allocation schemes.

The utility function of theith user is defined to be increasing and concave in accordance with

elastic traffic as well as with the economic principle, law ofdiminishing returns. We focus on the

bandwidth as the main resource in the system. Therefore, theutility of the ith user depends only

on its own flow rate. Thus, the cost function is defined as the difference between the pricing and

the utility functions:

Ji(x; c,A) = Pi(x; c,A) − Ui(xi). (2.13)

We note thatPi does not necessarily depend on the flow rates of all other users; it can be structured

to depend only on the flow rates of the users sharing the same links on the path of useri.

2.2.2 Existence and uniqueness of NE in the network game

In the given context of the network game, the Nash equilibrium is defined as a set of flow rates

x∗ (and corresponding costsJ∗), with the property that no user can benefit by modifying its flow

while the other players keep theirs fixed. Furthermore, if the NEx∗ meets the capacity constraints

as well as the positivity constraint with strict inequality, then it is aninnersolution. Mathematically

speaking,x∗ is in NE, whenx∗
i of anyith user is the solution to the following optimization problem

given that all users on its path have equilibrium flow rates,x∗
−i:

min
0≤xi≤mi(x−i

∗)
Ji(xi, x

∗
−i, c,A) , (2.14)

wherex−i denotes the collection{xj : j ∈ Rj ∩ Ri}j=1,...,M . To proceed further, we make the

following two assumptions.

Assumption 2.5 Pi(x) is jointly continuous in all its arguments and twice continuously differen-

tiable, non-decreasing and convex inxi, i.e.

∂Pi(x)/∂xi ≥ 0 , ∂2Pi(x)/∂x2
i ≥ 0. (2.15)

Assumption 2.6 U(xi) is jointly continuous in all its arguments and twice continuously differen-
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tiable, nondecreasing and strictly concave inxi, i.e.

∂Ui(xi)/∂xi ≥ 0 , ∂2Ui(xi)/∂x2
i < 0 , ∀xi

Moreover, the optimal solution is aninner one,0 <
∑

j Al,jx
∗
j < cl , ∀l, under the additional

assumption:

Assumption 2.7 Theith user’s cost function has the following properties atxi = 0 (xi = mi(x−i))

: ∂Ji(x : xi = 0)/∂xi < 0 ∀x (∂Ji(x : xi = mi(x−i))/∂xi > 0 ∀x), respectively.

Theorem 2.2 below establishes that the congestion control game admits a unique NE under the

following further assumption:

Assumption 2.8 The price functionPi(x) of theith user is defined as the sum of link price func-

tions on its path,

Pi =
∑

l∈Ri

Pl(
∑

j:l∈Rj

xj),

wherePl is defined as a function of the aggregate flow on linkl, and satisfies (2.15) withi replaced

by l.

Theorem 2.2 Under Assumptions 2.5-2.8, the network game admits a uniqueinner Nash equilib-

rium.

Proof. The proof of this theorem is a slightly modified version of theone of Theorem 2.1, and

is given here for completeness. LetX := {x ∈ R
M : Ax ≤ c , x ≥ 0} be the set of feasible

flow rate vectors (or strategy space) of the users. The flow rate of a genericith user is nonnegative

and bounded above by the minimum link capacity on its route,0 ≤ xi < minl∈Ri
cl. The setX

is clearly closed and bounded, hence, compact. Next, we showthat X has a nonempty interior

and is convex. Define the following flow rate vector:xmax := minl cl/M . Clearly,xmax ∈ X

is feasible and positive ascl > 0 ∀l. Hence, there exists at least one positive and feasible flow

rate vector in the setX, which is an interior point. Thus, the setX has a nonempty interior. Let

x1 , x2 ∈ X be two feasible flow rate vectors, and0 < λ < 1 be a real number. We have, for any

xλ := λx1 + (1 − λ)x2,

Axλ = A(λx1 + (1 − λ)x2) ≤ c

Furthermore,xλ ≥ 0 by definition. Hence,xλ is feasible and is inX for any0 < λ < 1. Thus, the

setX is convex. By a standard theorem of game theory (Theorem 4.4,p.176, in [1]), the network

game admits a NE.
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We now prove uniqueness. Differentiating (2.13) with respect toxi, and using Assumptions 2.5

and 2.6, we have

fi(x) :=
∂Ji(x)

∂xi

=
∂Pi(x)

∂xi

− ∂Ui(xi)

∂xi

. (2.16)

As a simplification of notation,c andA are suppressed as arguments of the functions for the rest

of this proof.

DifferentiatingJi(x) twice with respect toxi yields

∂fi(x)

∂xi

=
∂2Ji(x)

∂x2
i

=
∂2Pi(x)

∂x2
i

− ∂2Ui(xi)

∂x2
i

> 0

Hence,Ji is unimodal and has a unique minimum. Based on Assumption 2.7, fi(x) attains the

zero value atmi(x−i) > xi > 0 given a fixed feasiblex−i. Thus, the optimization problem (2.14)

admits a unique positive solution.

To preserve notation, let∂
2J(x)
∂x2

i

be denoted byBi. Further introduce, fori, j ∈ M, j 6= i,

∂2Ji(x)

∂xi∂xj
=

∂2Pi(x)

∂xi∂xj
=: Ai,j ,

with both Bi and Ai,j defined on the space wherex is nonnegative, and bounded by the link

capacities. Suppose that there are two NEs, represented by two flow vectorsx1 andx0, with

elementsx0
i andx1

i , respectively.

As the NE is necessarily an inner solution, it follows from first-order optimality condition that

g(x0) = 0 andg(x1) = 0, whereg(x) was defined in (2.2). Define the flow vectorx(θ) as a convex

combination of the two equilibrium pointsx0 , x1 :

x(θ) = θx0 + (1 − θ)x1

where0 < θ < 1. By differentiatingx(θ) with respect toθ,

dg(x(θ))

dθ
= G(x(θ))

dx(θ)

dθ
= G(x(θ))(x1 − x0) , (2.17)

whereG(x) is the Jacobian ofg(x) with respect tox :

G(x) :=




B1 A12 · · · A1M

...
. . .

...

AM1 AM2 · · · BM




M×M

. (2.18)
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We also note that, by Assumption 2.8:

∑

l∈(Ri∩Rj)

∂2Jl(x)

∂xi∂xj

=
∑

l∈(Ri∩Rj)

∂2Jl(x)

∂xi∂xj

⇒ A(i, j) = A(j, i) i, j ∈ M .

Hence,G(x) is symmetric. Integrating (2.17) overθ,

0 = g(x1) − g(x0) =

[∫ 1

0

G(x(θ))dθ

]
(x1 − x0) , (2.19)

where(x1−x0) is a constant flow vector. LetBi(x) =
∫ 1

0
Bi(x(θ))dθ andAij(x) =

∫ 1

0
Aij(x(θ))dθ.

In view of Assumptions 2.6 and 2.8,Bi(x) > Aij(x) > 0 , ∀i, j. Thus,Bi(x) > Aij(x) > 0, for

anyx(θ). In order to simplify the notation, define the matrixG(x1,x0) :=
∫ 1

0
G(x(θ))dθ, which

can be shown to be full rank for any fixedx. Rewriting (2.19) as,0 = G · [x1 − x0], sinceG is full

rank, it readily follows thatx1 − x0 = 0. Therefore, the NE is unique.

Under Assumption 2.7, the NE has to be an inner solution, as the following argument shows.

First,x ≥ 0, with xi = 0 for at least onei, cannot be an equilibrium point since useri can decrease

its cost by increasing its flow rate. Similarly, the boundarypoints{x ∈ R
M : Ax ≤ c , x ≥

0, with (Ax)l = cl for at least one linkl} cannot constitute NE, as users whose flows pass through

the link can decrease their flow rates under Assumption 2.7. Thus, under Assumptions 2.5-2.8 the

network game admits a unique inner NE. 2

2.2.3 Global stability

We consider a simple dynamic model of the network game where each user changes its flow rate

in proportion with the gradient of its cost function with respect to its flow rate. Note that this

corresponds to the well-known steepest descent algorithm in nonlinear programming [81]. Hence,

the user update algorithm is

ẋi(t) =
dxi(t)

dt
= −∂Ji(x(t))

∂xi

=
dUi(xi)

dxi
−∑l∈Ri

fl

(∑
j∈Ml

xj

)
:= Θi(x),

(2.20)

for all i = 1, . . . , M , whereMl(Ml) is the set (number) of users whose flows pass through the

link, l ∈ Ri; t is the time variable, which we drop in the second line for a more compact notation;
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andfl is defined asfl(·) := ∂Pl(·)/∂xi.

By Assumption 2.7, the partial derivative offl with respect toxi, ∂fl(·)/∂xi, is nonnegative.

Furthermore, sincePl(x) is convex and jointly continuous inxi for all i whose flows pass through

the link l, on the compact set of feasible flow rate vectors,X := {x ∈ R
M : Ax ≤ c , x ≥ 0},

the derivative∂fl(.)/∂xi can be bounded above by a constantαl > 0. Hence,

0 ≤ ∂fl(x̄l)

∂xi

≤ αl, (2.21)

wherex̄l =
∑

i∈Ml
xi.

Next, we establish the result that the system defined by (2.20) is asymptotically stable on the

setX, which is invariant by Assumption 2.8 under the gradient update algorithm (2.20). In order

to see the invariance ofX , we investigate each boundary ofX separately. Whenxi = 0 for some

i ∈ M, we haveẋi > 0 from (2.20) under Assumption 2.8 due to the gradient descentalgorithm

of useri. Hence, the system trajectory moves toward inside ofX. Likewise, in the case of̄xl = cl

for somel ∈ L, it follows from (2.20) and Assumption 2.8 thatẋi < 0 ∀i ∈ Ml, and hence, the

trajectory remains inside the setX.

The equilibrium state of the system (2.20) inX is of course the unique NEx∗ referred to in

Theorem 2.2. Let us define a candidate Lyapunov functionV : R
M → R

+ as

V (x) :=
1

2

M∑

i=1

Θ2
i (x),

which is in fact restricted to the domainX. Further letΘ := [Θ1, . . . , ΘM ]. Taking the derivative

of V with respect tot on the trajectories generated by (2.20), we obtain

V̇ (x) =

M∑

i=1

d2Ui(xi)

dx2
i

Θ2
i (x) − ΘT (x)AT KAΘ(x),

whereA is the routing matrix, andK is a diagonal matrix defined as

K := diag
[∂f1(x̄)

∂x̄
,
∂f2(x̄)

∂x̄
, . . . ,

∂fM(x̄)

∂x̄

]
.

SinceAT KA is nonnegative definite andd2Ui/dx2
i is uniformly negative definite,V (x) is

strictly decreasing,̇V (x) < 0, on the trajectory of (2.20). Thus, the system is asymptotically

stable on the invariant setX by Lyapunov’s stability theorem (see Theorem 3.1 in [82]).

Theorem 2.3 Assume that Assumptions 2.5-2.8 hold. Then, the unique Nashequilibrium of the

network game is globally stable on the compact set of feasible flow rate vectors,X := {x ∈ R
M :
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Ax ≤ c , x ≥ 0} under the gradient algorithm given by

ẋi = −∂Ji(x)

∂xi
, i = 1, . . . , M.

We note that underA2 one can bounḋV above by

V̇ (φ(x(t))) ≤ −εV (φ(x(t))),

where

ε := min
i

min
xi∈X

d2Ui(xi)

dx2
i

. (2.22)

Remark 2.1 If ε > 0, then the unique Nash equilibrium of the network game is exponentially

stable.

2.2.4 System problem and optimality of NE

We investigate the optimality of NE with respect to the “system problem” for the network game

studied above, and discuss its relationship with the modelsof Kelly et al. [12] and subsequent

studies [13,14,32], where the system problem is defined as the constrained optimization problem

maxx≥0

∑
i∈M Ui(xi)

subject toAx ≤ [c1 . . . cL]T ,
(2.23)

or a relaxed version of it. This system goal is motivated by the fact that the sum of the utilities

of users is maximized, whereas aggregate cost at the links isminimized. The cost function at a

link may be chosen as the average delay a packet experiences or the percentage of dropped packets

with respect to the total flow at the link.

The centralized problem (2.23) is solved by introducing a user problem and a network prob-

lem [12] which leads to distributed algorithms. The user problem can be seen as a “trivial game,”

and is defined for theith user as

min
xi≥0

{λixi − Ui(xi)} , (2.24)

whereλi represents the price per unit flow rate, and is assumed not to be a function ofxi. The

network problem, on the other hand, yields theseλi’s. In order to solve the network problem,

however, a centralized knowledge of the user preferences isnecessary. This difficulty is circum-

vented by introducing a system of coupled differential equations forxi andλi. The solutions to

these differential equations converge to the optimal solutions of the user and network problems,

and hence to the solution of the system problem (2.23).
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In this study, we consider a system problem of the form

min
x

∑

l∈L
Pl(
∑

i:l∈Ri

xi) −
∑

i∈M
Ui(xi). (2.25)

In our formulation, unlike previous ones, the user problem is not decoupled, and is a genuine game

as defined by (2.14). Furthermore, we show below that the NE ofthis game (whose existence and

uniqueness have already been established) solves the system problem (2.25), where users take the

effect of their strategies into account when optimizing their costs. Thus, the Nash solution of the

network game is efficient regardless of the number of users inthe network.

Theorem 2.4 The unique NE of the game (2.14) solves the following system problem:

min
x

Sys(x) = min
x

[
∑

l∈L
Pl(
∑

i:l∈Ri

xi) −
∑

i∈M
Ui(xi)

]
, (2.26)

wherePl andUi satisfy assumptions A1-A3 for alli ∈ M andl ∈ L.

Proof. To solve the unconstrained optimization problem (2.26), wetake the gradient ofSys(x)

with respect to user flow ratesx and obtain the first-order necessary condition for optimality:

∇Sys(x) = 0. Notice that the partial derivatives of the link costs at thelinks not on the path of

the ith user with respect toxi yield zero. Likewise, the utility function of each user depends only

on that user’s flow rate. Hence, the first-order necessary condition of this problem coincides with

g(x∗) = ∇J(x∗) = 0, which was introduced in (2.2). Furthermore, the solution to (2.26) is unique

as∇2Sys(x) is equal toG(x) in (2.18), and thus is positive definite. Therefore, the NE,x∗, solves

the system problem (2.26). 2

2.3 Global Stability under Bounded and Heterogeneous
Communication Delays

We now investigate global stability of the gradient algorithm (2.20) under bounded and hetero-

geneous communication delays. The pricing function of theith user is defined in accordance with

assumptionA4as

Pi =
∑

l∈Ri

Pl(
∑

j∈Ml

xj),
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whereRi is the path (route) of useri, andPl is the pricing function at linkl ∈ L. The update

algorithm with communication delays is then given by

ẋi(t) =
dUi(xi(t))

dxi
−
∑

l∈Ri

fl

( ∑

j∈Ml

xj(t − rli − rlj)

)
(2.27)

whererli andrlj are fixed communication delays between thelth link and theith andjth users

respectively.1 To simplify the notation we define

x̄i
l(t − r) :=

∑

j∈Ml

xj(t − rli − rlj).

In addition, letq be an upper-bound on the maximum round-trip time (RTT) in thesystem:

q := 2 max
i

∑

l∈Ri

rli − r(l−1)i,

wherer0i = 0 ∀i. Finally, definext := {x(t + s), −q ≤ s ≤ 0}, and by a slight abuse of notation

let Θi(xt) denote the right hand side of (2.27).

We next make use of the stability theory for autonomous systems of [83], and generalize the

scalar analysis of [84] and also of Chapter 5.4 of [83] to the multidimensional (multiuser) case.

Let φi ∈ C
(
[−ri, 0], R

)
be a feasible flow rate function (initial condition) for theith user’s dy-

namics (2.27) at timet = 0, whereC is the set of continuous functions. In addition, letx(φ)(t)

be the solution of (2.27) throughφ for t ≥ 0, and ẋ(φi)(t) be its derivative. In order to sim-

plify the notation, we will usex(φ) andx, as well asΘ(φ) andΘ and their respective derivatives,

interchangeably for the remainder of the paper.

A continuously differentiable and positive functionV : CM → R
+ is defined as

V (xt(φ)) :=
1

2

M∑

i=1

Θ2
i (xt(φ)) =

1

2
ΘT (xt(φ))Θ(xt(φ)).

We introduce the candidate Lyapunov functionV : R
+ × CM → R

+,

V (t; φ) := sup
t−2q≤s≤t

V (xs(φ)). 2

Let V̇ (t; φ) and V̇ (t; φ) be defined as the upper right-hand derivatives ofV (t; φ) and V (t; φ),

1Here we implicitly make the assumption that queueing delaysare negligible compared to the fixed propagation
delays in the system.

2Without any loss of generality, we defineV (xs) = 0, s ∈ [−2q,−q].
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respectively alongxt(φ). In order forV (t; φ) to be nonincreasing,̇V (t; φ) ≤ 0, the set

Φ = {φ ∈ C : V (t; φ) = V (xt(φ)); V̇ (xt(φ)) > 0 ∀t ≥ 0} (2.28)

has to be empty. To see this consider the case when the setΦ is not empty. Then, by definition,

there exists a timet and anh > 0 such thatV̇ (xt+h(φ)) > V̇ (xt(φ)), and hence,̇V (xt(φ)) cannot

be nonincreasing. We now show that the setΦ is indeed empty.

Assume otherwise. Then, for any givent, there exists anǫ > 0 such that

V (t; φ) = V (xt(φ)) =

M∑

i=1

Θ2
i (xt(φ)) = ǫ (2.29)

and

V (xs(φ)) =
M∑

i=1

Θ2
i (xs) ≤ ǫ , s ∈ [t − 2q , t].

Thus, the following bound onΘi, and thus oṅxi, follows immediately:

|Θi(xs)| = |ẋi(s)| ≤
√

ǫ , s ∈ [t − 2q , t]. (2.30)

Taking the derivative oḟxi(t) with respect tot, we obtain

ẍi(t) =
∂ẋi(t)

∂t
= Θ̇i(xt) =

d2Ui(xi)

dx2
i

ẋi(t) −
∑

l∈Ri

∂fl(x̄
i
l(t − r))

∂x̄i
l

∑

j∈Ml

ẋj(t − ri − rj). (2.31)

Let δi := −minxi∈X
d2Ui(xi)

dx2
i

> 0. Using (2.30) and (2.31), it is possible to boundΘ̇i(xs) and

ẍi(s) on s ∈ [t − q, t] with

|Θ̇i(xs)| = |ẍi(s)| ≤ δi|ẋi(s)| +
∑

l∈Ri

∂fl(x̄
i
l(s − r))

∂x̄i
l

|x̄i
l(s − r)| ≤ (δi +

∑

l∈Ri

Mlαl)
√

ǫ. (2.32)

To simplify the notation, define

yi := δi +
∑

l∈Ri

Mlαl.

Hence, we have the following bound onΘi(xs), s ∈ [t − q, t]:

Θi(xt) − qyi

√
ǫ ≤ Θi(xs) ≤ Θi(xt) + qyi

√
ǫ. (2.33)
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We next show thatV (xt(φ)) is nonincreasing, and obtain a contradiction to the initialhy-

pothesis that the setΦ is not empty. Assume that∂fl(x̄
i
l(t − r))/∂x̄i

l = ∂fl(x̄
j
l (t − r))/∂x̄j

l ,

∀i, j ∈ Ml, ∀t for each linkl. This assumption holds for example whenfl is linear in its argu-

ment. LetB be defined in such a way thatBT B := AT KA, where the positive diagonal matrixK

is defined in Section 2.2.3. Also define the positive diagonalmatrix

D(x) := diag [|D1(x1)| , |D2(x2)| , . . . , |DM(xM)|] ,

whereDi(x) := d2Ui(xi)/dx2
i . Then, using (2.33), we obtain

V̇ (xt) = −
M∑

i=1

Di(xi)Θ
2
i (xt) −

M∑

i=1

Θi(xt) ·
∑

l∈Ri

∂fl(x̄
i
l(t − r))

∂x̄i
l

∑

j∈Ml

Θj(xt−rli−rlj
)

≤ −ΘT DΘ − ΘT BT BΘ + q
√

ǫ|ΘT BT By|,

(2.34)

where everything is evaluated att. Now, for any fixed trajectory generated by (2.27), and for a

frozen timet, a sufficient condition foṙV (xt) ≤ 0 is

q
√

ǫ ≤ ||BΘ||2 + ||
√

DΘ||2
||BΘ|| ||By|| ,

where|| · || is the Euclidean norm.

Let k := ||BΘ||
||By|| > 0. Rewriting the sufficient condition we obtain

q
√

ǫ ≤ k +
1

k
µ,

whereµ := ||
√

DΘ||2
||By||2 > 0. The following worst-case bound onq can be derived by a simple

minimization:

q
√

ǫ ≤ 2
√

µ. (2.35)

We next find a lower bound onµ. From (2.29) it follows that||
√

DΘ(xt)||2 ≥ d̄ǫ, where

d̄ := mini minxi∈X

∣∣∣d
2Ui(xi)

dx2
i

∣∣∣, and
√

D is the unique positive definite matrix whose square isD.

Furthermore,

||By||2 ≤
M∑

i=1

yi

∑

l∈Ri

αl

∑

j∈Ml

yj.
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Define also the following upper-bound onyi:

b := max
i

(
δi +

∑

l∈Ri

Mlαl

)
.

Sinceδi > 0, one obtains||By||2 ≤ Mb3, and hence,

µ ≥ d̄ǫ

Mb3
.

Thus, from (2.35) a sufficient condition forV (xt) to be nonincreasing is

q ≤ 2
√

d̄√
Mb3/2

, (2.36)

which now holds for allt ≥ 0.

Finally, we make use of Definition 3.1 and Theorem 3.1 of [83] to establish global asymptotic

stability of the system (2.27). LetS := {φ ∈ C : V̇ (t; φ) = V̇ (xt(φ)) = 0}. From (2.27)

and (2.34) it follows that

S ′ = {φ ∈ C : φ(τ) = x∗, −q ≤ τ ≤ 0} ⊂ S, as

Θ(xτ ) = ẋ(τ) = 0 ⇔ xτ = x∗ ⇒ V̇ (xτ ) = 0.

Hence,S ′ is the largest invariant set inS, and for any trajectory of the system that belongs identi-

cally toS, we havexτ = x∗. In other words, the only solution that can stay identicallyin S is the

unique equilibrium of the system. This then leads to the following theorem:

Theorem 2.5 Assume that

∂fl(x̄
i
l(s − r))/∂x̄i

l = ∂fl(x̄
j
l (s − r))/∂x̄j

l , ∀i, j ∈ Ml ∀t.

Then, the unique Nash equilibrium of the network game is globally asymptotically stable on the

compact set of feasible flow rate vectors,X := {x ∈ R
M : Ax ≤ c , x ≥ 0} under the gradient

algorithm

ẋi(t) =
dUi(xi(t))

dxi
−
∑

l∈Ri

fl

( ∑

j∈Ml

xj(t − rli − rlj)

)
,

in the presence of fixed heterogeneous delays,rli ≥ 0, for all usersi = 1, . . . , M , and linksl ∈ L,

if the following condition is satisfied

q ≤ 2
√

d̄√
Mb3/2

,
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where

b := max
i

(
− min

xi∈X

d2Ui(xi)

dx2
i

+
∑

l∈Ri

Mlαl

)
,

and

d̄ := min
i

min
xi∈X

∣∣∣∣
d2Ui(xi)

dx2
i

∣∣∣∣ .

Remark 2.2 If the user reaction function is scaled by a user-independent gain constantλ then the

ith user’s response is given by

ẋi = −λ
∂Ji(x(t))

∂xi
,

and the sufficient condition for global stability turns out to be

q ≤ 2
√

d̄√
Mλ3/2b3/2

.

Notice that, for anyλ < 1, the upper-bound on maximum RTT,q, is relaxed proportionally with

λ3/2.

2.4 Robustness Analysis

We have established in Section 2.2.3 the global stability ofthe unique NEx∗ under the gradient

algorithm (2.20). Furthermore, we have presented in Section 2.2.4 a sufficient condition for sta-

bility under bounded and heterogeneous communication delays. We next study robustness of the

system dynamics to disturbances like variations in number of users, link capacities, and routes.

The set of parameters of the network game,{M, A, c}, were implicitly assumed to be constant

throughout the stability analyses in Sections 2.2.3 and 2.2.4. For the robustness analysis, the

changes in these parameters caused by the disturbances can be modeled as sudden jumps when

compared with the continuous dynamics of the network game (2.20). Therefore,hybrid system

theory[2] provides a natural framework to study this continuous time system withdiscrete events.

Consider each network game with a specific set of parameters{M, A, c} as asubsystemq

of a hybrid system, and let the set of all subsystems beQ. Then, each disturbance varying the

fundamental parameters of the network game corresponds to switching from one subsystem to

another, and is called aswitching event. We note that by Theorem 2.2 there exists a unique NE

in each network game (subsystem)q. In the analysis of the switching events’ effects on overall

system stability we make use of the concept ofdwell-timeτ which quantifies the minimum amount

of time between two switches, andaverage dwell-time, which is much less restrictive than the

dwell-time. Let us denote the number of discontinuities of aswitching signalσ on an interval
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(t, T ) by Nσ(t, T ). Using the definition in [2],σ has average dwell timeτa if there exists a positive

integerN0 such that

Nσ(t, T ) ≤ N0 +
T − t

τa

, ∀T ≥ t ≥ 0.

The next theorem is a modified version of Theorem III.4 of [58], and extends the results of

Theorem 3.2 of [2] to multiple equilibrium points.

Theorem 2.6 Consider a family of systemsQ defined byẋ = F (q)(x), ∀q ∈ Q ∀x ∈ X(q) with

x∗(q) ∈ X(q) being the unique NE andX(q) being the strategy space of the qth system. Suppose

that there existC1 functionsV (q) : X(q) → R, q ∈ Q, classK∞ functionsχ(q)
1 andχ

(q)
2 , and a

positive numberε such that we have

χ
(q)
1 (||x − x∗(q)||) ≤ V (q)(x) ≤ χ

(q)
2 (||x − x∗(q)

q ||), ∀q ∈ Q, (2.37)

and

V̇ (q)(x) ≤ −εV (q)(x), ∀x ∈ X(q). (2.38)

LetN be the union of the smallest level sets ofV (q), ∀q ∈ Q that contain the superset of equilibria

N (κ) := {x : ||x − x∗(q)|| < κ, ∀q ∈ Q}, whereκ > 0 is a small positive constant. Suppose also

that there exists a finiteµ(κ) > 1 3 such that4

V (q)(x)

V (r)(x)
≤ µ, q, r ∈ Q, ∀x ∈ (X(q) ∩ X(r)) −N . (2.39)

Then, the switched system globally asymptotically converges to the setN for every switching

signalσ with average dwell-time

τa >
log µ

ε
. (2.40)

Furthermore,N is invariant under the same set of conditions if the dwell-timeτ satisfies

τ >
log µ

ε
, ∀t. (2.41)

Proof. Let us consider the time interval(0, T ) with switching timest1, . . . , tS where we define

T > 0, t0 := 0, andS := T/τa without loss of generality. Given the switching signalσ, define the

3We are naturally interested in switching events, whereµ > 1, in order to obtain an upper-bound. Therefore,q and
r are labeled accordingly.

4We drop the constantκ from the argument ofµ to simplify the notation in the remainder of the analysis.
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piecewise differentiable functionW (t) as

W (t) := eεtV (σ).

On each interval[ti, ti+1) (between switching times), we have from (2.38),

Ẇ (t) ≤ εW (t) − eεtV (σ) ≤ 0.

By (2.39), this implies that

W (ti+1) ≤ µeεtiV (σ)(x(ti)) ≤ µW (ti).

Notice that the system trajectory may make a jump at timeti+1 if x(t−i+1) is not feasible anymore

after the switch. For the sake of argument, denote the systembefore the switch asq and the

one afterwards asr. If x(t−i+1) /∈ X(r), then the trajectory jumps at timeti+1 to a feasible point

x(t+i+1) ∈ X(r) from the pointx(t−i+1) ∈ X(q).

Repeating this for alli = 0, . . . , S − 1, and using the definition ofW (t) we obtain

V (σ)(x(T−)) ≤ e−εTµSV (σ)(x(0)).

Then, from (2.40) and definition ofS we have

V (σ)(x(T−)) ≤ e( log µ
τa

−ε)T V (σ)(x(0)). (2.42)

It directly follows thatV (q) decreases andx converges tox∗(q) at timeT− for some systemq ∈ Q

asT increases. Thus, by the definition ofN there exists at0 ∈ (0, T−] for all ǫ > 0 as T increases,

such that fort ≥ t0, ||x − N|| < ǫ. In other words, the system trajectory converges globally

asymptotically toN . More precisely, the trajectoryx(t) converges toN ∩X(σ(t)) at timet, where

σ(t) ∈ Q. Notice that, since at the time of switching the system equilibrium shifts from one point

to another, no point in the system can be asymptotically stable. The setN of a system with four

NE points is illustrated in Figure 2.1.

We now show the invariance ofN under (2.41). Suppose thatN is not invariant. Then, there

exists a trajectory that starts at a pointx ∈ N and leaves this set. This, however, would correspond

to an increase inV (q) for someq ∈ Q, which leads to a contradiction by (2.41) and (2.42). Hence,

N is invariant under the set of conditions of the theorem. 2

Remark 2.3 Due to the properties ofV and by definition in (2.39),µ(κ) is nonincreasing inκ.
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Figure 2.1: The setN of a system with four NE points.

Using the results of Theorem 2.6, we investigate the effect of three specific types of distur-

bances on system stability: variations in number of users, changes in link capacities, and routing

changes. A lower bound on the (average) dwell-time is obtained such that global asymptotic sta-

bility of the defined hybrid system is preserved under these disturbances. To simplify the analysis,

one can study this hybrid system in fast and slow time scales.Although in the long run param-

eters of the network game such as number of users, routes of the connections, etc. may change

significantly, the variations of these parameters are limited in the fast time scale. Thus, we focus

on variations within a relatively short time span, where theparameters of the network game take

their values in their respective compact sets.

Let us redefine the number of usersM as a variable taking integer values in the interval

[Mmin , Mmax] := Q(1). Each value ofM corresponds to a different subsystem, sayq, in the

family of subsystemsQ(1), with its own NE point,x∗(q), and feasible flow (strategy) spaceX(q).

Likewise, the routing matrix,A, of the network game withM players takes values in the finite set

AM = {A1, A2, Amax,M} := Q(2), which represent all possible routing changes in the short run.

Note that, these two disturbances can be modeled using a finite number of subsystems (network

games).

Another important parameter of the congestion control gameconsidered is the link capacity

vector,c. In wireless networks, link capacity may vary over time due to channel noise and in-

terference [85]. In the Internet-style networks, on the other hand, effective bandwidth may be up

to 20% below the maximum capacity due to unresponsive flows on the network [86]. Hence, ca-

pacity of each link,cl ∈ c takes values in[cl,min, cl,max] := Q
(3)
l . Note that in this case the set

of subsystems,Q(3) = Q
(3)
1 × Q

(3)
2 × · · · × Q

(3)
L , is continuous with infinite number of elements.

By Corollary 2.1, small changes inc results in small shifts of the NE, and hence, does not have a
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significant effect on the stability of the system. Therefore, we focus on sudden jumps in link ca-

pacitiesc and assume that the capacity remains constant for the purposes of this analysis between

jumps. Thus, the set of subsystems can again be modeled with afinite number of elements as in

the case of other disturbances.

In Theorem 2.6, a lower bound on the average dwell time is given asτa > log µ
ε

, whereµ is

defined in (2.39), and the variableε is given by (2.22) for the network game. Suppose that there

existµi, i = 1, 2, 3, for variations in the number of usersM , in the link capacitiesc, and in the

routing matrixA, respectively, such thatV (q(i))/V (r(i)) ≤ µi, i = 1, 2, 3. Using the definition of

V (x(t)) we can describe the effect of a single disturbance as

V (q)

V (r)
=

∑
j∈Mu

φ2
j(x(t)) +

∑
j∈Ma

φ̄2
j (x(t))

∑M
j=1 φ2

j(x(t))
,

whereMu is the set of users not affected, andMa is the set of users affected by the disturbance,

respectively. The function̄φj(x(t)) 6= φj(x(t)) of the jth user has at least one parameter as an

argument, which is varied by the disturbance.

In order to derive a lower bound onτa under the combined effect of all these three disturbances,

we calculateµ as:
V (q)

V (r)
≤ V (q1)

V (r1)

V (q2)

V (r2)

V (q3)

V (r3)
≤ µ1µ2µ3 := µ,

It immediately follows that

τa = τ1 + τ2 + τ3 >
log µ1 + log µ2 + log µ3

ε
.

Then, we have the following result as a special case of Theorem 2.6:

Theorem 2.7 Let Assumptions 2.5-2.8 hold andε defined in (2.22) be strictly positive for the

network game. Suppose that there existµi, i = 1, 2, 3, for variations in the number of usersM , in

the link capacitiesc, and in the routing matrixA, respectively, such that

V (q(i))

V (r(i))
≤ µi, i = 1, 2, 3, q, r ∈ Q(i), ∀x ∈ (X(i)

q ∩ X(i)
r ) −N ,

where the set of subsystems,Q(i) i = 1, 2, 3, are associated with the respective disturbance.

Furthermore, the set of all subsystems is given byQ = Q(1) × Q(2) × Q(3), andN is the union of

the smallest level sets ofV (q), ∀q ∈ Q that contain the set of equilibriaN := {x∗(q), ∀q ∈ Q}.
The dynamics of the congestion control game globally asymptotically converges to the setN
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for every switching signalσ with average dwell-time

τa >
3∑

i=1

log µi

ε
.

Furthermore,N is invariant under the same set of conditions if the dwell-timeτ satisfies

τ >
3∑

i=1

log µi

ε
, ∀t.

2.4.1 Worst-case bounds

It is difficult –if not impossible– to derive an analytical expression for the lower bound on the aver-

age dwell-timeτa in Theorem 2.7 under general network topologies and cost structures. Therefore,

we study a single bottleneck case with a specific cost function, which is symmetric for all users,

and obtain analytical worst-case lower bounds onτa for each disturbance, separately. First, we

investigate the effect of link capacity variations, and then the effect of changes in the number of

users in the network on the average dwell-time.

Let the user utility function for theith user be given by

U(xi) = u log(xi + 1),

and the link pricing function be chosen as

P (x) =
α

2C
x̄2,

wherex̄ is the sum of flows on the link, andC the capacity of the link.

We consider a dynamic model of the network game similar to theone in (2.20), where each

user changes its flow rate proportional to the gradient of itscost function with respect to its flow

rate. Hence, the system given by

ẋi =
u

xi + 1
− α

x̄

C
, i = 1, . . . , M (2.43)

has a unique positive NE point, which is symmetric for all users:

x∗
i = x∗

j =

√
1

4
+

u C

α M
− 1

2
∀ i, j ∈ M. (2.44)

37



A Lyapunov functionV : R
M → R for the network game is defined as

V (x) =

M∑

j=1

(
u

xi + 1
− α

x̄

C

)2

.

Variations in link capacity

Let the interval[Cmin, Cmax] be the set where the link capacityC takes its values. To simplify the

notation, we defineΩ(q, r) := (X(q) ∩ X(r)) −N . Then, one can boundµ above by

µ = max
x∈Ω(q,r)

∑M
j=1

(
u

xj + 1
− α

x̄

C1

)2

∑M
j=1

(
u

xj + 1
− α

x̄

C2

)2 ≤ maxx∈Ω(q,r) V
(q)(x)

minx∈Ω(q,r) V (r)(x)
, (2.45)

whereC1, C2 ∈ [Cmin, Cmax] are parameters of the subsystemsq andr, respectively.

We first establish a lower bound onminx∈Ω(q,r) V (r) in (2.45). From the strict convexity ofV

and definition ofN it follows that

min
x∈Ω(q,r)

V (r) = min{V (q)(x∗(r)), V (r)(x∗(q))}.

Definitions of the Lyapunov function and the NE point in (2.44) then yield

V (q)(x∗(r)) = M

(
u

θ(C2, M) + 0.5
− αM [θ(C2, M) − 0.5]

C1

)2

,

and

V (r)(x∗(q)) = M

(
u

θ(C1, M) + 0.5
− αM [θ(C1, M) − 0.5]

C2

)2

,

where

θ(C, M) :=

√
1

4
+

uC

αM
.

Let without loss of generalityC1 = k C2, wherek > 1. Furthermore, defineβ(C, M) as

θ(C, M) + 0.5 andγ(k) as k
(k−1)

. We thus obtain through simple algebraic manipulations

min
x∈Ω(q,r)

V (r) =
Mu2

β2(C1, M)γ2(k)
.

Note that in the worst possible case, where the value ofk is maximum,C1 = Cmax andC2 = Cmin.

We next make the assumptionsu ≥ 1 and uC ≥ αM , and establish an upper bound on
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maxx∈Ω(q,r) V
(q)(x) in (2.45) given by

max
x∈Ω(q,r)

V (q)(x) ≤ Mu2.

Finally, again under the assumptionsu ≥ 1 anduC ≥ αM , we obtain an upper-bound onµ:

µ ≤ β2(C1, M)γ2(k),

whereβ andγ are defined above, andk = Cmax/Cmin. Thus,

τa ≥ 2 log(β(C1, M)γ(k))

ε
.

For example, in the caseM = 10, C1 = 106, α = 0.2, andk = 4 a worst-case lower bound on the

value ofτa is approximately6.25/ε.

Variations in the number of users

We repeat the analysis in the previous section to investigate the effect of variations in the number of

users at a bottleneck link with fixed capacityC. Therefore, we give only an outline of the derivation

of the lower bound on average dwell-time. Let the number of users sharing the bottleneck link vary

betweenMmin andMmax.

By strict convexity ofV and by definition ofN we again have

min
x∈Ω(q,r)

V (r) = min{V (q)(x∗(r)), V (r)(x∗(q))},

where

V (q)(x∗(r)) = M1

(
u

θ(C, M2) + 0.5
− αM1 [θ(C, M2) − 0.5]

C

)2

,

V (r)(x∗(q)) = M2

(
u

θ(C, M1) + 0.5
− αM2 [θ(C, M1) − 0.5]

C

)2

,

and M1, M2 ∈ {Mmin, Mmin + 1, . . . , Mmax} are the parameters of the subsystemsq and r,

respectively.

Let, without loss of generality,M1 = kM2, wherek > 1. Then, repeating the steps of previous

analysis yields

min
x∈Ω(q,r)

{V (q), V (r)} ≥ M2u
2k2

β2(C, M1)γ2(k)
,
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Likewise,

max
x∈Ω(q,r)

V (q)(x) ≤ M1u
2k2.

Finally, we establish the upper-bound onµ as

µ ≤ 4kβ2(C, M1),

wherek = Mmax

Mmin
in the worst-case. This leads to

τa ≥ 2 log(2
√

kβ(C, M1))

ε
.

For example, in the caseM2 = 10, C = 106, α = 0.2, andk = 4 a worst-case lower bound on the

value ofτa is approximately5.95/ε.

2.5 Randomized Algorithms for Robustness Analysis

The worst-case bounds on (average) dwell time, which we havederived in Section 2.4.1 are obvi-

ously very conservative. Moreover, counterparts of these analytical worst-case bounds cannot be

obtained for arbitrary cost functions, for user specific parameters or in the case of general network

topologies. Therefore, we resort torandomized algorithmsfor a probabilistic robustness analysis.

Randomized algorithms have been used by the systems and control community for analysis and

design of control systems due to their efficiency and low complexity. They are useful, especially

when worst-case analysis of complex systems is either very difficult or impossible, as they provide

an alternative solution with a trade-off between computational complexity and tightness of the

solution [38,40].

We use randomized algorithms to study robustness properties of the system defined in 2.4.1.

Specifically, we investigate the upper-bound onµ as well as its average value. Hence, we gain fur-

ther insight to the lower bound on dwell-time by comparing the results obtained using randomized

algorithms with the worst-case results. Samples are generated by employing Monte Carlo (MC)

methods, which are classical and statistically based. Since we do not have ana priori probability

density function on the parameter variations in the state space, we assume a uniform distribution

of samples.

The feasible state space of the network game at a single link shared byM users, and with

capacityC is defined asS := {x ∈ R
M :

∑M
i=1 xi ≤ C, x > 0}. Our objective, from definition

of µ in (2.45), is to generate sample points uniformly distributed on the setΩ(q, r) for subsystems

q andr. Notice that the dimension of this set is proportional to thenumber of usersM and, hence,
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can be very large. Sample generation in such high dimensional sets is feasible only in very special

systems, which are affected by real parametric uncertaintybounded in rectangles or spheres [3].

We therefore use the well knownrejection method(see, e.g., [87]), where we perform rejection

from an overbounding set. In this case, we overbound the setΩ(q, r) by S, which corresponds to

the positive quadrant of the real ball

B(C) = {x ∈ R
M : ||x||1 ≤ C},

where || · ||1 is the standardL1 norm. Thus, we make use of a modified version of the algo-

rithm given in [88] for real uniform sample generation onΩ(q, r), and obtain an efficient rejection

method.

1. GenerateM independent identically distributed (i.i.d.) scalar random variablesyi (i ∈ M)

with Laplacian distributionfxi
(xi) = 1

2
e−|xi|.

2. Construct the positive vectory > 0.

3. Generatez = w1/M , wherew is a random variable uniformly distributed in the interval[0, 1].

4. Obtainx = Cz y

||y||1 .

5. If x ∈ Ω(q, r), then returnx.

In the last step, we determine whetherx is in N or not by comparingV (q)(x) andV (r)(x)

with V (q)(x∗(r)) andV (r)(x∗(q)), respectively. If the former is greater than the latter in both cases,

then the sample is accepted as valid by also taking the boundaries ofX(q) andX(r) into account.

As a result, we obtain an efficient algorithm for generating the flow rate samples,x, uniformly

distributed on the target set.

Let us assume that there areN sample points. At each sample pointx(i) ∈ Ω(q, r), i =

1, . . . , N , the value ofµ(x(i)) is calculated by

µ(x(i)) =
V (q)(x(i))

V (r)(x(i))
. (2.46)

Then, the maximum value ofµ is

µmax := max
x(i), i∈N

µ(x(i)),

and its average value is

µ̄ :=
1

N

N∑

i=1

µ(x(i)).
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We note that, for a finite sample size, it is important to know how many samplesN are needed

to obtain “reliable” probabilistic estimatesµmax andµ̄. To this end, classical results, such as the

Chernoff bound can be used. However, the number of required vector samples is independent of

the problem dimension [40]. In this study, the number of samples generated is simply determined

by the available computational power.

2.5.1 Numerical evaluation

We investigate numerically the effect of variations in the number of usersM and capacityC on

the average dwell-time in a single bottleneck link. We also analyze the effect of routing changes

on a simple network consisting of two parallel links. The values ofµmax andµ̄ are calculated in

each case to obtain further insight to the average dwell time. The pricing parameter of the network

game defined in Section 2.4.1 is chosen asα = 0.01.

Variations in the number of users

Two different methods are employed in order to calculateµmax andµ̄ under the effect of user num-

ber variations. First, we randomly choose the number of usersM (q) andM (r) of the subsystemsq

andr, respectively, according to a uniform distribution on the set [Mmin, Mmax] × [Mmin, Mmax].

Then, for each pair(M (q), M (r)) a specific number of uniformly distributed pointsx are generated

on the setΩ(q, r) using the algorithm described in Section 2.5. In the second method, a worst-case

simulation is considered, where the number of users jumps directly fromMmin to Mmax. Again,

µ is calculated using the sample pointsx generated.

The parameters are chosen asMmin = 10 andMmax = 15 unless otherwise stated. For the

first method,100 random user number pairs and1000 samples for each pair are generated. A set of

randomly generated user number pairs are illustrated in Figure 2.2 as an example. For the worst-

case methodN is chosen as10 000. The results for various values of link capacity,C, are shown

in Table 2.1. In the last row of this table,Mmin andMmax are chosen as6 and9, respectively.

We note that samples generatingµmax values correspond to rare extreme cases. This is further

illustrated in Figure 2.3. From Table 2.1, we observe thatµmax is increasing inC and decreasing

in M under the worst-case simulations, which is in accordance with the results in Section 2.4.1.

On the other hand, the value ofµ̄ is larger for smallerM under the same capacityC, whereas

changingC has only a small effect on̄µ. Finally, an important observation is that the values ofµ̄

andµmax are much smaller than the ones in the analytical worst-case bound.
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Figure 2.2: A subset of the randomly generated variations innumber of users, which are uniformly
distributed between10 and15.

Table 2.1: Values ofµmax andµ̄ for various link capacities.
Capacity Uniform Worst-case
C = 103 µ̄ 2.1509 7.0882

µmax 73.0298 189.2202
C = 104 µ̄ 1.8978 8.9312

µmax 38.1840 166.2722
C = 106 µ̄ 2.1468 8.5310

µmax 16.6524 60.2700
C = 106 µ̄ 2.4507 9.4710

µmax 180.2856 292.2815
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Figure 2.3: An example histogram ofµ.

Variations in link capacity

We repeat the analysis of Section 2.5.1. The parameters in this case are chosen asCmin = 0.5 ·
106 andCmax = 106. For the first method, generated capacity pairs,(C(q), C(r)), are uniformly

distributed on the continuous set[Cmin, Cmax] × [Cmin, Cmax]. Figure 2.4 exemplifies30 of such

pairs. For the worst-case simulation, the capacity is decreased from maximum to minimum. The

number of samples for both methods are the same as the ones in Section 2.5.1. The results are

given by the last row,Cmin = 0.5 · 103 andM = 103.

From Table 2.2, we make observations similar to the ones in Section 2.5.1. On the other hand,

the values of̄µ andµmax due to variations in link capacity are smaller than the ones due to varia-

tions in number of users. This may be explained by considering the closeness of the equilibrium

points, and hence, of the Lyapunov function values of subsystems distinguished only by capacity.

Variations in routing

We consider a simple network consisting of two parallel links with the same capacity, and study the

effect of variations in flow routes. We randomly generate100 pairs of routing matrices, and1000

samples of flow ratesx uniformly distributed onΩ(q, r). The results obtained for various number

of users and capacities are shown in Table 2.3. We note that the value ofµmax is increasing inC.

On the other hand, when the value ofµ̄ due to routing variations is compared with the ones due to

variations in capacity or number of users, we observe that itis close to the sum of the others for the
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Figure 2.4: A set of randomly generated capacity pairs,(C(q), C(r)), which are uniformly dis-
tributed between0.5 · 106 and106.

Table 2.2: Values ofµmax andµ̄ for various number of users.
Number of users Uniform Worst-case

M = 5 µ̄ 1.3006 4.0112
µmax 3.5442 4.5114

M = 10 µ̄ 1.2553 4.0079
µmax 3.3602 4.2463

M = 15 µ̄ 1.2844 4.0088
µmax 3.3037 4.1524

M = 10 µ̄ 1.2509 2.1835
µmax 12.8131 11.7366
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same number of users and capacities. Considering the fact that routing changes cause variations

both in link capacities and in the number of users, this observation is not surprising.

Table 2.3: Values ofµmax andµ̄ for various number of users and link capacities.
Number of users Capacity Values

M = 10 C = 103 µ̄ 1.0883
µmax 3.0617

M = 10 C = 104 µ̄ 3.3252
µmax 3896

M = 15 C = 103 µ̄ 1.0815
µmax 4.0513

2.6 Simulation Studies

2.6.1 Communication delays

The results presented in Section 2.2.4 for the congestion control game defined are evaluated nu-

merically using MATLAB. The delay differential equations are solved using the delay differential

solver,dde23[89]. The utility function for theith user is chosen as

Ui = ui log(xi + 1),

whereui is a user-specific positive preference parameter. The pricing function at the linkl is

defined as

Pl =
α

2
(
∑

j:l∈Rj

xj)
2,

whereα is the pricing constant. We choose here the cost function, cost parameters, and link

capacities in accordance with Assumptions 2.5-2.8.5 In the case of a single link shared byM

users, the user update algorithm follows directly from (2.27), and is given by

ẋi(t) =
ui

xi(t) + 1
− α

∑

j:l∈Rj

xj(t − rj − ri), ∀i = 1, . . . , M.

We first investigate single-user on a single-link case for illustrative purposes. The parameters in

user’s cost function are chosen asu = 1 andα = 1. We simulate the system under communication

5We note, however, that in a network implementation cost parametersα andu can be adjusted “online” through an
adaptive algorithm, which takes capacity constraints on the network into account, in order to satisfyA3 and make the
NE an inner solution.

46



delays ofr = 0.5, 1, and 2 as observed in Figure 2.5. From Theorem 2.5, the condition for

stability is calculated asr < 0.42. Since this condition is only sufficient the system could remain

stable forr > 0.42, which is indeed what happens. However, the rate of convergence decreases

significantly for increasingr, and for delaysr > 2 the system becomes unstable.
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Figure 2.5: Flow rate versus time of a single-user on a single-link with utility and pricing functions
U = log(x + 1), P = 1

2
x2(t− 2r), and communication delays (from top to bottom)r = 0.5, 1, 2.

The effect of the number of users on system stability is demonstrated in the next simulation.

The delay in the system is symmetric and chosen asri = 0.5, ∀i. Figure 2.6 shows that increasing

the number of users has a similar effect as increasing the delay as captured in Theorem 2.5.

In the next set of simulations, the number of users sharing a single link is M = 10. The user

utility parameters,ui and delayri are randomly chosen with uniform distribution in the ranges

ui ∈ [10, 20] andri ∈ [0.1, 0.5], respectively. Figure 2.7(a) shows flow rates of individualusers for
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Figure 2.6: Flow rates of two and four users versus time underthe delayri = 0.5, ∀i shown in (a)
and (b), respectively.
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Figure 2.7: Flow rates of10 users versus time with origin as the starting point (a), and random
initial conditions (b).
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the initial condition being the origin for all users and Figure 2.7(b) shows the same for a randomly

picked initial condition. Although the delays are larger than the theoretical boundrmax < 0.05,

the system can be seen to be stable.
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Figure 2.8: Flow rates of three users versus time on the basictopology shown.

We next explore extensions to general topologies. Due to computational limitations of the

dde23solver, we choose a simple network topology with two links asshown in Figure 2.8. The

propagation delay between the two links is0.2 and users’ delays to their corresponding links are

chosen randomly with a uniform distribution in the range[0.1, 0.3]. Cost parameters areu = 5

andα = 0.5 and are symmetric for all three users. The results observed in Figure 2.8 are also in

accordance with the results of Theorem 2.5.

2.6.2 Variations in the network parameters

The robustness properties of the network game are studied numerically using MATLAB. We sim-

ulate a discrete counterpart of the system (2.43) first on a single link shared byM users, and then

on a linear network topology of two links. The set of user update algorithms are

xi(t + 1) = xi(t) + κ

[
ui

xi(t) + 1
− α

x̄(t)

C

]
, i = 1, . . . , M, (2.47)

whereui is the utility parameter of useri andκ is the stepsize.

We first investigate the effect of variations in the number ofusers sharing a link with capacity

C = 106. At each time step, probability of a new user to arrive (starta connection) and an old

user to depart (terminate its connection) are chosen equally as0.5%. Hence, the number of users

sharing the link are varied randomly within the upper and lower bounds of1 ≤ M ≤ 40. The

parameters of the cost function are fixed during the simulation, and are chosen as follows:ui are

uniformly randomly distributed on[9.5 105, 10.5 105], κ = 10, andα = 100. Figure 2.9 shows
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both the number of the users sharing the link at a given time and flow rates of the users. We

observe that the flow rates converge to the new equilibrium levels within a short period of time in

accordance with the analysis in Section 2.5.
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Figure 2.9: Flow rates and number of users sharing a link withcapacityC = 106.

We next fix the number of users atM = 20, and vary the capacity of the link,C, at each time

step by adding an amount uniformly randomly distributed on[−104, 104]. The capacity of the

link is bounded above by106. We observe from Figure 2.10 that the results justify the model in

Section 2.4, and are again in accordance with the analysis inSection 2.5.

Finally, we simulate a simple linear network of two links each of capacity106. There are

M = 10 users, whose routes (connections) vary with probability0.1% at each time step. The

initial routing matrix is given by

Ainit =

(
1 1 1 1 1 1 1 1 0 0

0 0 0 1 1 1 1 1 1 1

)
.

Figure 2.11 shows the results of the simulation. We observe that in the event of a route change

converge rate of the system is slower as it causes variationsin both available link capacities to

other users and in the number of users sharing each link as argued in Section 2.5.
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2.7 Conclusions

In this chapter we have introduced a fairly general congestion control framework for general net-

work topologies based on a noncooperative congestion control game. Existence and uniqueness of

a NE as the operating point of the game has been established under reasonable convexity assump-

tions on the cost function, and a simple but efficient gradient descent algorithm has been shown to

converge to the NE under the same set of assumptions. In addition, stability and robustness prop-

erties of the proposed congestion control scheme have been investigated. Specifically, we have

analyzed robustness of the algorithm to both heterogeneouscommunication delays on a general

network topology and variations in system parameters such as the number of users, capacity of the

links, and routing. In the robustness study, we have utilized both hybrid system theory and ran-

domized algorithms, and have demonstrated the results obtained through MATLAB simulations.

In the next chapter, we focus on Internet-style networks by extending the network model of

Section 2.2.1, and present a specific congestion control scheme for such networks.
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CHAPTER 3

A CONGESTION CONTROL SCHEME FOR
INTERNET-STYLE NETWORKS

We introduce in this chapter a congestion control scheme forInternet-style networks based on a

special pricing function, which is proportional to the queueing delay experienced by the user. This

pricing structure is motivated by the communication constraints of this type of networks. Through

a network model based on fluid approximations and a realisticqueueing model, we show in Sec-

tion 3.1 the existence of a unique equilibrium, which approximates Nash Equilibrium (NE) under

the assumption that the effect of a user’s flow on congestion cost is vanishingly small. In Sec-

tion 3.2, we establish the global stability of the equilibrium under a general network topology. We

also investigate stability of the system in a network with nonnegligible propagation delays, and

provide sufficient conditions for stability in the case of a bottleneck node with multiple users in

Section 3.3. The effect of boundaries on system stability are analyzed rigorously. In addition, we

study in Section 3.4 an adaptive pricing scheme for adjusting the pricing parameter dynamically,

and make use of hybrid (switched) system concepts for its analysis. Based on the theoretical foun-

dations developed, we design a window-based, end-to-end congestion control scheme for Internet-

style networks in Section 3.5. It is followed by Section 3.6,where this congestion control scheme

is simulated in Network Simulator 2 (NS-2) over Internet protocol for various network topologies.

We next analyze a discrete-time version of the proposed scheme as any implementation of the con-

tinuous time model will inevitably involve a discretization synchronized with the rount-trip-time

(RTT) of packets. First, an analytical local stability analysis of the single bottleneck node case

with symmetric users is given in Section 3.6. Then, we discuss the use of randomized algorithms

in the present context. In Section 3.7.1, numerical resultsare presented for stability of the system

first for a single bottleneck node and subsequently under general network topologies. The chapter

concludes with remarks in Section 3.9.
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3.1 The Model

3.1.1 The network model

We extend the network model of Section 2.2.1 by taking bufferdynamics and packet losses into ac-

count. Theith user’s flow rate satisfies the bounds0 ≤ xi ≤ xi,max, where the upper boundxi,max

may be a user specific physical limitation. If the aggregate sending rate of users whose flows pass

through linkl exceeds the capacityCl of that link then the arriving packets are queued (generally

on a first-come first-serve basis) in the bufferbl of the link with bl,max being the maximum buffer

size. Furthermore, if the buffer of the link is full, incoming packets have to be dropped.1 Let

the total flow on linkl be given byx̄l :=
∑

i:l∈Ri
xi. Thus, the buffer level at linkl evolves in

accordance with

ḃl(t) =





[x̄l − Cl]
−, if bl(t) = bl,max

x̄l − Cl, if 0 < bl(t) < bl,max

[x̄l − Cl]
+, if bl(t) = 0

(3.1)

where ḃl(t) denotes(∂bl(t)/∂t), [.]+ represents the functionmax(. , 0), and [.]− represents the

functionmin(. , 0). In addition, letḃ := [ḃ1, . . . , ḃL] be the(L × 1) link buffer rate vector, and

O := [O1, . . . , OL] be defined as the(L × 1) flow loss rate vector at the links, where

Ol :=





[x̄l − Cl]

+, if bl = bl,max

0, otherwise

Taking the buffer dynamics and packet losses into account, we redefine the capacity constraints at

the links as

Ax(t) − ḃ(t) −O(t) ≤ c. (3.2)

3.1.2 The cost (objective) function

An important indication of congestion for Internet-style networks is the variation in queueing delay

d, which is defined as the difference between the actual delay experienced by a packetda and the

fixed propagation delay of the connectiondp. If the incoming flow rate to a router exceeds its

capacity, packets are queued (generally on a first-come first-serve basis) in the existing buffer of

the router, leading to an increase in the RTT of packets. Hence, RTT on a congested path is larger

than the base RTT, which is defined as the sum of propagation and processing delays on the path

of a packet. The queueing delay at thelth link, dl, is a nonlinear function of the excess flow on that

1We assume a drop-tail queueing scheme for the rest of the analysis.
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link, given by

ḋl(x, t) =






[
1

Cl
(x̄l − Cl)

]−
, if dl(t) = dl,max

1

Cl
(x̄l − Cl), if 0 < dl(t) < dl,max

[
1

Cl
(x̄l − Cl)

]+

, if dl(t) = 0

(3.3)

in accordance with the buffer model described in (3.1), withdl,max := bl,max/Cl being the maxi-

mum possible queueing delay. Thus, the total queueing delay, Di, a user experiences is the sum

of queueing delays on its path, namelyDi(x, t) =
∑

l∈Ri
dl(x, t), i ∈ M, which we henceforth

write asDi(t), i ∈ M.

Let us define a cost function for each user as the difference between pricing and utility func-

tions. The pricing function of theith user is linear inxi for each fixed total queueing delayDi

of the user, and is linear inDi with xi fixed (hence it is a bilinear function ofxi andDi). The

utility function Ui(xi) is assumed to be strictly increasing, differentiable, and strictly concave; it

basically describes the user’s demand for bandwidth. Accordingly, we make use of variations in

RTT to devise a congestion control and pricing scheme. The cost (objective) function for theith

user at timet is thus given by

Ji(x, t) = αiDi(t) xi − Ui(xi) , (3.4)

which he or she wishes to minimize. In accordance with this objective, we consider a simple

dynamic model of the network game where each user changes heror his flow rate in proportion

with the gradient of her/his cost function with respect to her/his flow rate,ẋi = −∂Ji(x)/∂xi.

Taking into consideration also the boundary effects, the update algorithm for theith user thus is:

ẋi =





[
dUi(xi)

dxi

− αi Di(t)

]−
, if xi = xi,max

dUi(xi)

dxi
− αi Di(t), if 0 < xi < xi,max

[
dUi(xi)

dxi
− αi Di(t)

]+

, if xi = 0

(3.5)

where the effect of theith user on the delayDi(t) she or he experiences is ignored. This assumption

can be justified for networks with a large number of users, where the effect of each user is vanish-

ingly small. Furthermore, from a practical point of view, itis extremely difficult if not impossible

for a user to estimate her or his own effect on queueing delay.
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3.1.3 Model assumptions

We provide in this subsection a summary of the main assumptions which will be utilized in Sec-

tions 3.2, 3.3, and 3.4. These simplifying assumptions are necessary to arrive a mathematically

tractable model, and most of them are shared by the majority of the literature on the subject, in-

cluding the works we have cited in Chapter 1. We note that the analytical results obtained based

on these assumptions are demonstrated via realistic packetlevel simulations in Section 3.6.

• The network model considered is based on fluid approximations, where individual packets

are replaced with flows.

• For simplicity, each user is associated with a unique connection and a corresponding fixed

route (path). The routing matrixA is assumed to be of full row rank as nonbottleneck links

have no effect on the equilibrium point due to zero queuing delay on those links.

• The effect of individual packet losses on the flow rates are ignored. This approximation

is reasonable as one of the main goals of our congestion control scheme is to minimize or

totally eliminate packet losses.

• Information delays in Section 3.3 are assumed to be fixed for tractability of analysis.

• We assume first-in first-out (FIFO) finite queues (buffers) with droptail packet dropping

policies.

• The effect of a user on his/her own queueing delay is ignored,which is justified for networks

with a large number of users.

• The utility functionUi(xi) of theith user is assumed to be strictly increasing and concave in

xi.

3.2 Stability Analysis

In this section, we analyze the stability of the system described by (3.3) and (3.5). First, we

investigate the simple case of a single link with a single user in order to gain further insight into

the system.2 We then generalize the analysis to the case of multiple userswith again a single link.

Finally, we establish stability for a general network topology with multiple links and users.

2Admittedly, in this case the assumption of an individual user not affecting the delay on a link is violated, but still
this exercise is useful for the subsequent analysis dealingwith the multiple users case.
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3.2.1 Stability for a single link with a single user

For a single user on a single link, the equations describing the dynamics of the system consist of

the user algorithm, which is a simplified version of (3.5), and queueing delay equation for a single

user derived from (3.3). For the time being, we ignore the effects of boundaries on the system, and

write the dynamics as

ẋ(t) =
dU(x)

dx
− αd(t)

ḋ(t) =
x

C
− 1

(3.6)

whered is the queueing delay,x is the user flow rate, andC is the link capacity.

The system (3.6) has a unique equilibrium point(x∗, d∗) given byx∗ = C and

d∗ = (1/α) dU(x∗)/dx. Defining the queueing delay and flow rate around the equilibrium point

asd̃ := d−d∗ andx̃ := x−x∗, we obtain the following equivalent system around the equilibrium:

˙̃x(t) = g(x̃) − αd̃(t),

˙̃
d(t) =

1

C
x̃,

(3.7)

where the functiong(x̃) is defined as

g(x̃) :=
dU(x)

dx
− dU(x∗)

dx
.

Note that

g(x̃)






> 0 , if x̃ < 0

< 0 , if x̃ > 0

= 0 , if x̃ = 0,

(3.8)

becauseU(x) is strictly concave inx, and hence,(dU(x)/dx) is strictly decreasing.

The system (3.7) can be viewed as a generalized pendulum equation with g(x̃) as the friction

term [82]. Let us introduce an energylike Lyapunov function:

V (x̃, d̃) =
1

α
(x̃)2 + C(d̃)2 , (3.9)

which is positive definite. The derivative ofV along the system trajectories is given by

V̇ (x̃, d̃) =
2

α
g(x̃) x̃ ≤ 0 ,

where the inequality follows from (3.8). Thus,V̇ (x̃, d̃) is negative semidefinite. LetS := {(x̃, d̃) ∈
R

2 : V̇ (x̃, d̃) = 0}. It follows from (3.8) thatS = {(x̃, d̃) ∈ R
2 : x̃ = 0}. Hence, for any trajectory
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of the system that belongs toS, we havẽx ≡ 0. It follows then directly from (3.7) and the fact that

g(0) = 0 that

x̃ ≡ 0 ⇒ ˙̃x = 0 ⇒ d̃ = 0 .

Therefore, the only solution that can stay identically inS is the zero solution, which corresponds

to the unique equilibrium of the original system (3.6). Furthermore, it is globally asymptotically

stable by LaSalle’s invariance theorem [82]. This completes the proof of stability without the

boundary effects.

To account for boundary effects, let us introduce the feasible setΩ for the system defined

by (3.3) and (3.5), as

Ω = {(x, d) ∈ R
2 : 0 ≤ x ≤ xmaxand0 ≤ d ≤ dmax}, (3.10)

wheredmax andxmax are the finite upper bounds ond andx, respectively. Assume thatxmax > C.

First, we investigate the existence and uniqueness of an inner equilibrium point,0 < d∗ < dmax

and0 < x∗ = C < xmax, on the setΩ. From (3.3), (3.5), and the definition ofΩ, the only possible

equilibrium points on the boundaries (ofΩ) are(C, 0) and(C, dmax). Clearly, the former cannot

be an equilibrium aṡx > 0 whend = 0. For the latter not to be an equilibrium point we chooseα

in such a way that it satisfies

α >
1

dmax

dU(x)

dx

∣∣∣∣
x=C

. (3.11)

Thus, under (3.11) the equilibrium queueing delay satisfies0 < d∗ < dmax, and the single-user

single-link system admits a unique inner solution,(x∗, d∗), onΩ.

We next analyze the effect of the boundaries on system stability to gain further insight into the

problem. A rigorous comprehensive study on the effect of boundaries will actually be undertaken

in Section 3.2.3 for a general network topology with multiple users. For this reason, we will simply

outline the procedure here, without details.

We argue that each time the trajectory of the system hits a boundary, it has to leave the boundary

in finite time. Consider the boundary ofΩ whered = 0. From (3.5),ẋ is positive, and by (3.3)

the trajectory leaves this boundary as soon asx > C. Likewise, whenx = 0 we haveḋ < 0, and

hence, the flow rate becomes positive in finite time.

We proceed with the other two boundaries in a similar fashion. In the casex = xmax > C,

ḋ is positive due to (3.3). Since(dU(x)/dx) is strictly decreasing in its argument andα satisfies

the condition in (3.11), there exists ad0 < dmax such thatẋ(xmax, d
0) < 0. Finally, on the

boundary whered = dmax, if x < C then the trajectory immediately leaves it. Otherwise, from

condition (3.11)ẋ < 0, and hence, the trajectory cannot stay on the boundary indefinitely. It

was already established thatV̇ ≤ 0 inside the setΩ. Furthermore, chattering of the trajectory is
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not possible sincėV ≤ 0 along the boundaries as we will show in Section 3.2.3. We conclude,

therefore, that the unique inner equilibrium point of the system given by (3.3) and (3.5) is globally

asymptotically stable on the setΩ by LaSalle’s invariance theorem.

3.2.2 Stability for a single link with multiple users

The analysis for a single link with multiple users is a fairlystraightforward generalization of the

single-link single-user case discussed above. The generalized system is given by

ẋi(t) =
dUi(xi)

dxi

− αid(t), i = 1, . . . , M,

ḋ(t) =

∑M
i=1 xi

C
− 1,

(3.12)

whereU1(x1), . . . , UM(xM) are strictly concave user utility functions, and the boundary point

behavior is described by (3.3) and (3.5). Let us define the corresponding constraint setΩ as

Ω = {(x, d) ∈ R
M+1 : 0 ≤ xi ≤ xi,max, ∀i ∈ Mand0 ≤ d ≤ dmax}, (3.13)

wheredmax andxi,max are upper bounds ond andxi respectively.

We investigate the existence of a unique inner equilibrium point under the assumptionxi,max >

C, ∀i ∈ M. To simplify the notation, letpi(xi) := dUi(xi)/dxi, wherepi is strictly decreasing in

xi due to strict concavity ofUi. Further defineP (α, d) :=
∑M

i=1 p−1
i (αid) wherep−1

i is the inverse

of the functionpi. We note thatp−1
i (αid) is strictly decreasing in bothαi andd, and therefore

P (α, d) is also decreasing in the pair(α, d). Ignoring the boundary effects, the equilibrium point

of (3.12) is given by

x∗
i = p−1

i (αid
∗), ∀i ∈ M, (3.14)

whered∗ is solved from

P (α, d∗) :=
M∑

i=1

p−1
i (αid

∗) = C. (3.15)

We now show that(x∗, d∗) is indeed an inner equilibrium solution to (3.12) on the setΩ for some

range ofα values. Let the vectorα belong to the compact set{α ∈ R
M : 0 ≤ αi,min ≤ αi ≤

αi,max, ∀i ∈ M}. Defineǫ > 0 to be arbitrarily small. It follows from the definition ofP (α, d)

thatP (αmax, ǫ) > C for arbitrarily large values ofαi,max ∀i ∈ M. Furthermore, givendmax one

can find a vectorαmin such that

P (αmin, dmax) < C, (3.16)

Using the intermediate value theorem, we conclude that there exists a uniqued∗ ∈ (dmin, dmax)
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such thatP (α, d∗) = C. In addition, (3.14) yields a uniquex∗ corresponding tod∗. We finally note

that there cannot be an equilibrium point on the boundary of the setΩ since the system trajectory

cannot stay on the boundary indefinitely as we will show in Section 3.2.3.

Proposition 3.1 Let 0 ≤ αi,min ≤ αi ≤ αi,max, ∀i ∈ M, where the elements of the vectorαmax

are arbitrarily large. If αmin and dmax satisfy the condition (3.16), then there exists a unique

equilibrium solution,(x∗, d∗), to the system (3.12) on the setΩ, which is further an inner point of

Ω.

Remark 3.1 In the special case of logarithmic utility functions,Ui(xi) = ui log(xi + 1), condi-

tion (3.16) can be explicitly given as

0 <
1

C + M

M∑

i=1

ui

αi
< dmax.

In addition, asdmax → ∞ the system admits a unique inner equilibrium solution for any finite

value ofα.

We now define the system around the unique inner equilibrium point as in (3.7):

˙̃xi(t) = gi(x̃i) − αid̃(t) , i = 1, . . . , M,

˙̃
d(t) =

1

C

M∑

i=1

x̃i,
(3.17)

where the functionsgi(xi) are defined similarly as in the case of (3.8). Define next a Lyapunov

function similar to the one of (3.9):

V (x̃, d̃) =

M∑

i=1

1

αi
(x̃i)

2 + C(d̃)2 , (3.18)

which is positive definite.

The derivative ofV along the system trajectories is given byV̇ =
∑M

i=1(2/αi)gi(x̃i)x̃i ≤ 0,

and is equal to zero only if̃xi = 0 ∀i ⇒ d̃ = 0. Let S := {(x̃, d̃) ∈ R
M+1 : V̇ (x̃, d̃) = 0}. It

follows from (3.8) thatS = {(x̃, d̃) ∈ R
M+1 : x̃ = 0}. Hence, for any trajectory of the system that

belongs toS, we havẽx ≡ 0. It follows then directly from (3.17) and the fact thatgi(0) = 0 ∀i that

x̃ ≡ 0 ⇒ ˙̃xi = 0 ∀i ⇒ d̃ = 0. Therefore, the only solution that can stay identically inS is the zero

solution, which corresponds to the unique equilibrium of the original system (3.12). Furthermore,

it is globally asymptotically stable by LaSalle’s invariance theorem [82]. This completes the proof

of stability without the boundary effects. Since global stability under the boundary effects for a
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more general case will be provided in Theorem 3.1. We postpone the treatment of boundaries until

then.

3.2.3 Stability for a general network topology with multiple users

We now establish the stability of the system under a general network topology with multiple links,

and with a general routing matrixA as defined in (2.11). The generalized system is described by

ẋi(t) =
dUi(xi)

dxi
− αiDi(t) , i = 1, . . . , M ,

ḋl(t) =
x̄l

Cl
− 1 , l = 1, . . . , L ,

(3.19)

with the boundary behavior given by (3.3) and (3.5). Define the feasible setΩ (as before) as

Ω = {(x,d) ∈ R
M+L : 0 ≤ xi ≤ xi,max

and0 ≤ dl ≤ dl,max , ∀i , l},

wheredl,max andxi,max are upper bounds ondl andxi, respectively. Define

dmax := [d1,max, . . . , dL,max].

We first investigate existence and uniqueness of an inner equilibrium on the setΩ under the as-

sumption ofxi,max > Cl, ∀l. Toward this end, we assume thatA is a full row rank matrix with

M ≥ L, which is in fact no loss of generality as nonbottleneck links on the network have no effect

on the equilibrium point, and can safely be left out.

The study of existence follows lines similar to the ones in the case of a single link. Supposing

that (3.19) admits an inner equilibrium and by settingẋi(t) andḋl(t) equal to zero for alll andi

one obtains

Ax = c (3.20)

f(α,x) = ATd , (3.21)

whered := [d1, . . . , dL]T is the delay vector at the links,c is the capacity vector introduced earlier,

and the nonlinear vector functionf is defined as

f(α,x) :=

[
1

α1

dU1

dx1

, . . . ,
1

αM

dUM

dxM

]T

. (3.22)

DefineX := {x ∈ R
M : Ax = c} as the set of flows,x, which satisfy (3.20).

61



Multiplying (3.21) from left byA yields

Af(α,x∗) = AATd.

SinceA is of full row rank, the square matrixAAT is full rank and, hence, invertible. Thus, for a

given flow vectorx and pricing vectorα,

d(α,x) = (AAT )−1Af(α,x), (3.23)

is unique. From the definition off , d(α,x) is a linear combination ofpi(xi)/αi, and hence, strictly

decreasing inα. Since the setX is compact, the continuous functiond(α,x) admits a maximum

value on the setX for a givenα. Therefore, for eachǫ > 0 one can choose the elements ofαmax

sufficiently large such that

0 < max
x∈X

d(αmax,x) < ǫ.

In addition, givenX anddmax, one can findαmin such that

0 < max
x∈X

d(αmin,x) < dmax, (3.24)

Hence, we conclude that there is at least one inner equilibrium solution,(x∗,d∗), on the setΩ,

which satisfies (3.20) and (3.21).

We next establish the uniqueness of the equilibrium. Suppose that there are two different

equilibrium points,(x∗
1,d

∗
1) and(x∗

2,d
∗
2). Then, from (3.20) it follows that

A (x∗
1 − x∗

2) = 0 ⇔ (x∗
1 − x∗

2)
TAT = 0.

Similarly, from (3.21) we have

f(α,x∗
1) − f(α,x∗

2) = AT (d∗
1 − d∗

2) .

Multiplying this with (x∗
1 − x∗

2)
T from left we obtain

(x∗
1 − x∗

2)
T [f(α,x∗

1) − f(α,x∗
2)] = 0.

We rewrite this as
M∑

i=1

(x∗
1i − x∗

2i)
1

αi

[
dUi(x

∗
1i)

dxi
− dUi(x

∗
2i)

dxi

]
= 0.

SinceUi’s are strictly concave, each term (say theith one) in the summation is negative when-
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everx∗
1 i 6= x∗

2 i with equality holding only ifx∗
1i = x∗

2i. Hence, we conclude thatx∗ has to be

unique, that is

x∗ = x∗
1 = x∗

2 .

From this, and (3.19), it immediately follows thatDi, i = 1, . . . , M are unique. This does not

however immediately imply thatdl, l = 1, . . . , L are also unique, which in fact may not be the

case ifA is not full row rank. The uniqueness ofdl’s, however, follow from (3.23), where we

obtain a uniqued∗ for a given equilibrium flow vectorx∗:

d∗ = (AAT )−1Af(α,x∗).

As a result,(x∗,d∗), obtained from (3.20) and (3.21) constitutes a unique innerequilibrium point

on the setΩ.

Proposition 3.2 Let 0 ≤ αi,min ≤ αi ≤ αi,max, ∀i ∈ M where the elements of the vectorαmax

are arbitrarily large, andA be of full row rank. GivenX, if αmin anddmax satisfy

0 < max
x∈X

d(αmin,x) < dmax,

whered(α,x) is defined in (3.23), then the system (3.19) has a unique equilibrium point,(x∗,d∗),

which is in the interior of the setΩ.

Defining the delays at linksdl and user flow ratesxi around the equilibrium as̃dl := dl − d∗
l

andx̃i := xi − x∗
i , respectively, for alll andi, we obtain the following system inside the setΩ and

around the equilibrium:

˙̃xi(t) = gi(x̃i) − αiD̃i(t) , i = 1, . . . , M ,

˙̃dl(t) =
1

Cl

∑

i:l∈Ri

x̃i , l = 1, . . . , L , (3.25)

whereD̃i =
∑

l∈Ri
d̃l, andgi(.) is defined as in (3.8).

We define a positive definite Lyapunov function as a generalized version of (3.18):

V (x̃, d̃) =

M∑

i=1

1

αi
(x̃i)

2 +

L∑

l=1

Cl(d̃l)
2. (3.26)

The time derivative ofV (x̃, d̃) along the system trajectories is given by

V̇ (x̃, d̃) =

M∑

i=1

2

αi
gi(x̃i) x̃i ≤ 0,
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where the inequality follows becausegi(x̃i) x̃i ≤ 0 ∀i. Thus,V̇ (x̃, d̃) is negative semidefinite. Let

S := {(x̃, d̃) ∈ R
M+L : V̇ (x̃, d̃) = 0}. It follows as before thatS = {(x̃, d̃) ∈ R

M+L : x̃ = 0}.

Hence, for any trajectory of the system that belongs identically to the setS, we havex̃ = 0. It

follows directly from (3.25) and the fact thatgi(0) = 0 ∀i that

x̃ = 0 ⇒ ˙̃x = 0 ⇒ D̃i = 0 ∀i ⇒ d̃l = 0 ∀l,

where the last implication is due to the fact thatD̃ = AT d̃∗ and the matrixA is of full row rank.

Therefore, the only solution that can stay identically inS is the zero solution, which corresponds

to the unique inner equilibrium of the original system.

Let us redefine the feasible set in terms of the tilde’d quantities,x̃ andd̃, as follows:

Ω̃ := {(x̃, d̃) ∈ R
M+L : −x∗

i ≤ x̃i ≤ xi,max − x∗
i

and − d∗
l ≤ d̃l ≤ dl,max − d∗

l , ∀i , l}.

We note that the set̃Ω can also be defined through a set of (linear) inequalitieshj(x̃, d̃) ≤ 0, j ∈
H := {1, . . . , H}. Given X, let dmax and αmin be chosen such that (3.24) holds. Then, by

Proposition 3.2 the unique equilibrium point,(0, 0), is an inner solution oñΩ, wherehj(0, 0) <

0 ∀j ∈ H.

We now investigate the effect of the boundaries given inΩ̃ and described by (3.3) and (3.5).

The system (3.25) can also be written compactly as

ż :=

(
˙̃x

˙̃
d

)
= F

(
x̃

d̃

)
:= F(z), (3.27)

with the definition ofF being obvious from (3.25). We have shown earlier thatV̇ ≤ 0 when the

system trajectory is strictly inside the setΩ̃. On the other hand, if the trajectory hits the boundary,

then it stays on the boundary as long as the system gradientF(z) in (3.27) points toward the

boundary. This is known assliding modebehavior, which we define in this context as follows:

Definition 3.1 Let the gradient vector and the corresponding unit vector ofthe boundary surface

{z : h(z) = 0} be given byn(z) := ∇h(z) andnu(z) := n(z)/||n(z)||, respectively. Suppose

that the trajectory of the systeṁz = F(z) is inside the surface,h(z) ≤ 0 ∀z. Then, the system

exhibits sliding mode behavior on the boundary surface{z : h(z) = 0}, if and only if,

n(z) · F(z) ≥ 0,

wheren·F denotes the dot product of the vectorsn andF. Furthermore, the gradient of the system
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trajectory during sliding mode is given by

Fs := F − (F · nu)nu .

We next establish the relationship between the Lyapunov functionV (z) in (3.26) and the slid-

ing mode behavior of the trajectory along the boundaries.

Proposition 3.3 Assume that the system (3.27) has a unique inner equilibriumpoint, z∗, in the

compact and convex feasible setΩ̃, and

V̇ (z)|trajectory := ∇zV (z) · F(z) ≤ 0,

for all z such thathj(z) < 0 ∀j ∈ H, where the Lyapunov functionV (z) is given by (3.26). The

system trajectory exhibits sliding mode behavior along thejth boundary{z : hj(z) = 0} j ∈ H,

if and only if,

V̇ (z)|sliding ≤ V̇ (z)|trajectory ≤ 0, (3.28)

whereV̇ (z)|sliding := ∇zV (z) · Fs(z), ∀z ∈ {z : hj(z) = 0}.

Proof. It follows from the definition ofFs that

V̇ |sliding = ∇zV (z) · [F− (F · nu)nu] , (3.29)

where we drop the argumentsz andj to simplify the notation. From (3.26),∇zV (z) is given by

∇zV (z) =

[
2x̃1

α1
, . . . ,

2x̃M

αM
, 2C1d1, . . . , 2CLdL

]
.

On the other hand, by the definition ofΩ̃, the vectorn, of lengthM +L, has all zero entries except

the kth one, which is

nk =





sign(x̃k), if 1 ≤ k ≤ M

sign(d̃k), if M + 1 ≤ k ≤ M + L,

wheresign(·) is the sign function. Note that,nu = n by definition. Thus, on the boundary

{z : h(z) = 0} the term∇zV (z) · nu yields either|x̃k| or
∣∣∣d̃k

∣∣∣, and we obtain

∇zV (z) · nu ≥ 0.

We now show the necessity: if the trajectory exhibits sliding mode behavior along the bound-
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ary, then we haven(z) · F(z) ≥ 0 and∇zV (z) · nu ≥ 0. Hence, the result in (3.28) follows

immediately from (3.29). Next, in order to show the sufficiency we note that (3.28) yields

∇zV (z) · (F · nu)nu ≥ 0.

Since∇zV (z) · nu ≥ 0 is already established on the boundary, we immediately obtain n · F ≥ 0,

which corresponds to sliding mode behavior of the trajectory. 2

Now, as a corollary to this proposition, we have the following result.

Corollary 3.1 Consider the system (3.27) on the feasible setΩ̃ with the unique inner equilibrium

point z∗. Furthermore, let the time derivative of the Lyapunov function V of (3.26) be nonin-

creasing along the system trajectory without boundary effect. Then, the system trajectory exhibits

sliding mode behavior, if and only if, the rate of decrease inV at the boundary point is less than

or equal to the one without the boundary effect.

From Proposition 3.3, we havėV ≤ 0 for all (x̃, d̃) ∈ Ω̃. It was already shown that the unique

inner equilibrium solution,(x∗,d∗), is the only invariant solution inS ∩ Ω̃. Thus, the asymptotic

stability of the system follows from LaSalle’s invariance theorem. This is captured in the following

theorem.

Theorem 3.1 Let 0 ≤ αmin ≤ α ≤ αmax, whereαmax is arbitrarily large, andA be of full row

rank. GivenX, suppose thatαmin anddmax are chosen such that

0 < max
x∈X

d(αmin,x) < dmax,

holds, and hence, the system

ẋi(t) =
dUi(xi)

dxi
− αiDi(t) , i = 1, . . . , M ,

ḋl(t) =
x̄l

Cl
− 1 , l = 1, . . . , L ,

admits the unique inner equilibrium point(x∗,d∗). Then, this system with its boundary point

behavior described by (3.3) and (3.5) is globally asymptotically stable on the set

Ω := {(x,d) ∈ R
M+L : 0 ≤ xi ≤ xi,max

and0 ≤ dl ≤ dl,max, ∀i , l}.
(3.30)

We note that the unique equilibrium point of the system is only an approximation to the Nash

equilibrium since the effect of theith user on the delay,Di(x, t), he or she experiences has been
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ignored. This approximation becomes more accurate as the number of users in the network in-

creases.

Remark 3.2 The unique equilibrium solution(x∗, d∗) of the system (3.19) solves the following

resource allocation problem

max
(x,d)

M∑

i=1

1

αi
Ui(xi) −

L∑

l=1

∫ x̄l

0

dl(τ)dτ,

which is a relaxed and scaled version of the original optimization problemmaxx

∑M
i=1 Ui(xi)

of [11] under link capacity and positivity of flow rate conditions. This is due to the fact that the

partial derivatives of the costs at the links, and not on the path of the ith user, with respect toxi yield

zero. Likewise, the utility function of each user depends only on that user’s flow rate. In addition,

we haveAx = C at the equilibrium point,(x∗,d∗), i.e., full capacity usage. Furthermore, for

Ui = wi log(xi), wherewi is a user-specific preference parameter, the unique system equilibrium

(x∗,d∗) approximates a proportionally fair allocation [9,12].

3.3 Stability under Information Delay

We have shown in Section 3.2 that the system described by (3.3) and (3.5) is globally asymptoti-

cally stable under a general network topology. We now investigate the global stability of the system

under arbitrary propagation delays, which we are also goingto refer to asinformation delay, and

denote byr. First, we analyze the simple case of a single link with a single user to gain insight into

the problem. Next, we generalize the analysis to a general network with a single bottleneck node

and multiple users. We do not consider the case of multiple users on a general network topology

with multiple links, since the problem in that case is quite intractable under arbitrary information

delays.

3.3.1 Stability for a single link with a single user under information delay

For the case of a single user on a single link, we modify equation (3.6) describing the system

around the equilibrium by introducing a maximum propagation (information) delayr between the

user and the link, which we assume to be a constant :

ẋ(t) =
dU(x(t))

dx
− αd(t − r)

ḋ(t) =
x(t − r)

C
− 1

. (3.31)
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We again assume thatα > 1
dmax

dU(C)
dx

, andxmax > C, so thatx∗ = C, d∗ = 1
α

dU(C)
dx

is the unique

equilibrium of (3.31), which is in the interior of the feasible set.

Defining the queueing delay and flow rate around the unique inner equilibrium point as in the

no delay case, we obtain the following equivalent system:

˙̃x(t) = g(x̃(t)) − αd̃(t − r)

˙̃d(t) =
1

C
x̃(t − r)

. (3.32)

Notice that (3.32) is a set of delay differential equations.Such systems have been studied

extensively in the literature; see, e.g. [83, 90]. Here we will make particular use of the methods

presented in Chapter 4.2 of [90]. From (3.32), we immediately have

˙̃x(t) = g(x̃(t)) − αd̃(t + r) + α[d̃(t + r) − d̃(t − r)],

and

˙̃x(t − r) = g(x̃(t − r)) − αd̃(t) +
α

C

∫ 0

−2r

x̃(t + s)ds .

We define a Lyapunov function

V (x̃, d̃) =
1

α
(x̃(t − r))2 + C(d̃(t))2 +

1

C

∫ 0

−2r

∫ t

t+s

x̃2(u − r)du ds, (3.33)

which is positive definite. Taking the time-derivative ofV along the system trajectories, we obtain

V̇ (x̃, d̃) =
2

α
g(x̃(t − r))x̃(t − r)

+
2

C

∫ 0

−2r

x̃(t − r)x̃(t + s − r)ds

+
1

C

∫ 0

−2r

[x̃2(t − r) − x̃2(t + s − r)]ds.

Using the simple algebraic inequality

2x̃(t − r)x̃(t + s − r) ≤ x̃2(t − r) + x̃2(t + s − r),

one can bounḋV above by

V̇ (x̃, d̃) ≤ 2

α
g(x̃(t − r))x̃(t − r) +

4r

C
x̃2(t − r).

Thus, V̇ (x̃, d̃) can be made negative semidefinite by imposing a condition on the maximum
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delayr. In this case, letS := {(x̃, d̃) ∈ Ω̃ : V̇ (x̃, d̃) = 0}. It follows immediately thatS =

{(x̃, d̃) ∈ Ω̃ : x̃ = 0}. Hence, for any trajectory of the system that belongs toS, we havẽx ≡ 0. It

also follows directly from (3.32), sinceg(0) = 0, that

x̃ ≡ 0 ⇒ ˙̃x = 0 ⇒ d̃ = 0 .

Therefore, the only solution that can stay identically inS is the zero solution, which corresponds

to the unique equilibrium of the original system (3.6).

We thus conclude that the system (3.32) is asymptotically stable by LaSalle’s invariance theo-

rem if the maximum delayr satisfies the condition

r <
C

2α
k , (3.34)

wherek is defined as

k := inf
−C≤x̃≤xmax−C

∣∣∣∣
g(x̃)

x̃

∣∣∣∣ .

In order to gain further insight into this condition, we compute the parameterk for the specific

case when the utility function is taken as the logarithmic one; that is,U(x) = u log(x + 1). In this

case we obtain

g(x̃) =
u

x + 1
− u

C + 1
=

−ux̃

(x + 1)(C + 1)

and hence

k = min
0≤x≤xmax

u

(x + 1)(C + 1)
=

u

(xmax + 1)(C + 1)
.

Hence, a safe bound onr is

r <
uC

2α(xmax + 1)(C + 1)
.

Of course a better bound can be obtained if we know that the trajectory remains in a small neigh-

borhood of the equilibrium,C. This would very much be dependent on the application at hand.

The analysis of the effect of boundaries on system stabilityis almost identical to the one of the

case without delay, and we again make use of Proposition 3.3.This now brings us to the following

theorem, where again LaSalle’s invariance theorem is invoked:

Theorem 3.2 Letα >
1

dmax

dU(C)

dx
, andxmax > C. Then, the system

ẋ(t) =
dU(x(t))

dx
− αd(t − r)

ḋ(t) =
1

C
x(t − r) − 1,
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with the unique inner equilibrium point(x∗ = C, d∗ = 1
α

dU(C)
dx

) and boundary point behavior

described by the delayed versions of (3.3) and (3.5) is globally asymptotically stable on the setΩ

if the maximum delay,r, in the system satisfies the condition

r <
kC

2α
,

wherek := inf
−x∗≤x̃≤xmax−x∗

|g(x̃)/x̃|, andx∗ = C.

3.3.2 Stability for a single (bottleneck) link with multipl e users under
information delay

We now generalize the preceding analysis of a single link with a single user to multiple users by

introducing user-specific maximum propagation delaysr = [r1, . . . , rM ] between the link and the

users. We invoke the assumptions of Section 3.2 so that the system has a unique inner equilibrium

point (x∗, d∗) as characterized in Section 3.2. Modifying the system equations (3.17) around this

equilibrium point by introducing the associated maximum propagation delays, we obtain

˙̃xi(t) = gi(x̃i(t)) − αid̃(t − ri) , i = 1, . . . , M

˙̃d(t) =
1

C

M∑

i=1

x̃i(t − ri).
(3.35)

Following an approach similar to the one in the single user case with delay, one gets for theith

user

˙̃xi(t − ri) = gi(x̃i(t − ri)) − αid̃(t) +
αi

C

∫ 0

−2ri

M∑

j=1

x̃j(t + s − rj)ds.

We again define a positive definite Lyapunov function:

V (x̃, d̃) =
∑M

i=1

1

αi
(x̃i(t − ri))

2 + C(d̃(t))2

+
M

C

∑M
i=1

∫ 0

−2ri

∫ t

t+s
x̃2

i (u − ri)du ds.
(3.36)
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Taking the derivative ofV along the system trajectories, we obtain

V̇ (x̃, d̃) =
∑M

i=1

2

αi
gi(x̃i(t − ri))x̃(t − ri)

+
1

C

∫ 0

−2ri

∑M
i=1

∑M
j=1 2x̃i(t − ri)x̃j(t + s − rj)ds

+
M

C

∑M
i=1

∫ 0

−2ri
[x̃2

i (t − r) − x̃2
i (t + s − r)]ds.

We bound the derivativėV from above by

V̇ (x̃, d̃) ≤
M∑

i=1

2

αi

gi(x̃i(t − ri))x̃i(t − ri)

+
4Mri

C
x̃2

i (t − ri)

This can be made negative semidefinite by imposing a condition on the maximum delay in

the system,rmax := maxi ri. Let S := {(x̃, d̃) ∈ Ω̃ : V̇ (x̃, d̃) = 0}. It follows as before that

S = {(x̃, d̃) ∈ Ω̃ : x̃ = 0}. Hence, for any trajectory of the system that belongs identically to the

setS, we havẽx = 0. It also follows directly from (3.35), and the fact thatgi(0) = 0 ∀i, that

x̃ = 0 ⇒ ˙̃x = 0 ⇒ d̃ = 0,

where we have made use of the fact that the matrixA is of full row rank. Therefore, the only

solution that can stay identically inS is the zero solution, which corresponds to the unique equi-

librium of the original system. As a result, the system (3.35) is asymptotically stable by LaSalle’s

invariance theorem if the maximum delay in the systemrmax satisfies the condition

rmax <
kmin

2αmax

C

M
, (3.37)

whereαmax andkmin are defined as

αmax := max
i

αi

kmin := min
i

inf
−x∗

i ≤x̃i≤xi,max−x∗

i

∣∣∣∣
g(x̃i)

x̃i

∣∣∣∣ .
(3.38)

Notice that the bound on the maximum delay required for the stability of the system is affected

by, among other things, the maximum pricing parameter and the capacity per userC/M . Since

the link capacityC will be provisioned in the network design stage according tothe expected

maximum number of users the proposed algorithm is in practice scalable for the given capacity

per user.
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The analysis of the boundary effects is identical to earlierones, and therefore will be omitted.

The following theorem now extends the results of Theorem 3.2to the multiuser case.

Theorem 3.3 Let the conditions in Theorem 3.1 hold such that the system

ẋi(t) =
dUi(xi(t))

dxi
− αid(x, t − r) , i = 1, . . . , M ,

ḋ(t) =
1

C

M∑

i=1

xi(t − ri) − 1,

with the boundary point behavior described by (3.3) and (3.5) admits a unique inner equilibrium

point (x∗, d∗). This system is globally asymptotically stable on the corresponding setΩ defined

by (3.30), if the maximum delay,rmax, in the system satisfies the condition

rmax <
kmin

2αmax

C

M
,

whereαmax andkmin are defined in (3.38).

3.4 An Adaptive Pricing Scheme

In Sections 3.2 and 3.3, we have shown that the pricing parameter α can be chosen such that the

equilibrium point is feasible,d∗ < dmax, if x∗ < xmax . In other words, we have assumed either

that the equilibrium queue sizes (delays) are less than the maximum queue size (delay) or that there

are infinite buffers at all nodes. In fact, the buffer sizes ona real network are limited, and choosing

the parameterα appropriately in a dynamic networking environment with varying numbers of users

and changing preferences is not a trivial task. Ifα is chosen to be “too high”, then the proposed

congestion control scheme becomes less robust. On the otherhand, a “too small”α may lead to

large queueing delays as well as packet losses. Furthermore, it is not possible to chooseα in a

centralized manner due to communication constraints.

Given the capacity vectorc, it is possible to derivedmax directly from maximum queue sizes at

the network nodes. Consequently, the vectordmax denotes a strict physical bound on the maximum

queueing delays. The nonlinear vector functionf is strictly decreasing inα by (3.22). Hence,

from (3.23) the unique equilibriumd∗ is strictly decreasing inα. Then, a natural strategy for

making the equilibrium queue size at nodel, d∗
l , feasible is to increaseαi for all users whose

flows pass through linkl. At the same time, those users will experience packet lossesat nodel if

d∗
l > dl, max (i.e., equilibrium queue size (delay) is larger than the maximum one). By making use

of the packet losses experienced by the users as a signal to increase prices it is possible to minimize

packet losses. On the other hand,α should not be “too high” for the congestion control scheme to
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be robust. Thus, we slowly decreaseα until a networkwide lower bound is reached unless there is

a packet loss. As a result, we obtain a distributed, dynamic,and adaptive pricing scheme, which

improves robustness of the congestion control scheme to variations in network parameters, such as

the number of users, user preferences, link capacities, etc. We also note that if a virtual queueing

scheme [17] is implemented at the buffers and marked packetsare used as the signal, then one can

prevent packet losses altogether, and set an upper-bound onthe maximum delay in the system.

3.4.1 Hybrid modeling of the adaptive pricing scheme

We model the proposed adaptive pricing scheme as aswitched (hybrid) system, and analyze its

stability. In this context, a switched hybrid system can be defined as a continuous-time system

with isolated discrete switching events [2]. Let us first consider for illustrative purposes the case

of a single user on a single link with capacityC. If the equilibrium queueing delay is larger than

the maximum delay,d∗ > dmax, then the system trajectory will hit the boundaryB := {(x, d) ∈
R

2 : 0 ≤ x ≤ xmax, andd = dmax} at a point wherex > C. We again implicitly assume that

xmax > C. Since the vector field points towardB, ḋ > 0, the trajectory cannot leave the boundary,

resulting in asliding modebehavior on the set{(x, d) ∈ R
2 : C ≤ x ≤ xmax, andd = dmax}.

Then, the resulting vector field is a projection of the original system dynamics onto the boundary

B. A simplified sketch of the sliding mode behavior is shown in Figure 3.1.

Figure 3.1: Sliding mode behavior of a single user on a singlelink with capacityC.
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For a general network topology, let the boundaryBg be defined as

Bg := {(x,d) ∈ R
M+L : 0 ≤ xi ≤ xi,max, anddl = dl,max, ∀i, l}

In the case the system trajectory hitsBg, the set of users whose flows pass through the linksl,

wheredl = dl,max, will experience packet losses. Let us define this set as

Mloss(t) := {i ∈ M : ∃l ∈ Ri, wheredl(t) = dl,max, l ∈ L}. (3.39)

Then, in the case of a packet loss, each useri ∈ Mloss dynamically increasesαi(t) multiplicatively,

with a proportionality constantλ > 0. Otherwise,αi(t) is decreased with a rate1/αi(t) until

the networkwide lower boundαmin is reached. Thus, the adaptive pricing scheme is defined by,

∀i ∈ M,

α̇i(t) =





λ αi(t) , if (x,d) ∈ Bg andi ∈ Mloss(t)

− 1

αi(t)
, if αi > αmin, (x,d) /∈ Bg, and i /∈ Mloss(t)

0, if αi = αmin, (x,d) /∈ Bg, andi /∈ Mloss(t)

(3.40)

with system dynamics given in (3.19), andαmin being the networkwide lower bound onα. Global

asymptotic stability of the system (3.19) was shown in Theorem 3.1 for an inner equilibrium

point. We now argue that the system is globally asymptotically stable under the adaptive pric-

ing scheme (3.40). Consider the case when the system trajectory hits the boundaryBg and exhibits

sliding mode behavior. Then,α(t) increases exponentially by (3.40) until the trajectory leaves the

boundary,ḋ < 0. Hence, we have a sequence of equilibria(x∗(α),d∗(α)) for each value ofα.

This has to happen in finite time, sayt0, since by (3.19) there exists anα′ such thatx′
l < Cl for

all links l. Furthermore, at timet0, the unique equilibrium of the system(x∗(α′),d∗(α′)) becomes

feasible by (3.23), as otherwise the trajectory cannot leave the boundary. For any feasible equi-

librium point, we can define a sufficiently small level setSl for the Lyapunov functionV given

by (3.26), which does not intersect withBg. Each hit of the system trajectory toBg further shifts

the equilibrium point by (3.23) and increases the size of thesetSl. Then, by global asymptotic

stability of the system (see Theorem 3.1) the trajectory hasto enter this invariant level set in finite

time t1 ≥ t0, and converge asymptotically to the unique equilibrium point. Thus, we have the

following theorem summarizing this result:

Theorem 3.4 Let A be full row rank, and let the boundaryBg be given byBg := {(x,d) ∈
R

M+L : 0 ≤ xi ≤ xi,max, anddl = dl,max, ∀i, l} due to the limited buffer sizes at the nodes of the

network. Let the set of users experiencing packet losses be given by (3.39). Define the adaptive
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pricing scheme as

α̇i(t) =






λ αi(t) , if (x,d) ∈ Bg andi ∈ Mloss(t)

− 1

αi(t)
, if αi > αmin, (x,d) /∈ Bg, and i /∈ Mloss(t)

0, if αi = αmin, (x,d) /∈ Bg, andi /∈ Mloss(t)

for all i ∈ M. If (x∗(α),d∗(α)) ∈ Bg then there exists a finite timet0 such that the sequence

of unique equilibria(x∗(α),d∗(α)) of the system (3.19), indexed byα, converges to a feasible

inner solution(x∗
inner,d

∗
inner) ∈ Ω, whereΩ is as defined in (3.30). Furthermore, the sequence of

equilibria (x∗(α),d∗(α)) cannot leave the feasible setΩ except for a finite time.

We note that the Theorem 3.4 can be straightforwardly extended to capture the single bottle-

neck system with propagation delays described in (3.35).

Remark 3.3 The convergence of the system to a feasible equilibrium point with adaptive pricing

scheme occurs in two different time scales. In the fast time scale, the vectorα(t) converges through

the dynamics given by (3.40) to a specific value which is associated with an inner equilibrium point

of Ω. With the value ofα very slowly changing as described, the system (3.19) then asymptotically

converges in the slower time scale to this unique inner equilibrium point.

Remark 3.4 Since the implementation of the adaptation algorithm and the system will be in

discrete-time, relocation of the equilibrium and increasein the pricing parameterα will occur

in discrete jumps separated by RTT instead of a continuous shift.

Remark 3.5 Under the adaptive pricing scheme introduced, individual users are charged accord-

ing to the congestion levels on their current path. If some ofthe links on the path of the user are

very congested, then this leads to packet losses and higher prices (3.40). This is similar to existing

pricing mechanisms such as peak hours versus night and weekends in current telecommunication

(voice) networks. We also note that due to the bursty nature of packet losses on the links, approx-

imately all of the users using that link experience the packet loss event that leads to a fair price

adjustment. This conjecture is supported by the simulationresults observed in Section 3.6 (see

Figure 3.10). In addition, the dynamic nature of (3.40) enables the prices adapt to variations in

congestion levels, resulting in a more efficient and fair bandwidth allocation.

3.5 An Implementation of the Congestion Control Scheme

The user responses in Section 3.1 are based on a continuous time formulation. In reality, how-

ever, users update their flow rates only at discrete time instances corresponding to multiples of
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RTT. Hence, for implementation purposes, we discretize thereaction function of theith user, and

normalize it with respect to the RTT of the user. In addition,we need a specific utility function

in order to quantify the user response in (3.5). Logarithmicutility functions are widely used in

the literature not only because they have nice properties like strict concavity but also because they

adequately capture several important concepts from economics, such as the law of diminishing

returns. We choose the following utility function forith user:

Ui(xi) = ui log(xi + 1),

whereui is a user-specific utility parameter. The optimal user response is, therefore, a discretized

version of (3.5), and is given by

xi(t + 1) =

[
xi(t) + κi

[ ui

xi(t) + 1
− αi

∑

l∈Ri

dl(t)
]]+

, (3.41)

whereκi is a (user-specific) step-size constant. The adaptive pricing scheme (described in Sec-

tion 3.4) for theith user is given by (again in the discrete-time domain)

αi(t + 1) =






λ αi(t), if a packet loss occurs

−base RTT

αi(t)
, if αi > αmin and no packet loss

αi(t), if αi = αmin and no packet loss

(3.42)

whereλ is chosen as1.20, andbase RTT is the minimum RTT experienced by the user.

Remark 3.6 In the actual implementation, the proposed decentralized pricing mechanism, includ-

ing the update ofαi and calculation ofdi, for theith user has to be performed by a closed (soft-

ware) module at the user node, which cannot be manipulated bythe user. Then, prices in terms of

network credits can be related to real world prices. Alternatively, it is possible to implement the

whole cost structure on a voluntary basis by the users as in the case of TCP.

The congestion control scheme characterized by the user response (3.41) is implemented in a

Game (theory) Based Congestion Control (GBCC) protocol using the Network Simulator 2 (NS-

2) [77]. The NS-2 is chosen because it provides both a realistic environment for testing the pro-

posed congestion control scheme and a level of abstraction for easy implementation. GBCC is a

simple window-based protocol for best-effort data traffic.It is devised as an end-to-end sliding

window protocol [91], where the sender side adjusts its window size according to the reaction

function (3.41). For simplicity, receiver window size is chosen as one. We also implement a ver-

sion with a simple slow start mechanism where the window sizeis increased by one per RTT until
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a packet loss is observed. The GBCC scheme is then extended toAdaptive GBCC (AGBCC) using

the adaptive pricing (3.42). We next provide an overview on the GBCC and AGBCC schemes by

summarizing the sender and receiver side functionalities.

3.5.1 GBCC protocol

Because one of the goals of GBCC protocol is compatibility with existing protocols, most of the

functionality is on the sender side. Specifically, the sender side has the following functions:

• The sender puts sequence number and time stamp into the packet header. It estimates RTT

and base RTT, where the latter is calculated as the minimum ofthe RTTs up to that point,

by using the received acknowledgment (ack) packets. The estimation method for RTT is the

same as the one in [92].

• If a double ack is received (i.e., the same packet is acknowledged twice by the receiver), then

it retransmits the packages beginning from the last acknowledged packet number. We note

that thisgo back nscheme [91] is implemented for its simplicity. In fact, better mechanisms

with receiver window size being larger than1 do exist.

• The sender updates the window size according to (3.41) usingthe current value of queueing

delay, which is taken as the difference between the current RTT and the base RTT. The

window size,W , is strictly positive.

• If no ack packet is received within, say2 RTT , then sender retransmits previous packets

beginning from the last acknowledged one, and reduces the window size.

The receiver side, on the other hand, has the function of acknowledging received packets. If no

packet is received for a specific time, say4 RTT , the last received packet is acknowledged again.

3.5.2 AGBCC protocol

In the AGBCC protocol, sender and receiver have the same functionality as in GBCC. However, in

addition to standard functions, each sender also adjusts its own pricing parameterα at each packet

loss in accordance with the adaptive pricing scheme (3.42).The change ofα is proportional to

base RTT if there are no packet losses andα > αmin in order to equalize the rate of change among

users with different delays.
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3.6 Simulations

We simulate the proposed congestion control schemes, GBCC and AGBCC, on NS-2. The under-

lying protocol used for routing is the standard IP. Links andqueues are chosen to be duplex and

drop-tail, respectively. For simplicity, we fix the packet sizes to1000 bytes. In most of the cases,

queueing delays on the links are much smaller than the propagation delays that we choose. Hence,

RTTs are approximately equal to twice the propagation delays.

First, we simulate GBCC without a slow start mechanism in thesimple single-user single-link

case. The parameters in (3.41) are chosen asα = 30 andu = 10 000. The buffer size is50 kB

and propagation delay on the link is varied from5 ms to25 ms, and to100 ms. We observe in

Figure 3.2 that as RTT gets too large, the system becomes unstable in accordance with the analysis

in Section 3.3 Notice that it takes up to7 s for the flow to reach its capacity in this simulation.

Therefore, we use the slow start version of GBCC for the rest of the study.

We next explore the interaction between GBCC and TCP on a single bottleneck link with10

ms propagation delay. GBCC is TCP-friendly [25] since its long-term rate does not exceed the

one of the TCP flow as observed in Figure 3.3. The fluctuation inthe first2 s is due to the slow

start mechanism which requires a packet loss for termination. In the final simulation on a single

bottleneck link, there are 20 identical users with parametersα = 50, u = 400 000, and propagation

delays are randomly chosen between2 ms and50 ms according to a uniform distribution. We

observe flows of3 specific users with respective propagation delays of2 ms,15 ms, and50 ms in

Figure 3.4. The system again converges to the equilibrium, however similar to TCP, GBCC favors

flows with smaller RTT as it is a window-based scheme.

We then carry out a simulation with three users on a simple three node network topology with

two 5 Mb/s links of 20 ms propagation delay as shown in Figure 3.5. While flows of users 1

and 2 pass through links 1 and 2 respectively, the flow of user 3passes through both links. Cost

parameters are chosen asα = 30 andu = 400 000. User 3 is “charged” more than others through

summation of queueing delays as she or he uses resources on both links. Thus, having the same

utility parameter as others, she or he obtains a smaller fraction of the bandwidth. Figure 3.6 depicts

the flow rates of users 2 and 3, as observed in node 2.

We next simulate 10 users with various routes and experiencing various information delays on

a seven node arbitrary topology network (Figure 3.7) with all links except the one between nodes

5 and 6 having capacity of5 Mb/s each. The link between nodes 5 and 6, on the other hand, has

a capacity of10 Mb/s. The links have equal propagation delays of5 ms each, except the links to

nodes 7, 8, and 9, which have delays of5 ms,10 ms, and25 ms, respectively. The users at nodes

7, 8, and 9 all have connections to node 6 and each experiencesa different propagation delay.

Figure 3.8 shows only the flows of these three users as measured at node 6. We note that although
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Figure 3.2: A single user on a single link withRTT = 10, 50, and200 ms. This version of GBCC
has no slow start mechanism.
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Figure 3.3: GBCC flow versus TCP flow on a bottleneck link with10 ms propagation delay.
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Figure 3.5: ANamscreenshot of the simple network. Links are symmetric, and have a capacity of
5 Mb/s with20 ms propagation delay.
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the number of links in this simulation is equal to the number of users, the number of bottleneck

links that affect the equilibrium flows is actually smaller.Hence, the routing matrixA is of full

row rank.

The adaptive pricing scheme studied in Section 3.4 is simulated with a single AGBCC user on

a single-link with a capacity of1 Mb/s and5 ms propagation delay. The parameters in (3.41) are

chosen asα = 30, u = 100 000, and a maximum buffer size of 5 packets in order to enforce packet

losses. Figure 3.9 shows the actual number of packets in the queue as well as the number of lost

packets at the link. Due to the packet losses in the beginningof the simulation pricing parameter

is increased, and hence the operating point of the system is shifted such that no additional losses

occur for the rest of the simulation. Note that thanks to the adaptive pricing scheme, one can set an

upper bound on the maximum delay in the system by choosing specific maximum queue lengths.

We finally simulate 20 AGBCC users, which are divided into twogroups on a single bottleneck

link of 5 Mb/s capacity. The first group of users starts transmitting immediately, whereas the

second group starts transmission att = 12 s. The flow rates of three selected users two of which

belonging to the first group are shown in Figure 3.10. We also observe in Figure 3.11 the number

of packets in the queue and the number of lost packets at the bottleneck link. Again, the results

show that the adaptive pricing scheme functions in accordance with Theorem 3.4.
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Figure 3.8: Three flows from nodes 7, 8, and 9 to node 6 are shownwhere these users are symmetric
and have the following cost parameters:α = 30 andu = 200 000.
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Figure 3.11: Queue size and the number of packets lost at the bottleneck link shared by 20 AGBCC
users.

3.7 An Analysis of the Congestion Control Scheme in Discrete
Time

In a realistic implementation of the update algorithm of Section 3.1, the users would update

their flow rates only at discrete time instances corresponding to multiples of RTT. Hence, we

discretize the reaction function of theith user, and normalize it with respect to the RTT of the user.

In addition, we consider a somewhat simplified version of thegeneral network model introduced in

Section 3.1 by ignoring boundary effects. The optimal user response is, therefore, a discrete-time

version of (3.5), and is given by,3

xi(t + 1) = xi(t) + κi

[
ui

xi(t) + 1
− αi

∑

l∈Ri

dl(t)

]
, t = 0, 1, . . . , i ∈ M , (3.43)

whereκi is a (user-specific) step-size constant which will be taken to be 1 for the rest of the

paper, which is no loss of generality since it can be absorbedinto the other parametersui andαi;

furthermore, we takexi(0) = 0 , i ∈ M , without any loss of generality. The queue model is

discretized in a similar manner, with the queueing delay at link l being (as a discretized version

of (3.3)):

dl(t + 1) = dl(t) +
1

Cl

∑

i:l∈Ri

xi(t) − 1 , t = 0, 1, . . . , (3.44)

with dl(0) = 0 , l ∈ L.

3We have abused the notation here, ast here does not correspond to thet in the CT description. Since the CT
description will not be used in the rest of the Chapter, this should not create any ambiguity or confusion.
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3.7.1 Stability of the symmetric single bottleneck case

Let us consider the case of a single bottleneck node, withM users having connections passing

through that node. Hence, we have essentially a single link of interest, for which we denote the

associated delay byd (that is without the subscript “l”), and likewise the associated capacity byC.

Then, the equilibrium state of the system described by (3.43) and (3.44) follows readily as

x∗
i =

ui

αid∗ − 1 , i ∈ M

d∗ =
1

C + M

M∑

i=1

ui

αi

,
(3.45)

which is unique.

Let x̃i(t) := xi(t) − x∗
i , i ∈ M andd̃(t) := d(t)− d∗. The system (3.43)-(3.44) with a single

bottleneck link and withκi = 1 can now be rewritten around the equilibrium state as

x̃i(t + 1) = x̃i(t) +
ui

x̃i(t) + x∗
i + 1

− αi(d̃(t) + d∗) , i ∈ M

d̃(t + 1) = d̃(t) +
1

C

M∑

i=1

x̃i(t).
(3.46)

Let x̃ denote theM-dimensional column vector whose entries are thex̃i’s; likewise let theM-

dimensional column vector whose entries are thex̃∗
i ’s be denoted bỹx∗. Linearizing (3.46) around

(x̃∗, d̃∗) = (0, 0), we obtain

x̃i(t + 1) =

[
1 − ui

(x∗
i + 1)2

]
x̃i(t) − αid̃(t) , i ∈ M

d̃(t + 1) = d̃(t) +
1

C

M∑

i=1

x̃i(t) .
(3.47)

Let

α := [α1, α2, . . . , αM ] and β := [β1, β2, . . . , βM ] ,

where

βi := ui/(x∗
i + 1)2 , i ∈ M . (3.48)

The system equations (3.47) can then be expressed in matrix form:

(
x̃(t + 1)

d̃(t + 1)

)
= L(α, β, C)

(
x̃(t)

d̃(t)

)
(3.49)
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where

L(α, β, C) =




1 − β1 0 · · · −α1

0 1 − β2 −α2

...
. . .

...
1
C

1
C

· · · 1




. (3.50)

Hence the system (3.46) is locally asymptotically stable ifand only ifL = L(α, β, C) is Schur, that

is all its eigenvalues,λ(α, β, C), are in the open unit circle. The goal now is to find the region in the

parameter space (with the parameters beingα, β, andC), such that|λ(α, β, C)| < 1. We consider

first the special case of symmetric users having the same pricing and utility preference parameters,

that isui = u andαi = α for all i ∈ M, which also implies thatβi = β for all i ∈ M. When

the number of users is two (M = 2), one can explicitly determine the eigenvalues of the matrix L.

They are given by
λ1 = 1 − β

λ2,3 = 1 − β

2
±
√

β2

4
− 2

α

C

(3.51)

which are in the open unit circle if and only if

2α

C
< β < 2 .

The lemma below and the proposition that follows generalizes this result toM users.

Lemma 3.1 If the user preference parameters and prices are symmetric across allM users, that

is ui = u andαi = α (which further implies thatβi = β), then the characteristic equation of the

matrixL is given by

det|λI − L| = (λ − (1 − β))M−1

[
λ2 − (2 − β)λ + 1 − β +

Mα

C

]
. (3.52)

Thus,L hasM − 1 real eigenvalues at1 − β and two possibly complex eigenvalues at

1 − β/2 ±
√

β2/4 − Mα/C .

Proof. The lemma is proven by induction. It is already shown in (3.51) that the statement holds

whenM = 2. Next, we assume that the statement holds for a givenM , sayM = m, and prove
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that it also holds form + 1. Now note that

det|λIm+2 − Lm+1| = (λ − (1 − β))
[
(λ − (1 − β))m−1

(
λ2 − (2 − β)λ + 1 − β +

mα

C

)]

+
α

C
(λ − (1 − β))m

= (λ − (1 − β))m
[
λ2 − (2 − β)λ + 1 − β + (m + 1)

α

C

]
.

Thus, the given expression for the characteristic equationholds forM = m + 1, and hence for all

M ≥ 2. 2

We now determine the region in the parameter space whereL is Schur matrix. It readily follows

from the lemma that the condition0 < β < 2 is both necessary and sufficient forM − 1 real roots

(1− β) to be in the open unit circle. On the other hand, the remaining two possibly complex roots

of (3.52) have their absolute values strictly less than one,|λ| < 1, if and only if the following

holds:

β ∈
(

min

{
Mα

C
, 2

√
Mα

C

}
, 2 +

Mα

2C

)
.

Combining this with the earlier condition0 < β < 2, we arrive at the following necessary and

sufficient condition for local stability of the equilibriumstate of system (3.46) in the symmetric

user case:

β ∈
(

min

{
Mα

C
, 2

√
Mα

C

}
, 2
)

This, in turn, is equivalent to the condition

Mα

C
< β < 2 . (3.53)

We summarize this result in the following proposition.

Proposition 3.4 If the user preference parameters and prices are symmetric across allM users

(that is,ui = u andαi = α, which further implies thatβi = β), the single bottleneck system given

by (3.46) is locally stable around its equilibrium state (3.45) if and only if the parametersα, β,

andC lie in the region
Mα

C
< β < 2 .

Remark 3.7 If the capacity of the link is linearly proportional to M (that is, C = µM , for some

positive constantµ), then the necessary and sufficient condition becomes

α

µ
< β < 2 .
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The condition in Proposition 3.4 can also be expressed in terms of the user preference param-

eteru, together with the pricing parameterα and capacityC. First note the relationship

β =

(
M

C + M

)2

u ,

which readily follows from (3.45) and (3.48) by takingui, αi andβi independent of the user index

i. In view of this relationship betweenβ andu, we immediately have the following corollary to

Proposition 3.4.

Corollary 3.2 For the symmetric parameter case, the single bottleneck system given by (3.46) is

locally stable around its equilibrium state (3.45) if and only if the parametersα, u, andC lie in

the region (
1 +

M

C

)(
1 +

C

M

)
α < u < 2

(
1 +

C

M

)2

.

Finally, we generalize Proposition 3.4 by removing the symmetry in the pricing parameterα,

while retaining the symmetry inβ.

Proposition 3.5 Let the parameterβ be symmetric across allM users,βi = β, while the pricing

vectorα = [a1, . . . , aM ] to be general. Then, the characteristic equation of the matrix L is given

by

det|λI − L| = (λ − (1 − β))M−1

[
λ2 − (2 − β)λ + 1 − β +

M∑

i=1

αi

C

]
. (3.54)

The matrixL hasM − 1 real eigenvalues at1 − β and two possibly complex eigenvalues at

1 − β

2
±

√√√√β2

4
−

M∑

i=1

αi

C
.

Furthermore, the single bottleneck link system given by (3.46) is locally stable around its equilib-

rium state (3.45) if and only if the parameters{αi , i ∈ M}, β, andC lie in the region

1

C

M∑

i=1

αi < β < 2 .

Proof. The proof follows from the those of Lemma 3.1 and Proposition3.4, by simply replacing

Mα with
M∑

i=1

αi. 2
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3.8 Randomized Algorithms and Stability Analysis for the
Nonsymmetric Case

We have seen in the previous section that local stability androbustness can be studied analyt-

ically (because the eigenvalues ofL can be computed explicitly) when the user utility preference

parameters,ui’s, are the same for all users (or equivalently when theβi’s are the same). If this

is not the case, however, then the eigenvalues ofL cannot be expressed in closed form, making it

very challenging (if not impossible) to deduce any reasonable stability and robustness results using

analytical techniques. Then, one has to resort to numerically based or simulation-based methods,

and as mentioned earlierrandomized algorithmsstand out as the most promising. However, be-

fore trying out randomized algorithms on the problem at hand, we first provide, in this section, a

general introduction to the topic for the uninitiated reader. This section also serves to introduce

the conceptual framework and the terminology, which will beutilized in the next section.

3.8.1 Monte Carlo methods

In Monte Carlo methods, the first step is to take the parametervectorsα andβ to be random with

given probability density functionsfα andfβ , having support setsBα andBβ , respectively. We can

take, for example,Bα andBβ to be the hyperrectangular sets

Bα = {α : αi ∈ [α−
i , α+

i ] , i = 1, 2, . . . , M} ,

Bβ = {β : βi ∈ [β−
i , β+

i ] , i = 1, 2, . . . , M} ,

and the density functionsfα andfβ to be uniform on these sets. That is, fori = 1, 2, . . . , M ,

fαi
=





1

α+
i − α−

i

if αi ∈ [α−
i , α+

i ]

0 otherwise
(3.55)

and

fβi
=






1

β+
i − β−

i

if βi ∈ [β−
i , β+

i ]

0 otherwise
. (3.56)

Then, we generateN independent identically distributed (i.i.d.) vector samples from the setBα

(Bβ) according to the density functionfα: α1, α2, . . . , αN (fβ : β1, β2, . . . , βN ), respectively. Sub-

sequently, using (3.50) we computeL(αi, βi) for i = 1, 2, . . . , N , where we have suppressed the

dependence onC.
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The next step is to construct the indicator function

I(αi, βi) :=

{
1 if L(αi, βi) is Schur

0 otherwise.

The estimatedprobability of stabilityis readily given by

p̂N =
1

N

N∑

i=1

I(αi, βi), (3.57)

which is equivalent to

p̂N =
Ngood

N
,

whereNgood is the number of vector samples such thatL(αi, βi) is a Schur matrix. The estimate

p̂N is usually referred to asempirical probability.

Clearly, for a finite sample size, it is important to know how many samplesN are needed to

obtain a “reliable” probabilistic estimatêpN . To this end, classical results, such as the Chernoff

bound can be used. The Chernoff bound [93] states that for anyǫ ∈ (0, 1) andδ ∈ (0, 1) if

N ≥ 1

2ǫ2
ln

(
2

δ

)
, (3.58)

then, with probability greater than1 − δ, we have|p̂N − ptrue| < ǫ, whereptrue denotes the real

probability of stability. It is important to remark, however, that the number of required vector

samples is independent of the problem dimension, e.g. of thesize of the matrixL(α, β) and of the

number of usersM . Hence, this problem independent explicit bound can be computeda priori.

We refer to [94] and [95] for further details.

As pointed out in Section 1, an important issue in Monte Carlomethods is the development of

efficient algorithms for sample generation in various sets according to different distributions. In

particular, the problem is how to efficiently generateN vector samples (αi, βi) according to the

given densitiesfα andfβ, and support setsBα andBβ.

For univariate density functions, this specific problem is equivalent to the one of generating

uniform random numbers in the interval[0, 1]. Good random number generators are required to

provide uniform and independent samples and they should be also reproducible and fast. It is well-

known that computer methods for random generation produce only pseudo-randomsequences,

which may show cyclicities and correlations. The problem ofunivariate random number gener-

ation constitutes a whole field of study in its own. As a starting point for the reader interested

in further details, we refer to [96], as well as to the more recent paper [93]. We note that, even
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though this is a well-established topic, current research is performed with the objective to produce

extremely fast and reliable algorithms for various applications including, in particular, cryptogra-

phy.

The case of multivariate distributions is definitely more difficult. For general distributions

and support sets, rejection methods can be used (see e.g., [87]). There are two kinds of rejection

methods: The first one is based on the concept of rejection from a “dominating density.” The

second class of methods may be used for uniform densities andit performs rejection from an over

bounding set. These two methods are obviously related and a critical issue in both is their efficiency

since the rejection rate may be exponential. Alternatively, adaptive Monte Carlo methods based

on Markov chains or Metropolis-like algorithms may be utilized but the critical issue is the rate of

convergence, which may be slow.

3.8.2 Quasi-Monte Carlo methods

In the case of Quasi-Monte Carlo methods, the empirical probability can still be computed us-

ing the indicator function and (3.57) but the sample generation is obtained in a completely dif-

ferent way. That is, no probability density functionsfα and fβ are specified or used and the

samples are generated according to a purely deterministic mechanism. Therefore, the sequences

α1, α2, . . . , αN andβ1, β2, . . . , βN are now quasi-random and are chosen in order to minimize the

so-called discrepancy, which is a measure of how “uniform” asample set is distributed within a

given set.

Formally, the discrepancyD(S,B) of a sample setS ∈ B of cardinalityN

S := s1, s2, . . . , sN

is defined as [5]

D(S,B) = sup
B∈B

∣∣∣∣
|S ∩ B|

N
− Vol(B)

∣∣∣∣ (3.59)

whereB is any subset ofB, Vol(B) is the volume ofB and| · | denotes the cardinality of a set.

The idea is to “cover” the setB as uniformly as possible for a given sample size. One can ask,

on the other hand, why a simple uniform grid providing low discrepancy is not preferred. Even

though the apparent randomness of quasi-random sequences may be attractive for various reasons,

the main benefit is to avoid the curse of dimensionality whichis inherent to gridding techniques.

That is, as the dimension of the parameter space increases, the number of samples required to cover

the setB with a uniform grid grows exponentially. On the other hand, the advantage is that the

number of samples in the Quasi-Monte Carlo method is independent of the problem dimension,

exactly as in the Monte Carlo method. Various classical low discrepancy sequences are available
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in the literature, including Halton, Sobol, Niederreiter and others. Some plots showing specific

generations are shown in Figure 3.12. Finally, we would liketo mention that discrepancy is not the

only criterion used. For example, the so-calleddispersion, which is a normalized lower bound on

the discrepancy, is also studied. We do not further dwell on this issue, but we refer to [5] and [97]

for additional details.
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Figure 3.12: First 500 samples of various 2-dim quasi-random sequences: (a) Halton, (b) Sobol,
(c) Niederreiter, and (d) uniformly distributed pseudo-random sequence.

3.8.3 Numerical evaluation

In Section 3.7.1 we have investigated the range of values forthe parameters(α, β, C) for which

the system is locally stable in the special symmetric parameter case. This analytical approach,

however, cannot be further generalized, as it becomes extremely difficult to find a closed form

expression for the eigenvalues of the matrixL.
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The uncertainty in the general case consists of nonlinearlycoupled parameters even in the

single bottleneck link case as shown in (3.50). Therefore, the use of randomized algorithms instead

of classical worst-case analysis is a natural choice for investigating the robustness of the system

at hand. For the remainder of the paper, the termstability will be used in the probabilistic sense,

referring to probability of stability, or its deterministic counterpart, see e.g. [94], if Quasi-Monte

Carlo is used.

In order to gain further insight into the properties ofL, the eigenvalues of a single20-dimensional

randomly generated sampleL matrix are calculated and shown in Figure 3.13. We note thatL is

ill-conditioned with a condition number in the order of105.
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Figure 3.13: Eigenvalues of a single 20-dimensional randomly generated sampleL matrix on
complex plane.

We next investigate stability properties of the linearizedsingle bottleneck link system (3.47)

through simulations, and then generalize the simulations to cover multiple bottleneck systems. Our

main goal is to investigate the effect of pricing and user parameters on local stability of the system.

Single bottleneck link with multiple users

We have seen earlier in Section 3.6 that it is possible to study local stability and robustness in two

different parameter spaces, namely(α, u, C) and(α, β, C), where the former admits an interpreta-

tion in terms of the original model, whereas the latter is just a transformation which was introduced

for convenience. In any analytical study, such as the one in Section 3, it does not make any dif-

ference whether one works with the former or the latter, since there is a one-to-one transformation

between the two parameter spaces. In the case of randomized algorithms, however, it does make a
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difference, since the distribution one uses for one space does not necessarily correspond to the one

used for the other. For this reason we carry out the analysis with randomized algorithms in both

parameter spaces.

For the case of a single bottleneck link network, we first study local stability and robustness in

theu − α parameter space:

p = [α1, . . . , αM , u1, . . . , uM , C].

The matrix in question is (3.50), which is expressed in termsof βi’s, which however can be ex-

pressed in terms ofui’s through (3.48).

Subsequently, we carry out the study in theα − β parameter space, where thep vector is now

p = [α1, . . . , αM , β1, . . . , βM , C] .

In both cases, we use not only MC methods as the probabilisticmodel for the system, but also QMC

sequences like, Halton, Sobol, and Niederreiter in order to–presumably–obtain a better coverage

of the2M + 1-dimensional parameter space.

The u − α parameter space We first simulate the effect of bottleneck link capacityC on the

local stability of the system for various values ofu andα. In this simulation we use MC, QMC,

and grid methods together, which enables us to compare the performance of these methods. Note

that the grid method is the most reliable one as it covers the parameter space deterministically.

However, it is prohibitive due to its computational complexity in higher dimensional systems. Due

to this limitation, we simulate a system with4 users only.

For all methods, the parameter ranges0 < αi < 0.2 and0 < ui < 20 000, i = 1, . . . , 4,

are chosen with 100% tolerance around their nominal values.For the probabilistic model for

parameters, we use a uniform distribution. We choose a levelof confidenceδ = 0.001 and accuracy

ε = 0.008. Using the Chernoff bound given in (3.58) we determine the minimum sample size:

N ≥ 59 383.To simplify the grid construction we chooseN = 65 536, which guarantees for the

Monte Carlo simulation with probability greater than0.999 that |p̂N − ptrue| < 0.008. Then, on

the unit interval[0, 1], the grid is constructed through points spaced as[0.125 0.375 0.625 0.875] in

each dimension. Results of this simulation are shown in Figure 3.14. We observe that the system

is locally stable only for a certain range of capacityC. Considering the analysis for the symmetric

case given in Corollary 3.2, this result aligns with the theoretical predictions.

We have observed after a series of simulations is that all of the implementations of QMC

algorithms that we use have limitations as dimension of the system increases. The implementations

94



of QMC algorithms that we use, for dimensions higher than16, output sequences with a very

specific pattern, which produces unreliable results. Hence, for a large number of users, we limit

our analysis to MC methods only.

Finally, we investigate the robustness of the system with respect to various user and pricing

parameters given a fixed capacity at the bottleneck link. Foreach case, the user and pricing pa-

rameters are uniformly distributed with up to 100% tolerance around their nominal values . The

capacity of the system is chosen asC = 2 000 000, and number of usersM = 20. We choose

the number of samples asN = 100 000, which easily guarantees a level of confidenceδ = 0.001

and accuracyε = 0.007. We observe in Figure 3.15 that local stability decreases asnominal val-

ues ofu andα increase. As before, this observation is in line with the analytical results given in

Corollary 3.2.
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Figure 3.14: Stability versus capacity (logarithmic scale) for M = 4 users using Monte Carlo,
Quasi-Monte Carlo, and grid methods. Parameters have 100% tolerance around nominal values.

α − β parameter space We now carry out the preceding analysis in theα − β parameter space.

As noted earlier, theα − β space is a nonlinear transformation of theu − α space, and hence any

sample distribution in the former corresponds to some othersample distribution in the latter.

We first look at the effect of capacity. We simulate a system with again4 users. For all the

methods, the parameter ranges are taken to be0 < βi < 1 and0 < αi < 1000, i = 1, . . . , 4.

As the probabilistic model for parameters, we use a uniform distribution. The grid is constructed
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Figure 3.15: Stability versus parameter ranges forM = 20 users. Parameters have 100% tolerance
around nominal values.

through points spaced as[0.1 0.3 0.5 0.7 0.9]×Rmax in each dimension, whereRmax is 1 forε and

1000 for α. The number of samples is thenN = 390 625, which guarantees a level of confidence

δ = 0.001 and accuracyε = 0.004 for the Monte Carlo simulation. Results of this simulation are

shown in Figure 3.16 and a close-up version in Figure 3.17. Weobserve that the stability of the

system improves as capacityC increases as indicated by the condition (3.53) and analytical results

in Propositions 3.4 and 3.5.

In the next simulation we investigate robustness of the system with respect to a range of pa-

rameters(α − β) using uniform random distribution within the ranges[0, 1] for β and [0, 1000]

for α. The capacity of the system is chosen asC = 25, 000, and number of usersM = 20.

The number of samples isN = 100, 000 ensuring a level of confidenceδ = 0.001 and accuracy

ε = 0.007. We observe in Figure 3.18 that local stability degrades as the ranges ofεi’s andαi’s

increase confirming analytical results in Propositions 3.4and 3.5.

General network topology

We now turn our attention to local stability and robustness of a general topology network with

multiple bottleneck links, and routing matrixA as described in (2.11). The system equations are

given in (3.43) and (3.44).

Let x̃i(t) = xi(t)−x∗
i for theith user and̃dl(t) = dl(t)−d∗

l for thelth link, given the existence

of a unique equilibrium point,(x∗,d∗), by Proposition 3.1. The system (3.43)-(3.44), withκ = 1,
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Figure 3.16: Stability versus capacity forM = 4 users using Monte Carlo, Quasi-Monte Carlo,
and grid methods. Parameter ranges are0 < βi < 1 and0 < αi < 1000 , i = 1, . . . , 4.
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Figure 3.18: Stability versus parameter ranges forM = 20 users using a uniform random distri-
bution within the range.

can be rewritten around the equilibrium state as

x̃i(t + 1) = x̃i(t) +
ui

x̃i(t) + x∗
i + 1

− αi

∑

l∈Ri

(d̃l(t) + d∗
l ) , t = 0, 1, . . . ; i ∈ M

d̃l(t + 1) = d̃l(t) +
1

Cl

∑

j:l∈Rj

x̃j(t) , t = 0, 1, . . . ; l ∈ L .
(3.60)

Linearizing the system (3.60) around the equilibrium point(x̃∗, d̃∗) = (0, 0), we obtain

x̃i(t + 1) =

[
1 − ui

(x∗
i + 1)2

]
x̃i(t) − αi

∑

l∈Ri

d̃l(t) , t = 0, 1, . . . ; i ∈ M

d̃l(t + 1) = d̃l(t) +
1

Cl

∑

j:l∈Rj

x̃j(t) , t = 0, 1, . . . ; l ∈ L ,
(3.61)

which can be described in matrix form as
(

x̃(t + 1)

d̃(t + 1)

)
= G

(
x̃(t)

d̃(t)

)
.

For the system (3.60) to be locally stable around the equilibrium, the eigenvaluesλ of the

matrix G have to be in the open unit circle, or|λ| < 1. We next study this condition only in the
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α− β parameter space. The reason why we do not consider theu− α space is because the entries

of the matrix in that case depend also on the equilibrium state, which however cannot be expressed

in closed form in terms of the system parameters, since it is the solution of a set of nonlinear

equations.

α − β parameter space We analyze the local stability and robustness of the linearized sys-

tem (3.61) inα − β space, defined by the vector

p = [α1, . . . , αM , β1, . . . , βM , c1, . . . , cL].

In addition, connections between users as described by the routing matrixA can also be taken as

a variable, extending the parameter space to that describedby the extended vector

p = [α1, . . . , αM , β1, . . . , βM , c1, . . . , cL, {Al,i , l ∈ L, i ∈ M}].

In this extended space, we study the stability of the networkunder all possible routing configura-

tions for a given number of users and nodes.

Illustrative example

We first study at the effect of capacity on stability of the linearized system (3.8.3) using an illus-

trative example with three users and two links. The number ofusers and links is chosen small in

order to be able to visualize the results. The routing matrixis fixed in this example, and is given

by

A ≡
(

1 1 0

1 0 1

)
.

The corresponding network configuration is shown in Figure 3.19. The matrixG for this example

can now be written out explicitly as




1 − β1 0 0 −α1 −α1

0 1 − β2 0 −α2 0

0 0 1 − β3 0 −α3

1
C1

1
C1

0 1 0
1

C2
0 1

C2
0 1




.

As in previous simulations, the parameter ranges are chosenas0 < βi < 1 and0 < αi < 1000,

and a uniform distribution within the given range is used as the probabilistic model for the parame-

99



ters. Capacities of the links are varied exponentially from102 to 106. Results of the simulation are

shown in Figure 3.20. We observe that probability of stability increases with increasing capacity

of the links, which is consistent with earlier results on thesingle bottleneck link case.

User 1 User 2

User 3

Figure 3.19: Network diagram for the illustrative example in Section 3.8.3.
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Figure 3.20: Probability of stability for various capacities of network links in the illustrative ex-
ample of Section 3.8.3.
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Simulations under general network topologies

We next simulate the system under an arbitrary network topology described by the routing matrix

A given below with5 links and12 users:

A =




1 1 1 0 0 0 0 1 0 0 0 0

1 1 0 1 1 1 1 0 1 0 0 0

0 0 1 1 1 1 0 0 0 1 0 0

1 0 0 0 1 0 1 0 0 0 1 0

0 1 0 1 0 0 1 0 0 0 0 1




It is in fact possible to repeat this simulation for arbitrarily large networks. The network structure

adopted for this particular simulation is shown in Figure 3.21. We investigate the local stability

of the system for different parameter ranges varying from0.1 to 1 for β and from100 to 1000 for

α. A uniform distribution is used as probabilistic model within each given range of parameters.

Capacities of the linksC1, . . . , C5 are arbitrarily fixed to values[35 50 30 15 20] 103. As a result of

computational constraints, the number of samples is chosento beN = 10 000, which guarantees

a level of confidenceδ = 0.001 and accuracyε = 0.02. As we observe from Figure 3.22, results

are comparable to the ones obtained for the single bottleneck link case.

C_1

C_2

C_3

C_4

C_5

Figure 3.21: The network topology of5 links with capacities[35 50 30 15 20] 103 shared by12
users.

Finally, we investigate robustness of the linearized system to different routes. The number of

users and links are the same as in the previous simulation. However, the routing matrix, and hence,

the topology and routes in the network, are generated randomly in addition to the parameters which
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Figure 3.22: Network stability for various ranges of parameters under the arbitrary network topol-
ogy given by Figure 3.21.

are generated using a uniform distribution within the ranges0 < βi < 1 and0 < αi < 1000 , i =

1, . . . , 4. The number of different topologies randomly generated is50, and number of samples

per topology is chosen as5000, ensuring a level of confidenceδ = 0.001 and accuracyε = 0.03.

We observe that the system is stable with a probability of0.70. If we increase the capacities of the

links tenfold to[35 50 30 15 20] 104, however, the probability of stability increases to0.99. These

observations are consistent with earlier simulation and analytical results obtained.

As noted earlier, any simulation in theu − α space is not feasible under general network

topologies with multiple bottleneck links, as the explicitcalculation of the unique equilibrium

state requires the solution of a set of nonlinear equations.

3.8.4 Packet level simulations

We investigate and demonstrate the results observed in numerical simulations through realistic

packet level simulations using the NS-2 network simulator [77].

We first simulate the case of a single bottleneck link of capacity C = 106 shared by20 iden-

tical users with parametersα = 0.5 andu = 20 000, which are consistent with earlier parame-

ter choices. We observe in Figure 3.23(a) that the system is stable under1 ms delay consistent

with earlier simulation results. While the system is unstable under10 ms delay as shown in Fig-

ure 3.23(b) the variations in flow rates are small enough for practical purposes. Next, we simulate

the linear network (Figure 3.19) with 3 users analyzed in theillustrative example 3.8.3. The pa-

rameters are chosen asα = 500 andu = 10 000 similar to the ones in the example. Both of the
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Figure 3.23: NS-2 simulations depicting flow rates of selected users sharing a bottleneck link under
low (a) and medium (b) delays. Flow rates of three users on thelinear network of Figure 3.19 under
low (c) and medium (d) delays.

link capacities areC1 = C2 = 105. The flow rates of users are depicted in Figure 3.23(c) for low(1

ms) link delays and Figure 3.23(d) for medium (10 ms) link delays, respectively. Again the results

are consistent with the ones in the illustrative example 3.8.3 although some limited fluctuations

are observed under medium delay. Thus, these packet level NS-2 simulations demonstrate and are

consistent with the previous analytical and numerical results based on fluid approximations.

3.9 Conclusions

We have presented a congestion control scheme for Internet-style networks by modifying the

framework of Chapter 2, and including a realistic model of queue dynamics. Existence of a unique

equilibrium point, which approximates NE, has been shown. Stability properties of the proposed
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scheme are rigorously investigated by taking boundary effects into account. Furthermore, stability

of the algorithm in a network with nonnegligible propagation delays has been established under

some sufficient conditions in the case of a bottleneck node with multiple users. In addition, we

have presented an adaptive pricing scheme for adjusting thepricing parameter dynamically, and

have made use of hybrid (switched) system concepts for its analysis. Based on the congestion con-

trol scheme developed, we have designed a window-based, end-to-end congestion control scheme

for Internet-style networks, and have simulated it in NS-2 over Internet protocol for various net-

work topologies. We have also analyzed a discrete-time version of the proposed scheme, and its

robustness properties using randomized algorithms.
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CHAPTER 4

A HYBRID SYSTEM MODEL FOR POWER CONTROL IN
MULTICELL WIRELESS DATA NETWORKS

In this chapter, we extend the single cell power control scheme of [52] to multiple cells and to

a broader class of cost functions. Specifically, we model themulticell wireless data network as

a switched hybrid system where handoffs of mobiles between the individual cells (base stations)

correspond to discrete switching events between differentsubsystems. Under a set of sufficient

conditions, we show in Section 4.1 the existence and global stability of a unique NE for each

subsystem. In Section 4.2, we establish the global exponential convergence of the dynamics of

the multicell power control game to a minimum convex set of Nash equilibria for any switching

(handoff) scheme satisfying a mild condition on average dwell-time. Furthermore, we investi-

gate robustness of these results to various communication constraints such as feedback delays

and quantization. In addition, we analyze a quantization scheme to reduce the communication

overhead between mobiles and the base stations. Finally, weillustrate the proposed power con-

trol scheme through MATLAB simulations in Section 4.3, which is followed by the concluding

remarks of Section 4.4.

4.1 The Model, Cost Function, and NE

We consider a multicell CDMA wireless network model similarto the ones described in [49, 52].

The system consists of a setL := {1, . . . , L̄} of cells, withMl users in celll, l ∈ L. The number of

users in each cell is limited through an admission control scheme. We letMl := {1, . . . , Ml}, l ∈
L andM := ∪lMl. We associate a single base station (BS) with each cell in thesystem, and

define0 < hij < 1 as the channel gain between theith mobile and thejth BS. In each celll,

we consider a background noise of a cell specific varianceσ2
l . Furthermore, we assume that each

mobile is connected to a single BS at any given time. Figure 4.1 shows a simple depiction of the

wireless network model considered.

The ith mobile transmits with an uplink power level ofpi ≤ pi,max, wherepi,max is an upper-

bound imposed by physical limitations of the mobile. Thus, the SIR obtained by mobilei at the
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Figure 4.1: A simple multicell wireless network.

base stationj is given by

γij :=
Lhijpi∑

k∈M, k 6=i hkjpk + σ2
j

. (4.1)

Here,L := W/R > 1 is the spreading gain of the CDMA system, whereW is the chip rate andR

is the data rate of the user. Thus, by taking the intra-cell effects into account we consider a more

complex and realistic interference model than the one in [58].

Define the power level of mobilei received at thejth BS asxij := hijpi, and let

x := [x11, . . . , xM11, . . . , x1L, . . . , xMLL].

Also let x−i :=
∑

k∈M, k 6=i hkjpk be the sum of the received power levels of all mobiles, except

the ith one, at thejth BS. In order to simplify the notation we will drop the index ofthe BS (e.g.

xi := xij) in cases when it is obvious from the context that mobilei is connected to thejth BS.

Theith user’s cost function is defined as the difference between theutility function of the user

and its pricing function,Ji = Pi − Ui, similar to the one in [52]. The utility function,Ui(γi), is

a function of the SIR,γi, of theith user, and quantifies approximately the demand orwillingness

to pay of the user for bandwidth. The pricing function,Pi(pi), on the other hand, is imposed

by the system to limit the interference created by the mobile, and hence to improve the system

performance [49]. At the same time, it can also be interpreted as a cost on the battery usage of the

user. As a result, the cost function of theith user connected to a specific BS is given by

Ji(xi,x−i, hi) = Pi(xi) − Ui(γi(x)) , (4.2)

where we have usedxi, instead ofpi, as the argument ofPi, by a possible redefinition of the latter.

We now make the following assumptions on the cost functions:

Assumption 4.1 Pi(xi) is twice continuously differentiable, nondecreasing and strictly convex in
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xi, i.e.,

∂Pi(xi)/∂xi ≥ 0, ∂2Pi(xi)/∂x2
i > 0, ∀xi.

Assumption 4.2 Ui(γi(x)) is jointly continuous in all its arguments and twice continuously differ-

entiable, nondecreasing and strictly concave inxi, i.e.,∂Ui(x)/∂xi ≥ 0, ∂2Ui(x)/∂x2
i < 0, ∀xi.

Assumption 4.3 Ui(γi) satisfies the inequality

∣∣∣∣
d2Ui

dγ2
i

∣∣∣∣ γi <
dUi

dγi

< (L + γi)

∣∣∣∣
d2Ui

dγ2
i

∣∣∣∣ ,

where|.| denotes the absolute value function.

Assumption 4.4 Theith user’s cost function has the following properties: Atxi = 0, Ji(x : xi =

0) > Ji(x) , ∀x xi 6= 0, and atxi,max = xi,max, Ji(x : xi = xi,max) > Ji(x) , ∀x xi < xi,max,

respectively.

Thanks to Assumptions 4.1 and 4.2 the cost functionJi is strictly convex, and belongs to a

fairly large subclass of convex functions. Hence, there exists a unique solution to theith user’s

minimization problem, which is that of minimization ofJi, given the system parameters and the

power levels of all other users. The Nash equilibrium (NE) isdefined as a set of power levels

φ∗ (and corresponding set of costsJ∗) with the property that no user can benefit by modifying

its power level while the other players keep theirs fixed. Furthermore, Assumption 4.4 ensures

that any equilibrium solution is aninner one; i.e., boundary solutionsx∗
i = 0 (x∗

i = xi,max) ∀i

cannot be equilibrium points. Mathematically speaking,x∗ is in NE, whenx∗
i of any ith user is

the solution to the following optimization problem given the equilibrium power levels of other

mobiles,x∗
−i:

min
0≤xi≤xi,max

Ji(xi,x
∗
−i, hi). (4.3)

Theorem 4.1 Under Assumptions 4.1-4.4, the multicell power control game admits a unique inner

Nash equilibrium solution.

Proof. The proof of this theorem is similar to the one of Theorem 2.2.It is briefly outlined here

for completeness. LetX := {x ∈ R
M : 0 ≤ x ≤ xmax} be a set of feasible received power

levels at the base stations in the system. Clearly,X is closed and bounded, and hence compact.

Furthermore, it is also convex, and has a nonempty interior.By a standard theorem of game theory
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(Theorem 4.4, p.176, in [1]) the power control game admits a Nash equilibrium. In addition, by

Assumption 4.4 this solution has to be inner. It follows fromAssumption 4.3 that

∂2Ji

∂x2
i

>
∂2Ji

∂xi∂xj
> 0.

Finally, using an argument similar to the one in the proof of Theorem 2.2 one can show that the

inner NE solution is unique. Thus, there exists a unique inner NE in the multicell power control

game. 2

4.2 Hybrid Modeling and Stability

We consider a dynamic model of the power control game where each mobile uses a gradient

algorithm to solve its own optimization problem (4.3). The update scheme of theith mobile is

given by

ṗi =
dpi

dt
= −λi

∂Ji

∂pi
,

whereλi > 0 is a user-dependent stepsize. This can also be described in terms of the received

power levelxi at the BSl to which mobilei is connected:

ẋi =
dUi

dγi

Lλih
2
i∑

j 6=i(hjl/hj)xj + σ2
l

− λihi
dPi

dpi

:= φi(x), (4.4)

wherehj denotes the channel gain of mobilej to its own BS. Thus, we obtain a distributed power

control algorithm that brings minimum overhead to the network for the only information the mobile

needs in order to update its power level, other than its own most recent power level and the system

parameters, is the level of total received power at the BS.

4.2.1 Stability in the static case

We first establish the stability of the update scheme (4.4) under some sufficiency conditions in the

static case, where each mobile is connected to a specific base station (belongs to a cell) for all

times. By taking the second derivative ofxi (connected to celll) with respect to time we obtain

ẍi =

(
−ai −

d2Pi

dp2
i

)
ẋi +

∑

j∈Ml, j 6=i

biẋj +
∑

k/∈Ml

bi
hkl

hk
ẋk := φ̇i(x), (4.5)
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whereai andbi are defined as

ai :=

∣∣∣∣
d2Ui

dγ2
i

∣∣∣∣
L2λih

2
i

(
∑

j 6=i(hjl/hj)xj + σ2
l )

2
,

and

bi :=
ai

L
γi −

dUi

dγi

Lλih
2
i

(
∑

j 6=i(hjl/hj)xj + σ2
l )

2
.

Notice that,ai is positive, and under Assumption 4.3,bi is negative.

Let us introduce the candidate quadratic Lyapunov function

V :=
∑

i∈M
φ2

i (x) . (4.6)

First note that because of the uniqueness of the NE,x∗, φi(x) = 0 ∀i if and only ifx = x∗. Hence,

V is positive for allx except forx = x∗. Furthermore, as||x|| → ∞,

dUi

dγi
(Lλih

2
i )

∑
j 6=i

hjl

hj

(xj + σ2
l )

is bounded by Assumption 4.2 and|λihidPi/dpi| → ∞ by Assumption 4.1. Hence,V is radially

unbounded,V → ∞ ⇔ ||x|| → ∞, where||.|| denotes the norm operator.

Taking the derivative ofV with respect tot we have

V̇ ≤
∑

i∈M
−2aiφ

2
i +

∑

i∈M
|bi|
∑

j 6=i

2
hji

hj
|φiφj|,

wherehji denotes the channel gain of mobilej to the BS to which mobilei is connected. We note

that hji

hj
< 1 for all i, j ∈ M, and hji

hj
≪ 1 if there is a large geographic distance between the

mobilesi andj.

It follows from a simple algebraic manipulation that

∑

i∈M
|bi|
∑

j 6=i

2
hji

hj
|φiφj | ≤ 2(Meff − 1) max

i
|bi|
∑

i∈M
φ2

i ,

whereMeff is defined as the largest cluster of users who have a nonnegligible effect on each other’s

SIR levels through in-cell and intracell interference. It immediately follows that,maxl Ml <
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Meff ≤ M . In practice, a possible definition ofMeff would be

Meff := max
l

Ml +
∑

k∈Neighbor(l)

Mk,

whereNeighbor(l) is defined as the set of first-tier neighbors of the celll, due to negligible effect

of mobiles in other cells, which are farther away.

Using this to bounḋV yields

V̇ ≤ (−min
i

2ai + 2(Meff − 1) max
i

|bi|)
∑

i∈M
φ2

i .

Next, we refine Assumption 4.3 as follows:

Assumption 4.5 Ui(γi) satisfies the inequality

∣∣∣∣
d2Ui

dγ2
i

∣∣∣∣ γi <
dUi

dγi

< (1 + γi)

∣∣∣∣
d2Ui

dγ2
i

∣∣∣∣ .

Remark 4.1 A large class of logarithmic utility functions,Ui = uilog(kγi + 1), wherek > 1 and

ui > 0 are scalar parameters, satisfy Assumptions 4.2 and 4.5.

Under Assumption 4.5, we have0 ≤ |bi| ≤ ai/L. Hence, a sufficient condition foṙV < 0,

uniformly in thexi’s, is

L > m(Meff − 1), (4.7)

wherem is defined as

m := max
x∈X

maxi∈M ai

mini∈M ai
. (4.8)

Thus,V is indeed a Lyapunov function, and being also radially unbounded inxi’s, it readily

follows thatφi(x(t)) = ẋi(t) → 0, ∀ i. This in turn implies thatxi(t)’s converge to the unique

Nash equilibrium. Hence, the unique NE point (Theorem 4.1) is globally asymptotically stable

with respect to the update scheme (4.4) under the sufficient condition (4.7). This result is stated in

the following theorem:

Theorem 4.2 LetxNE := [x∗
1,x

∗
2, . . . ,x

∗
L] be the unique NE of a static multicell CDMA wireless

network, wherex∗
i := [x∗

1i, x
∗
2i, . . . , x

∗
Mli

], and each mobilei ∈ Ml in cell l ∈ L stays connected

to the respective BS for all times. Then, the system dynamicsare globally asymptotically stable if

L > m(Meff − 1),
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whereMeff is defined as the largest cluster of users who have a nonnegligible effect on each

other’s SIR levels andm is given by (4.8).

4.2.2 The dynamic case and hybrid modeling

In the static case there are no handoffs (switches) in the network. Consider now thedynamic case,

where mobiles connect to base stations dynamically using criteria like SIR or channel gain as they

move along the cells. Then, it is possible to consider eachstatic casewith a fixed distribution of

users among cells as a separate subsystemq belonging to a family (set) of systems denoted byQ.

This leads to a hybrid system where each handoff correspondsto switching from one system to

another. In the study of this hybrid system we make use of the concept ofdwell-timeτ , which

quantifies the minimum amount of time between two switches. However, in a wireless network

handoffs are random in nature, and they may occur in short bursts. Therefore, we also make use

of the concept ofaverage dwell-time, which is much less restrictive than the dwell-time [98]. Let

us denote the number of discontinuities of a switching signal σ on an interval(t, T ) by Nσ(t, T ).

Using the definition in [2],σ has average dwell-timeτa > if there exists a positive integerN0 such

that

Nσ(t, T ) ≤ N0 +
T − t

τa
, ∀T ≥ t ≥ 0.

Based on our previous analysis for the static case, we define aquadratic Lyapunov function

V (q) as in (4.6) for the subsystemq ∈ Q. Modifying condition (4.7) as

L > m(Meff − 1) + ǫ (4.9)

whereǫ > 0 is a positive constant yields

V̇ (q) ≤ −ǫV (q).

The unique NE,xNE
q , of theqth subsystem is then globally exponentially stable by Theorem4.2.

To simplify the rest of the analysis, we will make the following assumption without any loss

of generality:

Assumption 4.6 In the multicell wireless network, no two handoffs can occurat the same time.

Since, under Assumption 4.6, the times of occurrence of multiple handoffs may still be arbi-

trarily close to each other, this technical assumption is not restrictive in practice. As a result of

Assumption 4.6, switching can happen only between “neighbor” subsystems, due to the handoff of

a single mobile between two neighboring cells in the network. Hence, there exists a finiteµ(κ) > 1
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such that
V (q)

V (r)
≤ µ(κ), ∀x ∈ (X(q) ∩ X(r)) − {x : ||x − xNE

i || < κ, i = q, r}

whereq, r ∈ Q are any two “neighbor” subsystems andκ > 0 is a small positive constant. Let us

also define the set of NE for all subsystems as

N := {xNE
q , ∀q ∈ Q}.

At a given time instance the system has only one NE which is an element of the setN . However,

this unique NE also switches from one equilibrium to the nextin the setN with each handoff in

the system.

Based on Theorem 2.6 we next give the following result on the multicell wireless network:

Theorem 4.3 Assume that the following condition holds for all the cells in the wireless network,

for someǫ > 0:

L > m (Meff − 1) + ǫ , ∀l ∈ L,

where

m := max
x∈X

maxi∈M ai

mini∈M ai

.

LetN be the union of the smallest level sets ofV (q)(x) that contain a superset of the set of Nash

equilibria, N , defined as{x : ||x − xNE
q || < κ}, which are “neighbor” toq, ∀q ∈ Q. Then,

under the set of Assumptions 4.1-4.6, the dynamics of the multicell power control game globally

exponentially converge toN for every switching signalσ with average dwell-time

τa >
log µ(κ)

ǫ
.

Furthermore,N is invariant under the same set of conditions if the dwell-timeτ satisfies

τ >
log µ(κ)

ǫ
, ∀t.

Proof. The conditions (2.37) and (2.38) in Theorem 2.6 follow directly from (4.9) and from the

properties ofV under the Assumptions 4.1-4.6. We note that, due to the Assumption 4.6,N is a

smaller set in this special case than the most general one. The rest of the proof follows the same

lines as the ones in Theorem 2.6. 2

Remark 4.2 By Assumption 4.6, the equilibrium point of the system jumpsfrom NE of a subsystem
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to the NE of a “neighbor” subsystem which is close in “distance” to it, where the distance is

defined by a chosen norm. Hence, in a wireless network where distribution of mobiles changes

slowly over time, the operating point of the system may stay in a subset ofN over a time interval

much longer than the update interval. In this case, the practical “size” of the setN is much

smaller than the one in Theorem 4.3.

Proposition 4.1 Consider a wireless network withM mobiles and̄L nonempty cells. IfM → ∞
thenµ → 1, and hence,τ → 0.

Proof. Without loss of generality, assume that thekth mobile switches from a cellm ∈ L to cell

n ∈ L. Then, by definition ofµ, and showing explicitly its dependence onM ,

µ(M) =

Ξm,n +
∑

i∈Mm

φ2
i +

∑

i∈Mn

φ2
i

Ξm,n +
∑

i∈Mm, i6=k

φ̄2
i +

∑

i∈Mn

φ̄2
i + φ2

k

,

whereΞm,n =
∑

l∈L,l 6=m,n

∑
i∈Ml

φ2
i . As M → ∞,

Ξm,n ≫
∑

i∈Mm

φ2
i +

∑

i∈Mn

φ2
i andφ̄2

i → φ2
i , ∀i ∈ Mn,Mm.

Hence,µ(M) converges asymptotically to1. Therefore, by Theorem 4.3 average dwell-time,τ ,

diminishes to zero. 2

4.2.3 Stability under feedback delays

Even if we assume that mobiles have perfect information on their channel gain, cost, and system

parameters, they still need the total received power level to be provided by the base station in order

to implement the dynamic update algorithm (4.4). The BS determines the total received power

level through measurements, and sends it to the mobile. Measuring, processing (both at BS and

mobile), and signaling of this information takes time, which results in non-negligible delays in the

network, which can go up to0.5 s in GSM systems (see [50], p. 28). Here we model such delays

as a single fixed feedback delay. Since propagation delays are negligible for cellular wireless

networks, all mobiles in a cell experience almost the same amount of feedback delay. In other

words, delays are symmetric within a cell. Hence, the power update function of theith mobile in
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terms ofxi becomes

ẋi(t) =
dUi

dγi

Lλih
2
i∑

j 6=i, j∈Ml
xj(t − r) + σ2

l

− λihi
dPi

dpi
(t) := φi(x(t)), (4.10)

wherer > 0 denotes the feedback delay in the network.1

We now investigate stability of a single celll by introducing the radially unbounded, quadratic

Lyapunov function

Vl(x(t)) :=
∑

i∈Ml

φ2
i (x(t)) + (max

x∈Xl

max
i

|bi|)(Ml − 1)
∑

i∈Ml

∫ t

t−r

φ2
i (x(s))ds.

Assuming Assumptions 4.1, 4.2, 4.4, and 4.5 to hold, we essentially repeat the Lyapunov

analysis of Section 4.2.1. Taking the derivative ofVl(x(t)) with respect tot, we have

V̇l(x(t)) ≤∑i∈Ml
−2aiφ

2
i (x(t)) + (maxx∈Xl

maxi |bi|)
·
[∑

i∈Ml

∑
j∈Ml , j 6=i 2|φi(x(t))φj(x(t − r))|

+(Ml − 1)

(
φi(x(t))2 − φi(x(t − r))2

)]
.

It again follows from a simple algebraic manipulation that

∑

i∈Ml

∑

j∈Ml , j 6=i

2|φi(x(t))φj(x(t − r))| ≤ (Ml − 1)
∑

i∈Ml

φ2
i (x(t)) + φ2

i (x(t − r)).

Using this to boundVl further above yields

V̇l(x(t)) ≤ (−min
i

2ai + 2(Ml − 1)) max
x∈Xl

max
i

|bi|
∑

i∈Ml

φ2
i (t)

Hence, a sufficient condition foṙVl(x(t)) < 0, uniformly in thexi’s, is

L > ml(Ml − 1), (4.11)

whereml is defined as

ml :=
maxx∈Xl

maxi∈Ml
ai

minx∈Xl
mini∈Ml

ai
.

Thus, the unique NE point (Theorem 4.1) of celll is globally asymptotically stable with respect

1Here, to avoid cumbersome notational complexity we ignore the interference from neighboring cells; for exten-
sions to multicell environments, see Remark 4.3.
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to the update scheme (4.10) under the sufficient condition (4.11) for any feedback delayr. Note

that the condition in (4.11) is more restrictive than the onein (4.7). Moreover, although the value

of r does not affect stability, large delays may result in slowerconvergence rates, and they may

decrease the robustness of the system.

Remark 4.3 The analysis above can be extended in a natural way to the static and dynamic mul-

tiple cell cases to obtain counterparts of Theorems 4.2 and 4.3 for the delayed information case;

we have not carried out this extension here in order to keep the basic message clear.

4.2.4 Communication constraints

Total received power level
∑

i∈M hilpi +σ2
l at the BS of the celll constitutes the main information

flow in the distributed power update scheme (4.4). BS has to send mobiles this quantity (state

information) as frequently as possible in order for the update algorithm to converge. This, however,

may bring a significant overhead to the system, if not implemented efficiently. We investigate here

a simple practical scheme which lessens the communication overhead, and hence, increases the

efficiency through quantization (see Figure 4.2).

.

.

.

h_1 p_1

h_2 p_2

h_M p_M

Mobile1

Mobile2

MobileM

h_i p_i
i

Q(  h_i p_i)
i

Quantizer (Q)

Base Station

Figure 4.2: A simple quantization scheme for reducing overhead in the system.

Although total received power level can be measured to a great accuracy at the BS, it is not

necessary to send this information to the mobile in its most accurate form as this would waste

valuable bandwidth. Instead, this value can be quantized without destroying system stability. We

consider, for its simplicity and ease of implementation, a uniform quantization scheme. Assume

that there exists a fixed practical upper bound on
∑

i∈M hilpi + σ2
l , defined asF for any cell l.
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Then, aK level quantization of aggregate received power level is

0 ≤ θK(
∑

i∈M
hilpi + σ2

l ) ≤ F, ∀l ∈ L

whereθK is aK level uniform quantizer. As long as
∑

i∈M hilpi + σ2
l ∈ [0, F ] holds for all cells,

the maximum quantization errorx−i is defined asx−i := F/2K.

A derivation similar to the one in Section 4.2.1 results in the following modified version of the

sufficient condition in (4.11) for stability of the system inthe presence of the quantization error

x−i,

L > m(Meff − 1),

wherem is defined as

m :=

max
i

∣∣∣∣
d2Ui

dγ2
i

∣∣∣∣
L2λih

2
i

(
∑

j 6=i(hji/hj)xj + σ2
l )

2 + x−i

min
i

∣∣∣∣
d2Ui

dγ2
i

∣∣∣∣
L2λih

2
i

(
∑

j 6=i(hji/hj)xj + σ2
l )

2 − x−i

.

Hence, given a sufficiently largeL, there exists an upper-bound onx−i which preserves stabil-

ity. Using this value ofx−i we obtain the minimum number of bits to represent the feedback

information,

bitmin = ⌈log2 F/(2x−i)⌉,

where⌈.⌉ denotes ceiling function (rounding up to the next integer).Assume that the mobile

update frequency isfupdateHertz. Then, the system overhead in the downlink for a mobile is

given by

bitrate = fupdate⌈log2 F/(2x−i)⌉ b/s (bits-per-second).

The rate of change in the total received power level in a cell can be bounded above byFvar,

∂(
∑

i∈M hilpi + σ2
l )

∂t
≤ Fvar.

Therefore, sending the mobiles the incremental changes in the total received power level instead

of sending the whole information each time results in bandwidth savings. In this case, in order to

maintain the given maximum quantization errorx−i, the minimum number of bits to use is

bitmin = ⌈log2

Fvar

2x−ifupdate
⌉,

116



and the bit rate is given by

bitrate = fupdate⌈log2

Fvar

2x−ifupdate
⌉ b/s.

We note that this incremental delivery of feedback information results in significant savings of

overhead bandwidth.

4.3 Simulations

We simulated the power control scheme developed in MATLAB. The cost function for theith user

(mobile) was chosen as

Ji(xi,x−i, hi) =
1

2
αix

2
i − ui log(γi + 1), (4.12)

whereαi > 0 andui > 0 are user specific pricing and utility parameters respectively. Notice that

the quadratic pricing and logarithmic utility functions in(4.12) satisfy Assumptions 4.1, 4.2, 4.4,

and 4.5 with an appropriate choice of parameter values. Therefore, results of Theorem 4.3 apply

to the following power update algorithm of theith mobile, which is connected to BSl,

ṗi = λi
ui

pi +
1

Lhi

(
∑

j 6=i hjlpj + σ2
l )

− λiαihipi,

if Assumption 4.6 and condition on average dwell-time are satisfied. In the simulations, a dis-

cretized version of this update scheme was implemented:

p
(n+1)
i = p

(n)
i +

ui

p
(n)
i +

1

Lhi
(
∑

j 6=i hjlp
(n)
j + σ2

l )
− αihip

(n)
i .

The scenario we adopted is the following. We have a simple multicell wireless network con-

sisting of six rectangular shaped cells with 40 users. Base stations are located near the center of

each cell. The system parameters are chosen asL = 128 andσ2
l = 1 ∀l. Cost parameters are

the same for all users,ui = 100, αi = 1, λi = 1 ∀i, and they are fixed for the duration of the

simulation. Mobiles are initially located randomly in the system, and their movement is modeled

as a random walk with a speed of0.0001 units per update, where we set the update frequency to

100 Hz. Hence, if we assume a system with unit size of1000 m, then mobiles move with a speed

of 10 m/s.

The channel gain of theith mobile is determined by a simple large-scale path loss formula
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hi = (0.1/di)
2 wheredi denotes the distance to the BS, and the path loss exponent is chosen as2

corresponding to open air path loss. The channel gainhi is chosen as one ifdi < 0.1. However,

fast and random movement of mobiles result in higher variations in the channel gains, and hence,

compensate for this simplification. We use the channel gain as the handoff criterion. Each mobile

connects to the base station with highest channel gain, which in turn corresponds to the nearest

one. In Figure 4.3, locations of base stations and the paths of all mobiles in the network are shown.

A sample path of a single mobile is shown in Figure 4.4.
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Figure 4.3: Locations of base stations and the paths of mobiles.

Figures 4.5 and 4.6 depict the power levels and SIR values of mobiles for the duration of

the simulation. Notice that the power levels converge to theequilibrium points, which shift due

to handoffs in the system. Jumps in SIR values can be observedin Figure 4.6 when a mobile

moves from a less congested cell with a smaller number of mobiles to a more congested one or

vice versa. Variations in congestion levels in the cells andin channel gains are also the reasons

why not all mobiles have the same SIR levels despite having the same cost parameters. The

simulation was repeated with the same setup but with a50 steps (0.5 s) communication delay

between the base station and mobiles. In accordance with theresults in Section 4.2.3, convergence

characteristics of the system are not significantly affected by the presence of feedback delay except

for the convergence rate, as it can be seen in Figure 4.7. Figure 4.8 shows the aggregate received

power levels at the base stations. The “relative” smoothness of these values indicate significant

savings in system overhead when the feedback quantization scheme analyzed in Section 4.2.4 is

implemented.
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Figure 4.4: A sample path of a mobile.
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Figure 4.5: Power levels of 10 selected mobiles with respectto time.
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Figure 4.6: SIR values of 10 selected mobiles (in dB) with respect to time.
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Figure 4.7: Power levels of 10 selected mobiles with respectto time under a communication delay
of 50 steps.
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Figure 4.8: Aggregate received power levels at the base stations.

4.4 Conclusions

In this chapter, we have formulated a noncooperative power control game in a multicell CDMA

wireless network, which is modeled as a switched hybrid system where handoffs of mobiles be-

tween different cells correspond to discrete switching events between different subsystems. Under

a set of sufficient conditions, we have shown the existence and global exponential stability of a

unique NE for each subsystem under a gradient algorithm. We have also established the global

convergence of the dynamics of the multicell power control game to a convex superset of Nash

equilibria for any switching (handoff) scheme satisfying amild condition on average dwell-time.

We have investigated the robustness of these results to communication constraints, such as feed-

back delays and quantization, and have presented a scheme toreduce the communication overhead

between mobiles and the base stations. We have also illustrated the proposed power control scheme

through MATLAB simulations.

The mathematical model developed captures a fairly broad class of convex cost functions, and

addresses the multicell resource allocation problem in CDMA wireless networks. The gradient

update algorithm used is market-based, distributed in nature, robust with respect to feedback de-

lays, and requires little overhead in terms of system resources. These theoretical results are also

supported through realistic simulations.
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CHAPTER 5

A POWER CONTROL GAME BASED ON OUTAGE
PROBABILITIES

In this chapter, we consider a power control game similar to the one in [56] and Chapter 4, which

incorporates a pricing mechanism limiting the overall interference and preserving battery energy

of mobiles. We capture the preferences of mobiles using a utility function, which is defined as

the logarithm of the probability that the frame success rateof the data user is greater than a pre-

defined individual threshold level. This utility function can also be described in terms of frame

outage probabilities [99]. In the context of a two-time scale channel gain model, we consider a

noncooperative power control game which uses an outage-probability-based (instead of a signal-

to-interference ratio (SIR) based) utility function and also incorporates a pricing mechanism. The

Section 5.1 describes the model adopted and the cost function. In Section 5.2, we show that

the noncooperative power control game admits a unique Nash equilibrium (NE) under uniformly

strictly convex pricing functions and some technical assumptions on the SIR threshold levels. We

present in Section 5.3 system dynamics and stability analysis of a continuous-time update scheme.

In Section 5.4, convergence properties of both deterministic and stochastic discrete-time update

algorithms are investigated. Section 5.5 contains resultson MATLAB simulation studies demon-

strating the convergence and robustness properties of these schemes. The Chapter concludes with

a recap of the results and elucidation of directions for future research in Section 5.6.

5.1 The Model and the Cost Function

We consider the multicell CDMA wireless network model described in Chapter 4 with a more

realistic interference model. Specifically, we definehilfilpi as the instantaneous received power

level from useri at thelth BS. The quantitieshil (0 < hil < 1) andfil (fil > 0) represent the

slow-varyingchannel gain (excluding any fading) and fast time-scale Rayleigh fading between the

ith mobile and thelth BS, respectively [85]. We assume that the factors affectinghil do not change

significantly over the time scale of this analysis, and the terms fil (static over individual data

frames but varying from one frame to another) are unit mean independent exponentially distributed

random variables (Rayleigh fading). As in Chapter 4, letMl,eff denote the set of users in the

neighborhood of celll who have a nonnegligible effect on each other’s SIR levels through in-cell
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and intracell interference. It immediately follows thatMl ⊂ Ml,eff ⊂ M. Without loss of any

generality, we define the setMl,eff here as

Ml,eff := Ml ∪
(
∪k∈Neighbor(l)Mk

)
,

whereNeighbor(l) is defined as the set of first-tier neighbors of celll. Thus, in accordance with

the interference model considered, the SIR obtained by mobile i at the base stationl is given by

(static over one data frame)

γil :=
Lhilfilpi∑

j∈Ml,eff , j 6=i hjlfjlpj + σ2
l

.

The outage probability of useri, denotedOil, is defined as the proportion of time that some

SIR threshold,̄γil, is not met for sufficient reception at thelth BS receiver [55]. By a careful

choice ofγ̄il, a quality of service level can be established for each user (see [99] for details on

how a minimum frame success rate can be converted to an appropriate SIR threshold for a specific

modulation and coding scheme). The outage probability,Oil = Pr(γi ≤ γ̄il), of theith mobile at

thelth BS is defined as

Oil = Pr


hilfilpi ≤ γ̄il




∑

j∈Ml,eff , j 6=i

hjlfjlpj + σ2
l




 , (5.1)

wherePr(γi ≤ γ̄il) denotes the probability of the event corresponding toγi ≤ γ̄il.

For analysis purposes, the mean power level of mobilei received at thelth BS can be defined

without any loss of generality, asxil := hilpi, since the mean value of the Rayleigh fading channel

can be incorporated into the valuehil. Let the received power level vector of celll be xl :=

[(xjl)], j ∈ Ml,eff . Then, the systemwide vectorx := [x1, . . . ,xL̄] has the cardinalityMx :=
∑

l∈L Ml,eff , whereMl,eff is the number of elements of the setMl,eff . In order to simplify the

notation, we will drop the index identifying the BS (e.g.xi := xil) in cases where it is obvious from

the context that mobilei is connected to thelth BS. As a further simplification, we let the threshold

SIR for theith mobile be defined as̄γi := γ̄il = γ̄ik ∀l, k ∈ L. We note that the outage probability

in (5.1) can be expressed in analytical form which we reproduce here without derivation. Its

derivation can be found in [100], and in [101] for a simplifiedversion of the expression. The

outage probability of theith mobile connected to thelth BS is thus given by

Oil(x, γ̄i) = 1 − exp

(−σ2γ̄i

xil

) ∏

j∈Ml,eff , j 6=i

1

1 +
γ̄ixjl

xil

, (5.2)
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Henceforth we drop the index “l” from xil andOil, and adopt the convention thatj 6= i stands for

j ∈ Ml,eff , j 6= i, wherel is the BS to which mobilei is connected.

Theith user’s cost function is defined as the difference between theutility function of the user

and its pricing function,Ji = Pi − Ui, similar to the one in Chapter 4. The utility function,

Ui(Pri(γi ≥ γ̄i), is a logarithmic function of the probability that the SIR ofthe ith user is larger

than the predefined thresholdγ̄i and quantifies approximately the demand orwillingness to payof

the user for a certain level of service. Notice that,Pri(γi ≥ γ̄i) is equal to1 −Oi, whereOi is the

outage probability in (5.2). Hence, the utility function for useri is defined by

Ui(x) := ui log(Pri(γi(x) ≥ γ̄i) = ui log(1 − Oi(x, γ̄i)), (5.3)

whereui is a user-specific utility parameter.

The pricing function,Pi(pi), on the other hand, is imposed by the system to limit the interfer-

ence created by the mobile, and hence to improve the system performance [49]. At the same time,

it can also be interpreted as a cost on the battery usage of theuser. As a result, the cost function of

theith user connected to a specific BS is given by

Ji(x) = Pi(xi) − ui log(Pri(γi(x) ≥ γ̄i)) , (5.4)

where we have usedxi, instead ofpi, as the argument ofPi, by a possible redefinition of the latter.

5.2 Existence and Uniqueness of Nash Equilibrium

It follows from (5.3) immediately that the utility functionUi(x) is continuously differentiable in

its arguments. In order to calculate the derivatives of the utility function with respect tox, we first

evaluate∂Pri(γi(x) ≥ γ̄i)/∂xi using (5.1) and (5.2):

∂Pri(γi(x) ≥ γ̄i)

∂xi
= Pri(γi(x) ≥ γ̄i) ·


σ2

l γ̄i

x2
i

+
∑

j 6=i

1

xi +
x2

i

γ̄ixjl


 . (5.5)

Thus, the first and second order derivatives of mobilei’s utility function, Ui(x), with respect toxi

are given by
∂Ui(x)

∂xi
=

uiσ
2
l γ̄i

x2
i

+
∑

j 6=i

ui

xi +
x2

i

γ̄ixjl

> 0,
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and
∂2Ui(x)

∂x2
i

=
−2uiσ

2
l γ̄i

x3
i

− ui

∑

j 6=i

1 + 2xi

γ̄ixjl(
xi +

x2
i

γ̄ixjl

)2 < 0,

respectively. Furthermore, forj 6= i,

∂2Ui(x)

∂xi ∂xjl
=

uiγ̄i

(xi + γ̄ixjl)2
> 0.

Let us definexmin and xmax as lower and upper bounds onxil ∀i, l, i.e., xmin < xil <

xmax ∀i, l. If the mean received power level of a mobile at the BS is less thanxmin, then its effect

is negligible and it is modeled as part of the background noise. The upper-boundxmax is further

bounded above bypmax with a possible equality in the case of no channel attenuation. We also

defineγ̄min (umin) andγ̄max (umax) in such a way that̄γmin < γ̄i < γ̄max (umin < ui < umax) ∀i.

We now make the following three assumptions on the price function Pi, for all mobilesi.

Assumption 5.1 The pricing functionPi(xi) is twice continuously differentiable, nondecreasing

and uniformly strictly convex inxi, i.e.,

dPi(xi)/dxi ≥ 0, d2Pi(xi)/dx2
i ≥ v > 0, ∀xi,

for somev > 0.

Assumption 5.2 Given the set of parameters{Ml,eff , γ̄min, γ̄max, xmin, xmax}, v in A1 above

satisfies the following inequality:

v(γ̄min + 1)
x2

min

umax

+ (Ml,eff − 1)γ̄min
umin

umax

x3
min

x3
max

> 1

Assumption 5.3 The pricing functionPi and the parameter of the utility function are further

picked in such a way that theith user’s cost function,Ji, has the following properties atxi = xmin

(xi = xmax) : ∂Ji(x : xi = xmin)/∂xi < 0 ∀x (∂Ji(x : xi = xmax)/∂xi > 0 ∀x), respectively.

The NE in a cell is defined as a set of power levels,p∗ (and corresponding set of costsJ∗), with

the property that no user in the cell can benefit by modifying its power level while the other players

keep theirs fixed. Mathematically speaking,x∗ is in NE whenx∗
i of anyith user is the solution to

the following optimization problem given the equilibrium power levels of other mobiles (in the set

Ml,eff), x∗
−i:

min
xmin≤xi≤xmax

Ji(xi,x
∗
−i). (5.6)

Note that given the channel gains, the NE pointx∗ is equivalent top∗.
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Thanks to Assumption 5.1, the cost functionJi is strictly convex and belongs to a fairly large

subclass of convex functions. Hence, there exists a unique solution to theith user’s minimization

problem, which is that of minimization ofJi, given the system parameters and the power levels of

all other users. We will next make use of the technical Assumption 5.2 in the proof of existence

of a unique NE. Notice that,xmin is bounded below by definition. Hence, Assumption 5.2 is

easily satisfied for a large number of usersM or high SIR thresholds̄γmin even if v is small.

Assumption 5.3, on the other hand, ensures that any equilibrium solution is aninner one, i.e.,

boundary solutionsx∗
i = xmin (x∗

i = xmax) ∀i cannot be equilibrium points.

Theorem 5.1 Under Assumptions 5.1-5.3, the multicell power control game defined admits a

unique inner Nash equilibrium solution.

Proof. The proof of this theorem is similar to the one of Theorem 2.1.It is briefly outlined here

for completeness. LetX := {x ∈ R
Mx : xmin ≤ xil ≤ xmax ∀i, l} be a set of feasible received

power levels at the base stations under the interference model considered. Clearly,X is closed and

bounded, and hence compact. Furthermore, it is also convex,and has a nonempty interior. By a

standard theorem of game theory (Theorem 4.4, p.176, in [1])the power control game admits a

Nash equilibrium. In addition, by Assumption 5.3 this solution has to be inner.

Let Ai,j := ∂2Ji

∂xi∂xjl
andBi := ∂2Ji

∂x2
i

, where mobilei is connected to the BSl. DefineM × M

matrix G(x) with diagonal entriesBi and nonzero entriesAi,j , if j ∈ Ml,eff . It follows from

Assumptin 5.2 thatBi > |Ai,j| ∀i, j. Hence, the symmetric matrixG(x) + G(x)T is positive

definite. Then, using an argument similar to the one in the proof of Theorem 3.1 in [36] one can

show that the inner NE solution is unique. Thus, there existsa unique inner NE in the multicell

power control game. 2

5.3 System Dynamics and Stability Analysis

We consider a dynamic model of the power control game similarto the one of [56] where each

mobile uses a gradient algorithm to solve its own optimization problem (5.6). Accordingly, the

power update algorithm of theith mobile is

ṗi =
dpi

dt
= −∂Ji

∂pi
,
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for all i ∈ M. This can also be described in terms of the received power level, xi, at thelth BS

ẋi = h2
i

(
∂Ui(x)

∂xi
− dPi(xi)

dxi

)
:= φi(x), ∀i. (5.7)

By taking the second derivative ofxi with respect to time, we obtain

ẍi = h2
i

(
−ai −

d2Pi(xi)

dx2
i

)
ẋi + h2

i

∑

j 6=i

bi,j ẋjl := φ̇i(x),

whereai andbi,j are defined as

ai := −∂2Ui(x)

∂x2
i

= ui
2σ2

l + γ̄i

x3
i

+ ui

∑

j 6=i

1 +
2xi

γ̄ixjl(
xi +

x2
i

γ̄ixjl

)2 ,

and

bi,j :=
∂2Ui(x)

∂xi ∂xjl

= ui
γ̄i

(xi + γ̄ixjl)2
.

Notice that bothai andbi,j are positive.

We establish the stability of the power update scheme (5.7) under some sufficient conditions.

The set of feasible received power levels is invariant by Assumption 5.3, which immediately fol-

lows from a boundary analysis. Whenxi = xmin for somei ∈ M, we haveẋi > 0 under

Assumption 5.3. Hence, the system trajectory moves toward inside ofX. Likewise, in the case of

xi = xmax for somei ∈ M, ẋi < 0, and hence, the trajectory remains inside the setX. Let us

introduce a candidate Lyapunov functionV : R
Mx → R as

V (x) :=
∑

i∈M

1

h2
i

φ2
i (x) ,

which is in fact restricted to the domainX. Note that because of the uniqueness of the NE,x∗,

φi(x) = 0 ∀i if and only if x = x∗. Hence,V is positive for allx except forx = x∗.

Taking the derivative ofV with respect tot on the trajectories generated by (5.7), we obtain

V̇ (x) ≤
∑

i∈M
−(2v + 2ai)φ

2
i +

∑

i∈M
max

j
bi,j

∑

j 6=i

2|φiφj|.
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It follows from a simple algebraic manipulation that

∑

i∈M
max

j
bi,j

∑

j 6=i

2|φiφj| ≤ 2(Meff − 1) max
i,j

bi,j

∑

i∈M
φ2

i ,

whereMeff := maxl Ml,eff .

Using this to bounḋV further yields

V̇ (x) ≤ (−(2v + min
i

2ai) + 2(Meff − 1) max
i,j

bi,j)
∑

i∈M
φ2

i .

Next, we modify Assumption 5.2 as follows:

Assumption 5.4 Assume that the following inequality holds:

v(γ̄min + 1)
x2

min

umax
+ (Ml,eff − 1)γ̄min

umin

umax

x3
min

x3
max

> Meff − 1 ∀l.

Remark 5.1 Assumption 5.4 holds when̄γmin and/orv are sufficiently large.

Under Assumption 5.4, we havėV (x) < 0, uniformly in thexi’s on the trajectory of (5.7).

Thus,V is indeed a Lyapunov function, and it readily follows thatφi(x(t)) = ẋi(t) → 0, ∀ i. This

in turn implies thatxi(t)’s converge to the unique NE. Hence, the unique NE point (Theorem 5.1)

is globally asymptotically stable on the invariant setX with respect to the update scheme (5.7)

under Assumptions 5.1, 5.3 and 5.4 by Lyapunov’s stability theorem (see Theorem 3.1 in [82]).

5.4 Iterative Power Control Algorithms

We investigate in this section stability properties of synchronous and asynchronous iterative power

control schemes as they are of practical importance. We firstanalyze gradient based synchronous

and asynchronous update algorithms of the power control game in Section 5.2. Consequently,

we study convergence of stochastic iterations to the uniqueNE solution by taking communication

constraints and estimation errors into account.

5.4.1 Synchronous and asynchronous update schemes

Consider a discrete-time counterpart of the update scheme in (5.7) in a system withM mobiles

where each mobile uses a gradient algorithm to solve its optimization problem (5.6):

pi(n + 1) = pi(n) − λi
∂Ji

∂pi
∀i ∈ M ,
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wheren = 1, 2, . . ., denotes the update instances andλi is the user-specific step size defined by

λi := λ/hi. Here,λ denotes the system wide step size constant. For notational convenience this

can also be defined as a mapping from the received power levelsat the BS to the updated power

levels,x(n + 1) = T (x(n)), i.e.,

xi(n + 1) = Ti(x(n)) := xi(n) − λ
∂Ji

∂xi

∀i ∈ M . (5.8)

In the case of synchronous update algorithm, each mobile updates its power level at the same

time instance. We study here sufficient conditions for convergence of the system to the unique

NE, x∗, under the synchronous update. This analysis follows linessimilar to those in the proof of

Proposition 1.10 of [102, p. 193]. Letx ∈ X = {x ∈ R
Mx : xmin ≤ xil ≤ xmax ∀i, l} and define

a functiongi(τ) : [0, 1] → R for theith mobile by

gi(τ) = τxi + (1 − τ)x∗
i + λφi(τx + (1 − τ)x∗),

whereφi is defined in (5.7). We then have

|Ti(x) − Ti(x
∗)| = |gi(1) − gi(0)| =

∣∣∣∣
∫ 1

0

dgi(τ)

dτ
dτ

∣∣∣∣ ≤
∫ 1

0

∣∣∣∣
dgi(τ)

dτ

∣∣∣∣ dτ ≤ max
τ∈[0,1]

∣∣∣∣
dgi(τ)

dτ

∣∣∣∣ ,

wherex∗, the NE, is the fixed point of the mappingT . We bound

∣∣∣∣
dgi(τ)

dτ

∣∣∣∣ above by

∣∣∣∣
dgi(τ)

dτ

∣∣∣∣ ≤

∣∣∣∣∣∣
xi − x∗

i − λ
∑

j∈Ml,eff

∂φi

∂xj

· (xj − x∗
j )

∣∣∣∣∣∣
≤
∣∣∣∣1 − λ

∂φi

∂xi

∣∣∣∣ |xi − x∗
i |+
∑

j 6=i

λ
∂φi

∂xjl

∣∣xjl − x∗
jl

∣∣ .

Imposing the conditionλ∂φi/∂xi < 1, we have

∣∣∣∣
dgi(τ)

dτ

∣∣∣∣ ≤
(

1 − λ

[
∂φi

∂xi
−
∑

j 6=i

∂φi

∂xjl

])
‖x − x∗‖ ,

where‖x‖ := maxi |xi| is the maximum norm. Define

Ki := max
x∈X

∂φi(x)

∂xi
andρi := 1 − λ

(
∂φi

∂xi
−
∑

j 6=i

∂φi

∂xjl

)
,

which leads to|Ti(x) − x∗
i | ≤ ρi ‖x − x∗‖ for eachi. Let ρ := maxi ρi andK := maxi Ki. We

obtain then‖T (x) − x∗‖ ≤ ρ ‖x − x∗‖, if λK < 1. An upper bound onK in terms of system and
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cost parameters is

K̄ := max
i

d2Pi(xmax)

dx2
i

+
2(Meff − 1)γ̄maxxmax

(γ̄min + 1)x3
min

+
2σ2γ̄max

x3
min

. (5.9)

Imposing the conditionρ < 1, it readily follows that for arbitraryx ∈ X, T n(x) → x∗ asn → ∞,

since‖T n(x) − x∗‖ ≤ ρn ‖x − x∗‖. Furthermore, the conditionρ < 1 is satisfied if

∑

j 6=i

γ̄2
i x

2
jl + 2γ̄ixixjl

x2
i (xi + γ̄ixjl)2

− γ̄i

(xi + γ̄ixjl)2
> 0 ∀i.

Let xmax = αxmin for someα > 0. Then, a sufficient condition forρ < 1 is

α < 1 +
√

1 + γ̄min,

which follows from a straightforward algebraic derivation. Thus, underλK̄ < 1 andα < 1 +√
1 + γ̄min, the synchronous power update scheme given in (5.8) converges to the NE solution,x∗.

This result is summarized in the following theorem:

Theorem 5.2 Let xmax = αxmin for someα > 0 and X := {x ∈ R
Mx : xmin ≤ xil ≤

xmax ∀i, l}. The synchronous power update algorithm

pi(n + 1) = pi(n) − λi
∂Ji

∂pi

∀i ∈ M

converges to the unique NE point of the power control game,p∗ := [x∗
1/h1, . . . , x

∗
M/hM ], on the

setX if

λ

[
max

i

d2Pi(xmax)

dx2
i

+
2(Meff − 1)γ̄maxxmax

(γ̄min + 1)x3
min

+
2σ2γ̄max

x3
min

]
< 1,

and

α < 1 +
√

1 + γ̄min.

Remark 5.2 Givenxmin, xmax, α, and system parametersMeff andσ2, the conditions of Theo-

rem 5.2 can be satisfied by choosingλ andmaxi d
2Pi(xmax)/dx2

i sufficiently small while keeping

γ̄min sufficiently large. We refer to Section 5.5 for specific numerical examples that illustrate this.

A natural generalization of the synchronous update is the asynchronous update scheme where

only a random subset of mobiles update their power levels at agiven time instance. This is in fact

more realistic since it is difficult for the mobiles to synchronize their exact power update instances

in a practical implementation. In this particular case, however, the convergence analysis above
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also applies to the asynchronous update algorithm. Define a sequence of nonempty, convex, and

compact sets

X(k) := [x∗
1 − δ(k), x∗

1 + δ(k)] × [x∗
2 − δ(k), x∗

2 + δ(k)] × . . . [x∗
M − δ(k), x∗

M + δ(k)],

whereδ(k) := ‖x(k) − x∗‖. Since by Theorem 5.2,δ(k + 1) < δ(k), we have

. . . ⊂ X(k + 1) ⊂ X(k) ⊂ . . .X.

We next give the definitions of two well known conditions which together are sufficient for asyn-

chronous convergence of a nonlinear iterative mappingx(n + 1) = T (x) [102, p. 431].

Definition 5.1 (Synchronous Convergence Condition)For a sequence of nonempty sets{X(k)}
with . . . ⊂ X(k + 1) ⊂ X(k) ⊂ . . . X, we haveT (x) ∈ X(k + 1), ∀k, andx ∈ X(k).

Furthermore, if{yk} is a sequence such thatyk ∈ X(k) for everyk, then every limit point of{yk}
is a fixed point ofT .

Definition 5.2 (Box Condition) Given a closed and bounded setY in R, for everyk, there exist

setsXi(k) ⊂ Y such that

X(k) := X1(k) × X2(k) × · · · × XM(k).

In our caseY is defined as the interval[xmin, xmax], andXi := [x∗
i − δ(k), x∗

i + δ(k)]. Hence, the

box condition is satisfied by the definition ofX(k). Sinceδ(k) is monotonically decreasing ink by

Theorem 5.2 the synchronous convergence condition also holds. Therefore, the next convergence

result for the asynchronous counterpart of the power updatealgorithm in (5.8) immediately follows

from asynchronous convergence theorem [102, p. 431].

Theorem 5.3 Let xmax = αxmin for someα > 0 and X := {x ∈ R
Mx : xmin ≤ xil ≤

xmax ∀i, l}. The asynchronous power update algorithm

pi(n + 1) =





pi(n) − λi
∂Ji

∂pi
, if i ∈ U(k)

pi(n), if i ∈ M\U(k),

whereU(k) ⊂ M denotes the random subset of mobiles updating their power levels at timek,

converges to the unique NE point of the power control game,p∗ := [x∗
1/h1, . . . , x

∗
M/hM ], on the

setX if λK̄ < 1 andα < 1 +
√

1 + γ̄min, whereK̄ is defined in (5.9).
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5.4.2 A stochastic update scheme

In a real-life implementation of the power control scheme, communication constraints, approxima-

tions, estimation, and quantization errors, may not be negligible and, hence, may have to be taken

into account in the convergence analysis. Hence, a mobile does not have access to the exact values

of the system parameters such as its own channel gain or the feedback terms provided by the BS.

These uncertainties can be captured by a stochastic update algorithm, as introduced below. For

eachi ∈ M, let x−ii(n) n = 1, 2, . . . be a sequence of independent identically distributed (i.i.d.)

random variables defined on the common support set[1 − ε, 1 + ε], where0 < ε < 1. We further

assume that the sequences{x−ii} are independent acrossi ∈ M. Using these random sequences,

we model the aggregate uncertainty in the term∂Ji/∂pi of (5.8) due to quantization, estimation,

and multiplicatively approximation errors. Thus, the stochastic counterpart of the synchronous

update algorithm is given by

pi(n + 1) = pi(n) − λix−ii(n)
∂Ji

∂pi

∀i ∈ M, (5.10)

which can also be described in terms of received power levelsat the base station as

xi(n + 1) = xi(n) − λx−ii(n)
∂Ji

∂xi
=: Ti(x(n); x−ii(n)) ∀i ∈ M. (5.11)

We next follow steps similar to those in the previous subsection for the convergence analysis.

We have, for an arbitraryx ∈ X:

E (|Ti(x;x−ii) − x∗
i |) ≤ E

( ∣∣∣∣1 − λx−ii

∂φi

∂xi

∣∣∣∣ |xi − x∗
i | +

∑

j∈Ml,eff , j 6=i

λx−ii

∂φi

∂xjl

∣∣xjl − x∗
jl

∣∣
)

,

whereE(x) denotes the expected (mean) value ofx. Assumeλ(1 + ε)Ki < 1, whereKi, as

defined earlier, provides an upper bound on∂φi/∂xi. Then, from the independence ofx−ii andxi

for all i, we obtain (by dropping the dependence onn):

E (|Ti(x;x−ii) − x∗
i )|) ≤ (1 − λE(x−ii)K

′
i)E (|xi − x∗

i |) + λE(x−ii)K̄i

∑

j 6=i

E
(∣∣xjl − x∗

jl

∣∣) ,

whereK ′
i is a lower bound on∂φi/∂xi, andK̄i is an upper bound on∂φi/∂xj for all j 6= i.

Let us redefine the maximum norm as‖x‖ = maxi E(|xi|). Then,E (|Ti(x;x−ii) − x∗
i )|) ≤

ρ̄i ‖x − x∗‖ ∀i, whereρ̄i := 1 − λE(x−ii)(K
′
i − (Meff − 1)K̄i). Defining ρ̄ := maxi ρi, we

obtain

‖T (x;x−i) − x∗‖ ≤ ρ̄ ‖x − x∗‖ ,
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if λ(1 + ε)K̄ < 1, wherex−i := [x−i1,x−i2, . . . ,x−iM ]. Now, imposing the condition̄ρ < 1, it

readily follows that for arbitraryx ∈ X andx−ii(n) ∈ [1− ε, 1 + ε] ∀i, n, we haveT n(x;x−i) →
x∗ asn → ∞, since‖T n(x;x−i) − x∗‖ ≤ ρ̄n ‖x − x∗‖. We note that the conditionK ′

i > (Meff −
1)K̄i ∀i is equivalent to the onēρ < 1. Hence, a derivation similar to the one in the deterministic

case yields a sufficient condition forρ̄ < 1 to hold, namely

α <
1

2

√
γ̄min +

1

4
,

whereα is defined as before withxmax andxmin being upper and lower bounds on the random

variablesxi for all i.

We next show that the stochastic update scheme (5.11) converges almost surely (a.s.) [103] to

the unique NE solutionx∗, under the given conditions, by an analysis similar to the one in [52].

From the Markov inequality and using the definition of the maximum norm, we obtain

∞∑

n=1

Pr(|xi(n)| > ǫ) ≤
∞∑

n=1

E(|xi(n)|)
ǫ

≤ 1

ǫ

∞∑

n=1

‖x(n)‖ ≤ 1

ǫ

∞∑

n=1

ρ̄n ‖x(0)‖ ≤ ‖x(0)‖
ǫ(1 − ρ̄)

,

whereǫ > 0 and‖x(0)‖ are constants,Pr(A) denotes the probability of the eventA, and the

last inequality follows from the contraction property of the normed random sequence. Hence, the

increasing sequence of partial sums
∑N

n=1 Pr(|xi(n)| > ǫ) is bounded above, and converges for

everyǫ > 0. Finally, from the Borel-Cantelli lemma [104,105], it follows that

Pr(lim sup{ω : |xi(ω)| > ǫ}) = 0 ∀i,

whereω is the probabilistic variable. Thus, the stochastic updatescheme (5.11) converges a.s. to

the unique NE point of the power control game under the conditionsρ̄ < 1 andλ(1 + ε)K < 1.

Theorem 5.4 Let xi(n) (x−ii(n)) be random (random i.i.d.) sequences for alli, wherex−ii is

also independent acrossi and has the support set[1 − ε, 1 + ε], 0 < ε < 1. The random vectorx

takes values in the setX := {x ∈ R
Mx : xmin ≤ xil ≤ xmax ∀i, l}. Furthermore, letα > 0 be

defined asα := xmax/xmin. The stochastic power update algorithm

pi(n + 1) = pi(n) − λx−ii(n)
∂Ji

∂pi

∀i ∈ M,

converges almost surely to the unique NE point of the power control game,p∗, if α < 1
2

√
γ̄min + 1

4

andλ(1 + ε)K̄ < 1 whereK̄ is defined in (5.9).
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5.5 Simulations

The power control game based on outage probabilities is simulated in MATLAB for a wireless

network consisting of6 arbitrarily placed base stations and20 mobiles. The channel gain of the

ith mobile is determined by the Rayleigh fast-fading and log-normal shadowing path loss model,

given bygi = (0.1/di)
2.5 ·Y −1

σ ·fi, wheredi denotes the distance to the BS,log(Yσ) is a zero-mean

Gaussian random variable with a standard deviation ofσ = 0.1, andfi is a random variable with

Rayleigh distribution, modeling the fast-fading channel.We generate the random variablefi at

each time step andYσ every20 time steps according to their respective distributions. The distance-

based loss exponent is chosen as2.5, which corresponds to a low density urban environment [85].

Each mobile connects to a single BS, which happens to be in theclosest geographical location.

Hence, the cells in the network are irregularly shaped polygons. The system parameters are chosen

asL = 128 andσ2
l = 0.1 ∀l.
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Figure 5.1: Locations of base stations and the paths of mobiles.

The mobiles are initially distributed randomly over the network, and their movement is mod-

eled after a two-dimensional random walk with a speed of0.0001 units per update. In order to

relate the values of the simulation to real physical quantities, we assume an update frequency of1

kHz and geographical unit size of100 m. Thus, mobiles move with a speed of10 m/s or36 km/h.

We note, however, that these are arbitrarily fixed values, for illustration purposes only. Figure 5.1

depicts the locations of the BSs and the paths of all mobiles.

The class of user pricing functions which satisfy the earlier convexity assumptions is fairly
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large. The relationship between the pricing function and the performance of the system at the NE

point is in fact a very complex one, and therefore the question of finding the “optimum” pricing

function, though interesting, does not seem to be within reach. Consequently, we adopt a specific

one without any optimality consideration; namely we choosea quadratic function parametrized

by vi for the ith user as a representative pricing function in our numerical studies. Thus, the cost

function for theith user (mobile) is

Ji(x) =
1

2
vix

2
i − ui log(Pri(γi(x) ≥ γ̄i)),

where pricing and utility parameters areui = 10, vi = 1, andγ̄i = 10 (20 dB), which are chosen

to be the same for all users for comparison purposes.

We first simulate a discrete update scheme with “perfect” information where we ignore the

communication constraints between the BS and the mobiles. In order to estimate the slow varying

xi (= hipi) value of theith mobile, the BS implements a maximum likelihood estimator (MLE)

using the last20 independent identically exponentially distributed samples of the received power

level [g(1)
i pi, g

(2)
i pi, . . . , g

(20)
i pi]. Here, we consider a sufficiently high sampling frequency sothat

we can assumepi to be constant within an interval of20 samples. A straightforward derivation of

this unbiased MLE yields

hipi =

√√√√ π

4 · 20

20∑

k=1

(
g

(k)
i pi

)2

.

The output of this estimator is then filtered with a simple infinite impulse response (IIR) low pass

filter (LPF) to cancel out the effect of high frequency estimation errors and other disturbances.

Figure 5.2 depicts the instantenous and filtered estimationchannel gains from mobile1 to its BS.

Thus, given the feedback information from the BS, the mobiles update their power levels according

to

pi(n + 1) = pi(n) + λui
σ2

l γ̄i

h2
ilp

2
i (n)

+
λui

hilpi(n)

∑

j 6=i

1

1 +
hilpi(n)

hjlpj(n)γ̄i

− λvihipi(n), (5.12)

whereλ = 0.1 andn denotes the time, and mobilei is connected to thelth BS.

The power levels and SIR values of a randomly selected subsetof mobiles for the duration of

the simulation are shown in Figures 5.3 and 5.4, respectively. The average SIR values in Figure 5.4

are obtained by using the filtered channel gains of mobiles instead of instantenous ones. They are

provided in order to visualize the trends in SIR values. The minimum and maximum received

power levels of the mobiles at their respective BSs arexmin = 2.5 andxmax = 90. Hence, we

obtainα = xmax/xmin = 36. Figure 5.5 depicts the evolution of the received power levels of se-
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Figure 5.2: Instantenous and filtered channel gain from mobile one to its respective BS.
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Figure 5.3: Power levels of selected mobiles with respect totime.

136



0 100 200 300 400 500 600 700 800 900 1000
0

20

40

60

80

100

Time

S
IR

 (
dB

)

Averaged SIR Values of Selected Mobiles

0 100 200 300 400 500 600 700 800 900 1000
0

20

40

60

80

100

Time

S
IR

 (
dB

)

Instantenous SIR Value of a Selected Mobile

Figure 5.4: SIR and averaged SIR values of selected mobiles (in dB) with respect to time.
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Figure 5.5: The received power levels of selected mobiles attheir respective BSs.
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lected mobiles at their respective BSs. While these parameters satisfy Assumption 5.2, they violate

Assumption 5.4 as well as conditions of Theorem 5.2. Since the derived analytical conditions in

previous sections were only sufficient, and not necessary, it is not surprising that the power levels

still converge to the equilibrium points which slowly shiftdue to the movements of the mobiles.

In the next simulation, we change the SIR threshold value of mobiles toγ̄i = 1000 (60 dB)

and letλ = 0.01. Furthermore, we havexmin = 3 andxmax = 48, and hence,α = 16. It is easy

to see that these parameters satisfy Assumptions 5.2 and 5.4, and the conditions of Theorem 5.2.

The results in Figures 5.6 and 5.7 show convergence as expected. However, we observe that the

convergence speed in this case is slower due to the smaller step size. We conclude that although the

sufficient conditions derived analytically provide a guideline for the convergence of the algorithm,

they are by no means necessary and may be too stringent in somecases.

We next consider a more realistic information feedback scheme, where we take into account the

distortion in feedback information due to quantization andother effects. Multiplying the parameter

λ = 0.1 in the update algorithm (5.12) withx−i, which is a random variable uniformly distributed

on [0.7, 1.3], we rerun the previous simulation with this imperfect feedback algorithm. Figures 5.8

and 5.9 depict, respectively, the power levels and SIR values of selected mobiles. In accordance

with Theorems 5.2 and 5.4, the convergence characteristicsof the system are not significantly

affected.

We finally study the effect of the pricing parameterv on the overall performance of the system.

We calculate the sum of the utility values of static arbitrarily located mobiles foru = 5. Fig-

ure 5.10 displays the sum of the utility values of mobiles averaged over the fast fading process at

the NE solution. After repeating this analysis several times for various distributions of mobiles, we

conclude that there is a complex and nonlinear relationshipbetween the NE point and the pricing

parameterv, which can be interpreted as the cost on the battery usage of the user.

5.6 Conclusions

In this chapter, we have considered a power control game similar to the one in Chapter 4, with a

utility function defined as the logarithm of the probabilitythat the SIR level of the mobile is greater

than a predefined individual threshold level. Hence, we haveestablished a relationship between

the preferences of the mobiles and outage probabilities. Wehave proven that the noncooperative

power control game admits a unique Nash equilibrium for uniformly strictly convex pricing func-

tions and under some technical assumptions on the SIR threshold levels. Furthermore, we have

established the global convergence of continuous-time as well as discrete-time synchronous and

asynchronous iterative power update algorithms to the unique NE of the game under some con-
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Figure 5.6: Power levels of selected mobiles with respect totime.
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Figure 5.7: SIR and averaged SIR values of selected mobiles (in dB) with respect to time.
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Figure 5.8: Power levels of selected mobiles with respect totime under imperfect feedback infor-
mation.
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Figure 5.9: SIR and averaged SIR values of selected mobiles (in dB) with respect to time under
imperfect feedback information.
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Figure 5.10: Sum of the utility values of mobiles for different v values.

ditions. Likewise, a stochastic version of the discrete-time synchronous update scheme, which

accounts for the uncertainty due to quantization and estimation errors, has been shown to con-

verge to the unique NE point almost surely. Finally, throughextensive simulation studies we have

demonstrated the convergence and robustness properties ofpower update schemes developed.
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CHAPTER 6

A POWER CONTROL-JOINT BASE STATION
ASSIGNMENT GAME AND POWER CONTROL AS A

TEAM OPTIMIZATION PROBLEM

In this chapter we study an extension to the power control game of Chapters 4 and 5 and a for-

mulation of the power control as a team optimization problem. In the first half of the chapter,

we investigate the hybrid noncooperative game motivated bythe practical problem of joint power

control and base station (BS) assignment in code division multiple access (CDMA) wireless data

networks. Specifically, we model the integrated power control and BS assignment problem in

such a way that each mobile’s action space not only includes the transmission power level but

also the choice of the BS. The outcomes of the user actions arereflected in a specific cost struc-

ture, and each user is associated with a cost function that isparametrized by user-specific prices.

We investigate the existence and uniqueness of pure Nash equilibrium (NE) solutions of the hy-

brid game, which constitute the operating points for the underlying wireless network, numerically

using grid methods and randomized algorithms. In Section 6.3 we discuss the NE solution. Sub-

section 6.3.1 describes randomized algorithms for numerical analysis. We present our simulation

results in Section 6.4 where we investigate the existence and uniqueness properties of NE solutions

in Subsection 6.4.1, and analyze a power update and BS assignment scheme in Subsection 6.4.2.

In the second half of the chapter, we study power control in multicell CDMA wireless networks

as a team optimization problem where each mobile attains at the minimum its individual fixed

target signal to interference level and beyond that optimizes its transmission power level according

to its individual preferences. We derive conditions under which the power control problem admits

a unique feasible solution. Using a Lagrangian relaxation approach similar to [12] we obtain two

decentralized dynamic power control algorithms: primal and dual power update, and establish their

global stability utilizing both classical Lyapunov theoryand the passivity framework [57]. The

remainder of this chapter is organized as follows. We define in Section 6.5 the system problem

and its decomposition to user and network problems. In Section 6.6, we investigate a relaxation

of the system problem as well as primal and dual algorithms. In addition, system dynamics and a

passivity approach for stability and robustness are studied. Section 6.7 discusses some of the basic

principles of call admission control from the perspective of the model adopted in this paper. Lastly,

we illustrate the power control schemes introduced throughMATLAB simulations in Section 6.8.

The chapter concludes with a recap of the results in Section 6.9.
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6.1 A Joint Power Control-Base Station Assignment Game

For the joint power control and base station assignment game, the multicell CDMA wireless net-

work model we consider is similar to the ones described in Chapters 4 and 5. The system consists

of a setB := {1, . . . , N} of base stations and a setM := {1, . . . , M} of users. The number of

users on the network is limited through an admission controlscheme. Theith mobile transmits

with a nonnegative uplink power level ofpi ≤ pmax, wherepmax is an upper bound imposed by

physical limitations of the mobiles. Here, we investigate the case where mobiles are given the

freedom of choosing the BS connection in addition to determining their transmission power levels.

Hence, each mobile connects to a BS which it chooses from the set of BSs on the network,B. We

definehilpi as the instantaneous received power level from useri at thelth BS. We assume that a

mobile connects to one BS only at any given time. The quantityhil (0 < hil < 1) represents the

channel gain between theith mobile and thelth BS [85]. Ignoring fast-time scale fading (such as

Rayleigh fading) and shadowing effects in order to simplifythe analysis, we modelhil in such a

way that it depends only on the location of the mobiles with respect to the base stations. Hence,

the channel gainhil is given by

hil :=

(
0.1

dil

)2

, (6.1)

wheredil denotes the (Euclidean) distance of the mobile to the BS, andthe loss exponent is chosen

as2, which corresponds to a free space environment [85]. In addition, we assume that the location

of a mobile, which is the main factor affecting the channel gain, h, does not change significantly

over the time scale of this analysis. This assumption is justified by the fact that the power control

algorithm operates with a high frequency.

The level of service a mobile receives is described in terms of SIR. In accordance with the

interference model considered, the SIR obtained by mobilei at the base stationl is given by

γil :=
Lhilpi∑

j 6=i hjlpj + σ2
l

. (6.2)

6.2 The Hybrid Power Control Game

We consider a power control game where each user (mobile) is associated with a specific cost

function. Since a user can choose both its power level, whichis a continuous variable, and the

BS it connects, which is discrete in nature, we call this ahybrid power control game. The action

space,Si of theith user is then defined as

Si = {(b, p) : b ∈ B = {0, 1, . . . , N} , and p ∈ [0, pmax]}, (6.3)
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and the actions are denoted bysi := (bi, pi). The cost function,Ji, of useri is defined as the

difference between the utility function of the user and its pricing function,Ji = Pi − Ui. The

utility function, Ui(φ, bi), is chosen as a logarithmic function of theith user’s SIR, which we

denote byγi(φ, bi). It quantifies approximately the demand orwillingness to payof the user for a

certain level of service. The pricing function,Pi(pi), on the other hand, is imposed by the system

to limit the interference created by the mobile, and hence toimprove the system performance [49].

At the same time, it can also be interpreted as a cost on the battery usage of the user. It is a linear

function ofpi, the power level of the user. Accordingly, the cost functionof theith user is defined

as

Ji(φ, bi) = λipi − log(γi(φ, bi)), (6.4)

whereλi is a user-specific pricing constant andγi(φ, bi) is the ith mobile’s SIR level under the

given vector of power levels,φ, of all mobiles and its BS choice,bi.

In the hybrid power control game defined, theith user’s optimization problem is to minimize

its cost (6.4), given the sum of power levels of all other users as received at the base stations. Thus,

the reaction function of useri is

pi(bi, φ) = arg min
si=(bi,pi)

Ji(bi, φ). (6.5)

Furthermore, if the mobile is connected to thelth BS, i.e. bi = l, l ∈ B, then the optimal power

level is given by

pi(bi = l, φ) =





1

λi

− 1

Lhil

(∑
j 6=i hjlpj + σ2

l

)
, if

∑
j 6=i hjlpj <

λi

Lhil

− σ2
l

0, else
(6.6)

We note that, given a specific BS, the user’s optimization problem admits a unique solution (power

level), although it may be a boundary solution. The nonnegativity of the power vector (pi ≥ 0 , ∀i)

is an inherent physical constraint of the model. We refer to [52] for details on the boundary analysis

and conditions for an inner solution.

The reaction function (6.5) is the optimal response of the user to the varying parameters in

the model. It depends not only on the user-specific parameters like bi, λi, andhi but also on the

network parameter,L, and total power level received at the BSl (= bi) to which the mobile is

connected,
∑M

j=1 hjlpj. Each BS provides the user total received power level using the downlink.

We refer to [52] as well as Chapter 4 for communication constraints and effects.
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6.3 Study of the Nash Equilibrium

The NE in the context of the hybrid power control game is defined as a set of actionss∗ consisting

of the BS choiceb∗, power levelsp∗, and corresponding set of costsJ∗ of users with the property

that no user in the system can benefit by modifying its action while the other players keep theirs

fixed. Mathematically speaking, the vector of user actions,s∗ := (β∗, φ∗), is in NE whens∗i of

anyith user is the solution to the following optimization problem given the equilibrium actions of

other mobiles,s∗−i:

min
si

Ji(si, s
∗
−i). (6.7)

We have shown in [52] that once mobiles make the decision on BSconnections, the power control

game admits a unique NE under certain conditions. In the hybrid power control game defined,

however, it is not possible to establish the existence or uniqueness of NE solution analytically.

Therefore, we resort to numerical methods andrandomized algorithms[94, 95] stand out as a

useful tool for numerical analysis [38].

6.3.1 Randomized algorithms and Monte Carlo methods

We utilize randomized algorithms in order to obtain an estimate on the probabilities of existence

and uniqueness of NE solutions in the hybrid power control game. Following the approach in 3,

these probability estimates are obtained both throughrandom samplingor gridding techniques on

the parameter space. In this case, the parameter space consists of the locations of the mobiles, user-

specific parameters such asλ, and system parameters such asL andσ2. For illustrative purposes,

let us call the specific parameter (vector) we are interestedin α, while we keep all other parameters

fixed.

In the case of the random sampling method, the parameter vector α is chosen to be random

with given probability density functionfα, having support setsSα. We can take, for example,Sα

to be the hyper-rectangular set

Sα = {α : αi ∈ [α−
i , α+

i ] , i = 1, 2, . . . , M} , (6.8)

and the density functionfα to be uniform on these sets. That is, fori = 1, 2, . . . , M ,

fαi
=





1

α+
i − α−

i

if αi ∈ [α−
i , α+

i ]

0 otherwise
(6.9)

Then, we generateNα independent identically distributed (i.i.d.) vector samples from the setSα
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according to the density functionfα: α1, α2, . . . , αNα.

Another method for generating the sample points of the parameter is to utilize a gridding tech-

nique on the support setSα. In this case, the samples are generated such that they are evenly

spaced on the support set. Since this technique provides a nicely distributed sample set, one might

think that random sampling is not necessary. However, gridding techniques suffer from a signif-

icant drawback calledcurse of dimensionality. That is, as the dimension of the parameter space

increases, the number of samples required to cover the setB with a uniform grid grows exponen-

tially. Therefore, we resort to random sampling methods when the dimension of the parameter

space gets large.

Once the sample points are generated using either random sampling or gridding techniques,

we investigate the existence of NE solutions for each samplepoint or set of parameters. Towards

this end, we construct the indicator function

I(αi) :=

{
1 if the game admits a NE

0 otherwise.

The estimated probability of existence of a NE is readily given by

p̂Nα =
1

Nα

Nα∑

i=1

I(αi), (6.10)

which is equivalent to

p̂Nα =
NNE

Nα
,

whereNNE is the number of vector samples such that the hybrid game admits a NE. A separate

indicator function can be defined in a similar manner to compute the probability of having multiple

NE solutions.

In order to obtain a “reliable” probabilistic estimate it isimportant to know how many samples

Nα are needed. Let us denote the real probability of existence of a NE by pα. The Chernoff

bound [94] states that for anyǫ ∈ (0, 1) andδ ∈ (0, 1) if

Nα ≥ 1

2ǫ2
ln

(
2

δ

)
,

then, with probability greater than1 − δ, we have|p̂Nα − pα| < ǫ. Note that, this is a problem

independent explicit bound which can be computeda priori. We refer to [94,95,106] for a detailed

discussion on this issue.
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6.4 Numerical Analysis

We first investigate the existence and uniqueness of Nash equilibrium solutions of the hybrid power

control game defined in Section 6.2 numerically on the wireless network described in Section 2.2.1.

Then, we simulate a dynamic power update and BS assignment scheme for mobiles.

6.4.1 Existence and uniqueness of NE

In order to be able to visualize (some of) the results we startwith a one-dimensional (1-D) network

model where both mobiles and BSs are located along a line. Although we consider this model

only for illustrative purposes it can also be interpreted insuch a way that mobiles staying on a road

connect to BSs located at the road side. In the first simulation, we analyze two mobiles on a 1-D

network of two BSs. The system and user parameters are chosenasL = 128, σ2
1 = σ2

2 = 0.1, and

λ1 = λ2 = 0.1. The mobiles are located using a gridding method such that each sample point is

evenly spaced with a distance of0.125. The locations of the two BSs are chosen to be0.5 and1.5,

respectively. Figure 6.1(a) depicts the projected locations of the mobiles and BSs where the game

admits a unique or multiple NE. We observe that the game admits a unique NE in all cases except

from a single location where both BSs are “equidistant” in terms of SIR levels.

We repeat the analysis above with three mobiles instead of two on the same network. While

the game admits a NE in all of the4913 sample points, there are39 points with multiple NE

corresponding to a percentage of0.79%. Multiple NE solutions occur again at specific (symmetric)

locations as shown in Figure 6.1(b).
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Figure 6.1: (a) Projected locations of two mobiles on a 2BS 1-D network where the game admits
a NE. (b) Locations of 3 mobiles on a 2BS 1-D network where the game admits multiple NE.

147



60 80 100 120 140 160 180 200 220 240 260
0.78

0.8

0.82

0.84

0.86

0.88

0.9

0.92

0.94

0.96
Percentage of Multiple NE  versus L

L

P
er

ce
nt

ag
e 

of
 M

ul
tip

le
 N

E

0
1

2
3

4
5

0

1

2

3

4

5
0

0.5

1

1.5

2

2.5

3

3.5

σ2 at BS 1

Percentage of Multiple NE versus Background Noise σ2

σ2 at BS 2

P
er

ce
nt

ag
e 

of
 M

ul
tip

le
 N

E

(a) (b)

Figure 6.2: (a) Percentage of mobile locations with multiple NE solutions for different values of
L. (b) Percentage of mobile locations with multiple NE solutions for different values ofσ2

1 andσ2
2 .

We now investigate the effect of system and user parameters on the NE solutions of the hybrid

power control game. We first varyL by choosing its values from the set{64, 128, 192, 256}. For

each value ofL, 4913 location points are generated on a grid with sample distanceof 0.25. It is

observed that the game admits a NE in all instances. The percentage of samples with multiple NE,

on the other hand, are shown in Figure 6.2(a). Next, we setL = 128 and vary the background noise

at the BSs such thatσ2
1, σ2

2 ∈ {0.1, 0.5, 1, 2}. Figure 6.2(b) depicts the percentage of multiple

NE whereas there is again at least one NE solution in all cases. We finally investigate the effect

of pricing parametersλ1, λ2 while settingσ2
1 = σ2

2 = 0.1 andλ3 = 0.1. The results are shown

in Figure 6.3(a). Analyzing the individual cases of the gameadmitting multiple NE, we conclude

that a high percentage of multiple solutions is partly a result of one or more mobiles transmitting

with zero NE power due to high prices. In other words, although these cases technically consti-

tute multiple NE solutions, they do not play a significant role in practice. We refer to [52] for a

discussion on the relationship between prices and (soft) admission control.

We observe that the simulations conducted using gridding techniques yield somewhat distorted

results in terms of multiple NE solutions due to the inherentlattice structure which exhibits spe-

cific symmetry properties. Therefore, we repeat the analysis above with samples generated using

random sampling methods. The locations of the mobiles are chosen randomly with uniform dis-

tribution on the support set defined by the boundaries of the network. We repeat the first three

simulations with1000 randomly generated location points. In accordance with thediscussion

in Section 6.3.1,1000 sample points guarantee that our estimates on the percentage of the ex-

istence and uniqueness of NE solutions are accurate withinǫ = 6% with a probability of at least
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1−δ = 0.998. In other words,Probability (|p̂N − p| < 0.06) ≥ 0.998, wherep̂N andp denote the

estimated and real probabilities of the analyzed property,respectively. In all of these three simula-

tions we observe that the game admits a unique NE with100% estimated probability. Hence, the

probability of having a unique NE solution in94% of the possible configurations is at least0.998.

This clearly indicates that multiple NE solutions are obtained only at very specific symmetric con-

figurations, which coincide with the lattice structure of the gridding techniques. Figure 6.3(b), on

the other hand, shows the effect of varying pricing parametersλ1, λ2 whereλ3 = 0.1. We note an

overall decrease in the number of instances of the problem with multiple NE solutions due to the

random nature of samples.
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Figure 6.3: (a) Percentage of mobile locations with multiple NE solutions for different values of
λ1 andλ2. (b) Percentage of mobile locations with multiple NE solutions for different values of
λ1 andλ2.

Next, we consider a more realistic two-dimensional (2-D) wireless network model. The pre-

vious simulations are repeated on the 2-D network again using random sampling. We observe

that almost all of the results are comparable with the ones onthe 1-D network. Figure 6.4 depicts

the effect of pricing varying pricing parametersλ1, λ2 with λ3 = 0.1. Finally, we investigate the

existence and uniqueness of NE on a network of three BSs with four mobiles. The hybrid game

admits a unique NE solution in all instances considered corresponding to a probability estimate of

100%. A subset of1000 randomly generated location points of two of the mobiles andlocations

of the BSs are depicted in Figure 6.5(a).
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Figure 6.4: Percentage of mobile locations with multiple NEsolutions for different values ofλ1

andλ2 on a 2-D wireless network.

6.4.2 System dynamics and convergence

We simulate a joint power update and BS assignment scheme fora 2-D wireless network consisting

of four BSs and arbitrarily placed20 mobiles. The system parameters are chosen asL = 128 and

σ2
l = 0.1 ∀l. Locations of BSs and mobiles are shown in Figure 6.5(b).

In order to minimize its cost function (6.7), theith mobile chooses the BS that maximizes its

SIR level and updates its transmission power level using thealgorithm (6.6) such that

p
(n+1)
i =

1

λi

− 1

L hil

(
∑

j 6=i

hjlp
(n)
j + σ2

l )

)
,

wheren denotes the time, and BS choice of mobilei is bi = l. In addition, through a projection

operation it is ensured thatp
(n)
i > 0 ∀ i, n. Figures 6.6(a) and (b) depict the evolution of the power

and SIR levels of the mobiles. We repeat the same simulation where the mobiles connect only to

the nearest BS and update their power levels. The sums of the SIR levels achieved by the users in

both cases are compared in Figure 6.7. Clearly, the additional freedom of BS choice, and hence,

the hybrid power control game provides an improvement over “classical” noncooperative power

control.
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Figure 6.5: (a) Randomly generated locations of two mobileson a 2-D wireless network with3
BSs. (b) Locations of base stations and mobiles for dynamic simulations.
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Figure 6.6: (a) Power levels of mobiles with respect to time.(b) SIR values of mobiles (in dB)
with respect to time.
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6.5 A Team Optimization Approach to Power Control for
Multicell CDMA Wireless Networks

In this section, we consider a multicell CDMA wireless network model similar to the one

described in 6.1, where the wireless network consists of a set L := {1, . . . , K} of cells, with

the set of users in celll beingMl := {1, . . . , Ml}, l ∈ L, and the set of all users is defined as

M :=
⋃

l Ml with cardinalityM . Unlike in Section 6.1 and similar to the models in Chapters 4

and 5, however, we assume that users connect to the BS with theleast channel attenuation within

the network, where the BS with least channel attenuation corresponds to the nearest BS of a mobile.

We formulate the power control problem as one of team optimization where each mobilei

attains its individual fixed target SIR level,γ̄i, while optimizing its transmission power level and

respecting quality of service (QoS) constraints of other users. This formulation, which we refer

to as thecentralized problem, addresses two main issues while ensuring that mobiles achieve

QoS targets. First, it reduces the overall interference to neighboring cells, which is of particular

importance for frequency reuse in a multicell network. Second, it reduces the battery usage of

mobiles according to their individual preferences. Defineφ = [p1, p2, . . . , pM ] as the vector of

mobile power levels. In addition, we defineφl = [p1, . . . , pMl
] as the vector of mobile power

levels in celll ∈ L andxl = [x1l, x2l, . . . , xMl
] as the vector of received power levels at thelth

BS. We establish in this section that the centralized problem, γi(φ) = γ̄i ∀i ∈ M , admits a unique
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solution,φ∗.

One of the main objectives of this paper is to study decentralized power control schemes.

Therefore, we relax the centralized problem to a constrained team optimization problem, which

will be referred to as thesystem problemin the remainder of the paper. LetCi(pi) be theith

mobile’s individual cost function which we assume to be strictly convex and continuously dif-

ferentiable. This cost function can be defined, for example,as the difference between a convex

increasing cost on mobile’s transmission power (battery usage) and a strictly concave utility-like

function representing its willingness to increase transmission power with the aim of attaining better

QoS. Then, the system problem is

min
φ

M∑

i=1

Ci(pi) such thatγi ≥ γ̄i, 0 ≤ pi ≤ pmax ∀i ∈ M, (6.11)

whereγ̄i is ith mobile’s target SIR andpmax is defined as a finite but sufficiently large upper bound

on pi ∀i, so that the solution to (6.11) does not hitpi = pmax for any i. We note that this system

problem is more general than the one in [61], which studies the special case ofCi(pi) being strictly

increasing inpi for all i.

It is convenient to rewrite the set of conditionsγi ≥ γ̄i, i = 1, 2, . . . , M , in terms of received

power levels at each BS and in matrix form. Define theMl × M matrix

Al :=




h1l −h2l
γ̄1

L
· · · −hMllγ̄1

L−h1lγ̄2

L
h2l · · · −hMllγ̄2

L
...

. . .
...

−h1lγ̄Ml

L

−h2lγ̄Ml

L
· · · hMll




Ml×M

(6.12)

and the matrixA as the vertical concatenation of theAl, l = 1, 2, . . . , K, matrices,A :=[
AT

1 · · · AT
K

]T
, where[X]T denotes the transpose of the matrixX. Define also the vector

βl :=
[
γ̄1σ

2
l /L, . . . , γ̄Ml

σ2
l /L

]T
,

and the vectorβ := [β1, β2, . . . , βK ]T . Thus, the system problem is formulated by

min
φ

M∑

i=1

Ci(pi), such that

φ ∈ Ω := {φ ∈ R
M : Aφ ≥ β, and

0 ≤ pi ≤ pmax ∀i ∈ M}.

(6.13)
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Lemma 6.1 LetΩ be nonempty. Then, the system problem (6.13) is a strictly convex optimization

problem with a convex, compact constraint set, and hence admits a unique global minimum.

Proof. The objective function
∑M

i=1 Ci(pi) is clearly strictly convex in its arguments due to strict

convexity ofCi with respect topi for all i ∈ M. We now establish the convexity and compactness

of the constraint setΩ. Let rowi(X) denote theith row of the matrixX. First, note thatΩ is

bounded by definition due to0 ≤ φ ≤ pmax. In addition, it is closed since it consists of intersec-

tion of half-spaces,rowi(Al) φ ≥ bil ∀i = 1, 2, . . . , Ml, ∀l ∈ L, which include their respective

separating hyperplanes, and the closed set0 ≤ φ ≤ pmax. Thus, the constraint set of the problem,

Ω, is compact. Finally, following a similar argument it is easy to see that it is also convex, being

the intersection of convex sets. 2

We next derive a set of necessary and sufficient conditions under whichΩ is nonempty and

thus there exists a feasible solution to the system problem (6.13).

Lemma 6.2 Let

ηl :=
∑

j∈Ml

γ̄j

L + γ̄j
. (6.14)

If ηl < 1 ∀l ∈ L, then withpmax picked sufficiently large,Ω is nonempty. In particular, everypl

satisfyingAlpl ≥ bl also satisfiespl ≥ 0. If ηl ≥ 1 for somel ∈ L, thenΩ is empty.

Proof. We first rewriteAlpl ≥ bl asÃlxl ≥ bl, wherexil := hilpil, and

Ãl =




1 − γ̄1

L
· · · − γ̄1

L

− γ̄2

L
1 · · · − γ̄2

L
...

. . .
...

− γ̄l

L
− γ̄l

L
· · · 1




=




1 + γ̄1

L
0 · · · 0

0 1 + γ̄2

L

. . .
...

...
. . . . . . 0

0 · · · 0 1 + γ̄l

L



−




γ̄1

L
γ̄1

L
· · · γ̄1

L
γ̄2

L
γ̄2

L
· · · γ̄2

L
...

. . .
...

γ̄l

L
γ̄l

L
· · · γ̄l

L



.

Next, dividing theith row of this matrix by1 + γ̄i

L
for eachi = 1, · · · , l, we note thatÃlxl ≥ bl is

equivalent to

Âlxl ≥ b̂l (6.15)
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whereb̂il := bil/(1 + γ̄i

L
) and

Âl := I −




γ̄1

L+γ̄1

γ̄1

L + γ̄1
· · · γ̄1

L + γ̄1
γ̄2

L + γ̄2

γ̄2

L + γ̄2
· · · γ̄2

L + γ̄2
...

. . .
...

γ̄l

L + γ̄l

γ̄l

L + γ̄l

· · · γ̄l

L + γ̄l




︸ ︷︷ ︸
=: Tl

. (6.16)

To show thatΩ is nonempty whenηl < 1, we note that the nonnegative matrixTl defined above has

eigenvalues{0, · · · , 0, ηl}, and thus, spectral radiusηl. This means that, ifηl < 1, thenÂl = I−Tl

is a nonsingularM-Matrix as defined in [107, Chapter 6]. It follows from characterization (N39)

in [107, Chapter 6] of nonsingular M-matrices thatÂlxl ≥ b̂l ≥ 0 impliesxl ≥ 0. This proves that

everypl satisfyingAlpl ≥ bl also satisfiespl ≥ 0, and thus,Ω is nonempty.

To prove that ifηl ≥ 1 thenΩ is empty, we proceed with a contradiction argument. Suppose,

to the contrary, thatΩ is nonempty; that is, there existsxl ≥ 0 such thatÂlxl ≥ b̂l. Because

each entry of̂bl is strictly positive (̂bl >> 0 in the notation of [107]) this means thatxl > 0 and

Âlxl >> 0. From characterization (I28) in [107, Chapter 6], this leads to the conclusion thatÂl is a

nonsingular M-matrix, which contradictsηl ≥ 1. 2

We now combine the results of Lemmas 6.1 and 6.2 in the following theorem.

Theorem 6.1 Let ∑

j∈Ml

γ̄j

L + γ̄j

< 1 ∀l ∈ L. (6.17)

Then, withpmax picked sufficiently large,Ω is nonempty, and there exists a unique positive solution,

φ∗, to the system problem (6.13), which has the property thatp∗i < pmax ∀i.

The condition in Theorem 6.1 provides an upper bound on the achievable target SIR levels as

well as for the number of mobiles in a given cell, and hence, provides a soft capacity constraint for

the underlying CDMA system. Consequently, we will utilize condition (6.17) as a guideline for

the admission control scheme based on soft constraints in Section 6.7.

6.5.1 User and network problems

We have already established that there exists an optimal solution φ∗ to (6.13) under the condi-

tions (6.17), the cost functions are strictly convex, and the constraints are linear. Then, it readily
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follows [81, p. 310] that there exist Lagrange multiplier vectorsλ, ν, andx−i, such thatφ∗ mini-

mizes the following Lagrangian function overR
M :

L(φ, λ, ν,x−i) =
∑

i∈M

Ci(pi) − λT (Aφ − β) + νT φ + x−i
T (φ − pmax), (6.18)

and sinceL is differentiable,

∇φL(φ∗, λ, ν,x−i) = 0. (6.19)

Furthermore, sincepmax was taken to be sufficiently large, and any feasible solutionis positive

under (6.17), bothν andx−i are zero. Moreover, the Lagrange multiplierλ is unique, since the

matrixA is full rank (and in fact invertible).

Let us introduce the vectorq := ATλ. SinceλTAφ = φTAT λ = φTq, the Lagrangian

in (6.18) can be rewritten asL(φ, λ, ν,x−i) =
∑

i∈M [Ci(pi) − qipi] + λT β. Then, (6.19) is equiv-

alent to
∂L(φ∗, λ)

∂pi
=

dCi(pi)

dpi
− qi = 0, i = 1, 2, . . . , M.

A noteworthy fact is that the set of constraintsAφ ≥ β ensure positivity ofφ∗, which follows

directly from Theorem 6.1.

Remark 6.1 We note that if the functionCi(pi) is chosen to be strictly increasing for alli, then the

solution of the system problemφ∗ simultaneously solves the centralized problem,γi(φ
∗) = γ̄i ∀i ∈

M , under (6.17), and is given by

p∗i =
σ2

l +
∑

k/∈Ml
hklp

∗
k

hil

(
1 + L/γ̄i

) [
1 −∑j∈Ml

γ̄j/(L + γ̄j)
] ∀i ∈ M,

wherel denotes the BS to whichith mobile is connected.

Having thus established the existence of a centralized solution to the system problem (6.13),

our goal is now to find a decentralized power control algorithm that solves the system problem.

As the first step in this direction, we decompose the system problem into aUseri problem for

theith user and aNetworkproblem by definingri := piqi ∀i, whereqi = rowi(AT)λ andλ is the

Lagrangian multiplier vector in (6.18). Following the approach in [12] in the context of congestion

control, we define
Useri : minri

Ci(ri/qi) − ri, ri ≥ 0, and

Network : minφ

∑
i∈M −ri log(pi), φ ∈ Ω.

(6.20)

Mobile i solves its own convexUseri problem to obtainr∗i = qi (C
′
i)

−1(qi). The Lagrangian for

the network problem (which is another convex optimization problem onΩ) is given byL̃(φ, µ) =
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∑
i∈M −ri log(pi) + µT (Aφ − β). Using the same reasoning as in the system problem

∂L̃(φ∗, µ)/∂pi = 0, ∀i, which in turn leads toq = AT µ. Using the full rank property ofA, it

follows from the definition ofq thatµ = λ. From [12] and Theorem 2 in [11] it is known that there

always exist vectorsφ, r, andq satisfyingpi = ri/qi ∀i, such thatri solves the Useri andφ solves

the Network problems. Thus, the vectorφ is the unique solution of the original system problem.

6.6 A Relaxation of the System Problem and System
Dynamics

Although the user and the network problems (6.20) are tractable, it would be difficult to im-

plement a solution in any centralized manner [12]. Furthermore, there is the need to devise a

decentralized power control scheme which will operate under various communication constraints

limiting the flow of control information between the mobilesand the BSs. In order to circumvent

these difficulties we consider a relaxation of the system problem (6.13) by defining appropriate

penalty functions. Then, we study two distributed algorithms (primal and dual) and show that they

converge to the unique solution of the relaxed system problem, which is arbitrarily close to the

solution of the original problem.

Let us define the penalty or barrier function,ρi, corresponding to the constraintrowi(A)φ ≥ βi

as

ρi(x−i) := f(βi − x−ii), (6.21)

where the scalar functionf(θ) is nondecreasing and continuous in its argumentθ, and attains the

value0 if θ < 0. We note that an alternative penalty functionρ̃i can be defined in terms of SIR

levelsρ̃i(φ) := f(γ̄i − γi(φ)). The objective function based on penalty functionsρi ∀i ∈ M is

defined as

V (φ) :=
∑

i∈M
Ci(pi) −

∫ rowi(A)φ

bi

ρi(x−i)dx−i. (6.22)

It is straightforward to show thatV (φ) is strictly convex inpi for all i. We next define the relaxed

system problem

min
φ>0

V (φ). (6.23)

By an appropriate choice of penalty functions, the unique solution of (6.23) approximates the so-

lution of the system problem (6.13) arbitrarily close, which is strictly positive under the conditions

of Theorem 6.1. For example, let the functionf(θ) in (6.21) be defined asf(θ) := [θ + ε]+/ε2,

where the function[x]+ mapsx to zero ifx < 0. Then, asε → 0, the relaxed system problem
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approximates the solution of the system problem arbitrarily close [12]. For details on a similar

relaxation of the system problem in a different context we refer to [9].

6.6.1 The primal power update algorithm

We define the primal power update algorithm as

ṗi =
dpi

dt
= κi

(
−∂Ci(pi)

∂pi
+ qi

)
, i = 1, 2, . . . , M and

q(φ) = ATρ(Aφ),

(6.24)

whereρi is defined in (6.21),κi > 0 is the user-specific step-size constant, andρ(Aφ) is defined as

ρ(Aφ) := [ρ1(row1(A)φ), ρ2(row2(A)φ), . . . , ρM(rowM(A)φ)]. The primal power update algo-

rithm enables us to implement a distributed power update scheme. Here, mobiles vary their power

levels as described bẏp in (6.24) while the BS calculates the vectorq from the received power

levels and mobile preferences and feeds this information back to the mobiles. Other distributed

schemes and further analysis on the communication constraints can be found in [56]. We present

here a stability result for the primal algorithm.

Theorem 6.2 The primal power update algorithm (6.24) admits a unique equilibrium φ∗ that

solves the relaxed system problem (6.23). Furthermore, it is globally asymptotically stable.

Proof. It is straightforward to see that the unique equilibrium point of the set of differential equa-

tions (6.24) corresponds to the unique minimum of the convexfunction (6.22):

∂V (φ)

∂pi
=

∂Ci(pi)

∂pi
− qi(φ) = 0

⇒ p∗i = (C ′
i)

−1(qi(φ
∗)).

Hence, the primal algorithm solves the relaxed system problem. Note by definition ofρi that

lim
pi→∞

∑

i∈M

∫ rowi(A)φ

bi

ρi(x−i)dx−i → ∞, ∀i ∈ M,

and hence,

lim
pi→∞

V (φ) → ∞, ∀i ∈ M.

158



Therefore, the functionV (φ) is strictly convex by Lemma 3.2 in [9] and constitutes a Lyapunov

function for system (6.24), which yields, for allφ 6= φ∗,

V̇ (φ) =
∂V (φ)

∂t
=

M∑

i=1

∂V (φ)

∂pi

· ṗi = −
M∑

i=1

(
∂Ci(pi)

∂pi

− qi(φ)

)2

< 0.

Thus, the primal power update algorithm (6.24) is globally asymptotically stable. For an analysis

parallel to this, we refer to Theorem 3.4 in [9]. 2

Figure 6.8: The primal update algorithm is represented in terms of a forward and a feedback blocks
within the passivity framework.

6.6.2 A passivity approach to system stability and robustness

We next utilize a passivity approach to analyze stability and robustness of the primal power update

algorithm. Let us study the system (6.24) by decomposing it into forward and feedback blocks as

depicted in Figure 6.8, wherey := A φ. In this representation, the forward block corresponds to

the mobiles and the feedback path corresponds to the base station algorithm in (6.24). We then

have the following result:

Theorem 6.3 Consider the feedback system (6.24) represented as in Figure 6.8. The forward

system from(q − q∗) to ṗ, and the return system froṁy to (q − q∗) are both passive. Thus, the

system is globally asymptotically stable.
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Proof. For the forward system, we let

V1 (p − p∗) =
∑

i

((Ci (pi) − Ci (p
∗
i )) − q∗i (pi − p∗i ))

whereV1 (0) = 0. The derivative of each component ofV1 with respect topi is

∂V1

∂pi

=
dCi (pi)

dpi

− q∗i

which, when set to zero, has the unique solution atp = p∗. Because the second derivative is

∂2V1

∂p2
i

= C ′′
1 (p1) > 0,

we conclude thatV1 is a positive definite function.

Next, we note that the derivative ofV1 is

V̇1 =
∑
i

(
dCi (pi)

dpi
− q∗i

)
ṗi

=
∑
i

(
dCi (pi)

dpi
− qi

)
ṗi + (qi − q∗i ) ṗi

=
∑
i

(
dCi (pi)

dpi

− qi

)
K

(
−dCi (pi)

dpi

+ qi

)+

pi

+ (qi − q∗i ) ṗi.

(6.25)

Because the first term is negative definite, as can be shown from the uniqueness of the equilibrium

p∗ and the discussion in Appendix C in [57], the forward system from (q − q∗) to ṗ is passive.

Now consider the return system, and let

V2 (y − y∗) =
∑

i

−
∫ yi

y∗

i

(f (x−ii) − f (y∗
i )) dx−ii (6.26)

whereV2 (0) = 0, ∇V2 (0) = − (f (y) − f (y∗))|y=y∗ = 0, and∇2V2 = −f ′ (y) ≥ 0, soV2 is a

non-negative definite function. This return system fromẏ to (q − q∗) is passive since

V̇2 = − (f (y) − f (y∗)) ẏ = − (ρ − ρ∗) ẏ. (6.27)

We can now useV = V1 + V2 as a Lyapunov function and obtain

V̇ ≤
∑

i

(
dCi (pi)

dpi
− qi

)
K

(
−dCi (pi)

dpi
+ qi

)
.

The right-hand side is negative definite, as can be shown fromthe uniqueness of equilibriump∗

and the discussion in Appendix C in [57]. We thus conclude that p∗ is globally asymptotically
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stable. 2

The passivity framework enables robustness to be directly analyzed in the nonlinear system

context. First, consider the disturbancesd1 andd2 as shown in Figure 6.8. Using the storage

functions from Theorems 1 and 2 in [108], theLp stability (i.e., if d1 and d2 are Lp signals,
(∫∞

0
|di|p dt

)1/p < ∞, then all internal signals within the loop are alsoLp, p ∈ [1,∞]) and

robustness with respect to delays (A andAT in Figure 6.8 replaced by delay operators) can be

achieved in a similar way as in [108]. Also without losing passivity from (q − q∗) to ṗ in (6.25)

andẏ to (q − q∗) in (6.27), generalized primal algorithms can be designed and projection functions

can be handled as in [57].

6.6.3 The dual power update algorithm

We now study the associated dual problem (6.18), given by

max
µ≥0

∑

i∈M
Ci

(
(C ′

i)
−1(qi(µ))

)
− qi(µ) · (C ′

i)
−1(qi(µ)) + µT β, (6.28)

whereqi is defined asqi := rowi(AT)µ. The dual power update algorithm is:

µ̇i = κi(bi − rowi(A)φ(µ)), qi(µ) := rowi(AT)µ,

pi = (C ′
i)

−1(qi(µ)), i = 1, 2, . . . , M .
(6.29)

The dual algorithm presented here is similar to the one in [9,Chapter 3] and is a special case of

the dual algorithm originally presented in [11, 12]. In addition, it can be interpreted as a gradi-

ent descent algorithm to solve the dual problem (6.29). The next theorem is the counterpart of

Theorem 6.2 and states the corresponding results for the dual algorithm.

Theorem 6.4 The dual power update algorithm (6.29) admits a unique equilibrium that solves the

dual system problem. Furthermore, it is globally asymptotically stable.

Proof. It is straightforward to see that the unique equilibrium of the dual algorithm (6.29) coincides

with the one of (6.28). In addition, the matrixA is full rank under the condition (6.17), and hence,

givenq there exists a uniqueµ such thatµ = (AT )−1q. The rest of the proof follows directly from

the one of Theorem 3.5 in [9]. For the analysis of stability and robustness of the algorithm within

the passivity framework, we refer to [108]. 2
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The dual algorithm can also be implemented as a distributed power control scheme. As in the

case of the primal algorithm, the BS to which the mobilei is connected provides the termqi, and

the mobile determines its power level in accordance with (6.29). Hence, the algorithm (6.29) can

be rewritten as
BS : µ̇i = κi(bi − rowi(A)φ(µ)),

qi(µ) := rowi(AT)µ, i = 1, 2, . . . , M ,

Mobile : pi = (C ′
i)

−1(qi(µ)), i = 1, 2, . . . , M ,

(6.30)

It is possible to interpret the implementation of the dual algorithm in (6.30) from an economic

perspective. As in [12], one can consider the termsqi as prices to be paid by the mobiles for

creating interference to other mobiles, and hence utilizing network resources. On the other hand,

the dual network problem (6.28) can be interpreted as one of revenue maximization from the

perspective of the network operator.

Remark 6.2 In a multicell network, each BS provides feedback to (regulates) only the mobiles

within its own cell and implements the relevant portion of the algorithm described in (6.30). Like-

wise, the mobiles determine their power levels by taking only the feedback from their own BSs

into account. Nevertheless, our interference model takes extracell interference from all of the cells

in the network into account in calculating the SIR levels of the mobiles. We will further investi-

gate information flow between the BSs in Section 6.8 and present two schemes to implement the

algorithms presented.

6.7 Principles for Call Admission Control

The capacity of CDMA systems is interference limited. In a CDMA system, the performance

for each mobile increases (decreases) as the number of mobiles decreases (increases) [85]. In

addition, the requested SIR threshold levels of mobiles, and hence their equilibrium power levels,

significantly affect the capacity of a system which utilizesthe power control schemes described in

this paper. Therefore, a call admission control (CAC) scheme should take into account both the

number of mobiles and their target SIR levels. We briefly discuss here some of the main issues for

developing CAC schemes in systems implementing primal and dual power update algorithms.

We consider a local CAC scheme where each BS (cell) makes its call admission decisions

individually according to a local criterion. In our case, a natural criterion is the set of sufficient

conditions (6.17) for the existence of a solution to the system problem. Letδl denote the spare

capacity in celll for the incoming (handoff) mobiles from neighboring cells.Since interrupting

an ongoing transmission is much less desirable than not admitting a call in the first place, opti-
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mization of this value is important. Define the minimum SIR level for transmission asγmin. Then,

from (6.17) and givenδl the maximum number of incoming (handoff) mobiles from neighboring

cells, which the BSl can handle, isNhandoff = ⌊δl (1 + L/γmin)⌋, where⌊·⌋ denotes the floor

function. On the other hand, a new call requesting an SIR threshold ofγ̄new is admitted to celll if

the following feasibility condition is satisfied:

γ̄new <
L

1 − δl −
∑

j∈Ml
γ̄j/(L + γ̄j)

. (6.31)

We note that call-blocking probability for new calls (sessions) is inversely proportional to1 −
δl−

∑
j∈Ml

γ̄j/(L+ γ̄j) in cell l. Similarly, call interruption probability is inversely proportional to

the valuesδl, l = 1, 2, . . . , K. All of these parameters play a significant role in designing the CAC

schemes which may be posed as an optimization problem. The allocation of network resources to

mobiles starting a new session and determining pricing schemes for the allocation are additional

optimization issues.

6.8 Simulations

We simulate the primal and dual power update schemes in MATLAB. The wireless network is

similar to the one in [56] and consists of4 base stations and10 mobiles. We consider for clarity

of presentation a simple channel fading model based on large-scale path loss. Hence, the channel

gain of theith mobile is determined byhi = (0.1/di)
2 wheredi denotes the distance to the BS, and

the path loss exponent is chosen as2 corresponding to open air path loss. The system parameters

are chosen asL = 64 andσ2
l = 0.1 for all cells. The mobiles are distributed randomly over

the network. Figure 6.9 depicts the locations of the BSs and the mobiles. In order to calculate

theq vector for both the primal and the dual algorithms, each BS has to communicate with other

BSs the value of theA matrix andµ or ρ vectors. Clearly, this “full information” case brings an

additional communication overhead to the system. In order to circumvent this problem we propose

a “low-overhead information” scheme whereq is calculated at each BS using only theAl matrix

and the vectorµ (or ρ) which contains only information on mobiles connected to that BS. Using

this “approximate” information is justified due to the fact that the channel gain between the BS and

other mobiles is much smaller. Hence, the remaining terms which require information exchange

with neighboring BSs can be ignored in calculating theq values for mobiles in the BS. We note

that better approximations can be achieved if a BS communicates with its immediate neighbors

and ignores more distant ones.

We first simulate theprimal power updatealgorithm (6.24) in the full information case. The
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Figure 6.9: Locations of base stations and mobiles.

penalty function (6.21) for mobilei is chosen to beρi = 1000(bi − (Aφ)i)
4 if bi > (Aφ)i and

zero otherwise.The fixed step-size of the update algorithm isκi = 0.2. The cost function of theith

mobile is the difference between its cost on battery usage (which is quadratic and proportional to

the channel gain of the mobile, since distant mobiles (to theBS) need higher transmission powers)

and a logarithmic function of its transmission power level:Ci(pi) = 5 · 10−3hip
2
i − 10−4 log(pi).

We arbitrarily define the target SIR levels of half of the mobiles as10 dB and of the other half as

7 dB. The power levels and SIR values of mobiles for the duration of the simulation are shown

in Figures 6.10(a) and 6.10(b), respectively. We observe that the power levels converge to their

respective equilibrium points and the SIR values are slightly higher than the target values. This

is due to the logarithmic terms in the cost functions of the mobiles representing the willingness

to achieve higher than target SIR levels by increasing the transmission power as long as all users

reach their target SIR levels. Note that, if these additional terms are not part of the cost functions

as it is the case in [61], then we observe that the final SIR values of mobiles are very close to their

respective target levels.

Next, we simulate thedual power updatealgorithm (6.29) using both the full and low-overhead

information schemes. Here, the cost function on theith mobile’s battery usage is given byCi(pi) =

hip
2
i − log(pi). Figures 6.11(a) and (b) depict the power and SIR values of mobiles for the full

information case. We observe that the power levels here converge faster than the ones in the

primal algorithm. The difference in the equilibrium power levels of dual and primal algorithms

is due to the difference in the cost parameter. Finally, the dual algorithm is simulated using the

low-overhead information scheme. From Figures 6.12(a) and6.12(b) we conclude that the results

are similar to those in the full information case.
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Figure 6.10: (a) Power levels of mobiles with respect to time. (b) SIR values of mobiles (in dB)
with respect to time.
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Figure 6.11: (a) Power levels of mobiles with respect to time(full information). (b) SIR values of
mobiles (in dB) with respect to time (full information).
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Figure 6.12: (a) Power levels of mobiles with respect to time(approximate information). (b) SIR
values of mobiles (in dB) with respect to time (approximate information).

6.9 Conclusions

In the first half of this chapter, we have studied a hybrid noncooperative game motivated by the

practical problem of joint power control and BS assignment in CDMA wireless data networks, and

have extended the noncooperative game theoretic approach presented in previous chapters. We

have investigated the existence and uniqueness of pure NE solutions numerically using random-

ized algorithms, where we have utilized both gridding techniques and random sampling. We have

also simulated a dynamic BS assignment and power update scheme. Simulation results show that

the power levels and SIR values of the users converge to theirrespective equilibrium points. Fur-

thermore, the hybrid power control game has a distinct advantage over “classical” noncooperative

power control algorithms in terms aggregate SIR levels obtained by all users (for most parameter

values and configurations). A possible extension of the results in this section would involve ana-

lytical and further numerical investigation of NE properties as well as convergence characteristics

of the joint power update and BS assignment scheme.

In the second half of the chapter, we have defined power control in multicell CDMA wire-

less networks as a team optimization problem, which admits aunique optimum solution under

certain conditions. Using a Lagrangian relaxation approach similar to [11, 12] we have obtained

two decentralized dynamic power control algorithms: primal and dual power update, and have

established their global stability utilizing both classical Lyapunov theory and the passivity frame-

work [57]. Furthermore, we have discussed briefly some of thebasic principles of call admission

control from the perspective of this paper. Finally, the power control schemes proposed are imple-

mented and studied numerically through MATLAB simulations.
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CHAPTER 7

A GAME THEORETIC APPROACH TO DECISION AND
ANALYSIS IN NETWORK INTRUSION DETECTION

In this chapter we investigate the basic decision and analysis processes involved in information

security and intrusion detection, as well as possible usageof game theory for developing a formal

decision and control framework. We develop a generic model for distributed IDSs by defining a

network of sensors, and propose two simple, flexible, and easy-to-implement schemes utilizing

both cooperative and noncooperative game theoretic concepts [1, 78]. In Section 7.1, common

trade-offs in information security, attack detection techniques, and application of game theory to

intrusion detection are investigated. We introduce a game theoretic framework for distributed IDSs

and two schemes making use of game theoretic concepts in Section 7.2, which is followed by the

concluding remarks of Section 7.5.

7.1 Decision and Analysis Process in an Intrusion Detection
System

Intrusion detection includes monitoring, analysis, and response processes of intrusion events oc-

curring in a networked system. Intrusions can be described as the compromise of the confidential-

ity, integrity, and availability of the system [67]. Detection and analysis of intrusions is followed

by the response, which can vary from a simple alarm to alert the administrator to automatic recon-

figuration of the system to prevent further damage. The analysis, detection, and response actions

in an IDS can be investigated as a decision and control paradigm. Game theory provides a suit-

able framework and the much needed formal decision and control mechanisms for modeling and

development of these processes. In addition, a related topic of interest is the organization and rep-

resentation of IDS data (e.g. attack signatures, detectionrules, preferences of the network owner,

etc.), which plays a crucial role in the operation of an IDS.
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7.1.1 Trade-offs in network security

There are several common trade-offs in designing a securitysystem whether it is a simple me-

chanical door-lock protecting a house or a large-scale distributed IDS. A basic trade-off is the one

between security risk and ease of access: The more a system isprotected by security mechanisms

the more difficult it becomes to access it, hence less convenient, and vice versa. A simple real-life

example is keeping a frequently used door locked against intruders versus leaving it unlocked as a

security hole. Similarly, in the context of computer networks, users want to access data easily and

instantly while expecting the sensitive data to be protected from unauthorized access. Obviously,

achieving the latter requires sacrificing some of the convenience of the former by deploying and

maintaining authentication and security mechanisms between the user and the sensitive data. A re-

lated trade-off is the overhead caused by the IDS or by other security systems like firewalls to the

networked system. Deploying intrusion-detection mechanisms like packet filters, log analyzers,

etc. have a cost in terms of system resources (bandwidth, memory, CPU time). Figure 7.1 depicts

these trade-offs in graphic form.
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Figure 7.1: A visualization of basic trade-offs in network security.

A basic performance criterion for any intrusion detection system is the false alarm rate. There

exists a trade-off between the reduction in the false alarm rate by decreasing the system sensi-

tivity and the increase in the rate of undetected intrusions(see Figure 7.1). Clearly, on either

extreme the IDS becomes totally ineffective. Therefore, the IDS should satisfy some upper and

lower bounds on false alarm rate and undetected intrusions according to the specifications of the

deployed network. Finally, in distributed IDSs with software agents there exists the question of

how autonomous the agents should be. The robustness of a completely decentralized decision pro-

cess has to be weighed against the communication overhead between the agents and the processing

overhead of individual agent programs.

All these trade-offs, among others, have to be taken into account in the design and deployment

of an IDS. Furthermore, the decision and analysis mechanisms of the IDS should be scalable and

flexible enough to allow configuration for the specific network at hand.
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7.1.2 Detection of security attacks

Several different approaches have been proposed for detecting intrusions. A currently widely used

method is to check monitored events (packets in the network,log files, etc.) against a known list

of security attack (exploit) signatures. This approach hasthe advantage of enjoying a relatively

small false alarm rate and ease of implementation. The disadvantages are the need to maintain

and update the attack signature database, and the restriction to detection of only the known attacks

documented in the database. Recent studies [68, 109] have proposed attack trees and profiles

as a means to characterize network security attacks in a structured and reusable form. These

information structures are also useful in detecting more organized multistep attacks.

An alternative approach is theanomaly detection, where changes in the patterns of nominal

usage or behavior of the system are detected [71]. Although this approach increases the proba-

bility of detecting undocumented new attacks it is difficultto implement, and has often a higher

false alarm rate. Among various schemes proposed for anomaly detection are the ones mimicking

immune-systems, which have recently been a topic of interest [110,111].

In either approaches, IDS relies on an established information base to detect attacks or distin-

guish anomalies, which may be security breaches. Therefore, successful design, operation, and

maintenance of a database containing attack signature dataand nominal operating characteristics

of the networked system is crucial for an efficient operationof the IDS.

7.1.3 Application of game theory to intrusion detection

Each of the basic network trade-offs mentioned in the Sections 7.1.1 can be posed as resource-

allocation problems. It is difficult, however, to quantify and solve these problems using classical

optimization methods. Another issue is the interpretationof the incoming data from various de-

tection mechanisms in the network. A significant shortcoming of the current IDSs is the lack of a

unifying mathematical framework to put the pieces into a perspective. Game theory can provide

a basis for development of formal decision and control mechanisms for intrusion detection as de-

picted in Figure 7.2. Specifically, game theoretic models can be used to address issues like the

following:

• Interpreting and efficiently using huge amounts of input data from various detection mecha-

nisms containing a significant percentage of false alarms.

• Modeling and estimating the real intent and the target of an attacker in a large system by

using additional information like context, history, etc.

• Reconfiguring the security system given the severity of attacks and making decisions on
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trade-offs like increasing security versus increasing system overhead or decreasing effi-

ciency.

• Deciding on where to allocate or reallocate limited resources in real time to detect significant

threats to vital subsystems in a large networked system.

• Analyzing of and modeling the interaction between different types of detection schemes.

• Modeling, developing, and analyzing distributed decisionand control schemes using au-

tonomous software agents.

GAME THEORY

2−Person vs. N−person

Cooperative vs.
Noncooperative
Finite vs. Infinite
Min−max strategy

Zero−sum vs. Nonzero−sum

Intrusion/Anomaly
Detection

Networks
Neural

Recognition
Pattern Signature

Matching
Other
Methods

SENSORS for  

ANALYSIS
DECISION

RESPONSE

System
Intrusion Detection

Figure 7.2: The role of game theory in intrusion detection.

Min-max optimization, dynamic noncooperative games, and cooperative games are applicable

to resource allocation and risk management problems mentioned above. Furthermore,N-player

(non)cooperative game theory can also be used to model, develop, and organize software agents as

a scalable, distributed decision and control system for intrusion detection.

7.2 A Game Theoretic Framework

We construct two game theoretic schemes to address some of the issues in Section 7.1. While

the foremost goal of the first scheme is simplicity and ease-of-implementation, the second scheme

models and analyzes attacker and IDS behavior within a two-person, non-zero-sum, noncoop-

erative game framework. We also note that both schemes are flexible and can be implemented

regardless of the underlying architecture.
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7.2.1 The model

We consider a distributed IDS with a network of sensors,S := {s1, s2, . . . , smax}, which we call

as avirtual sensor networkin order to distinguish it from physical sensor networks.1 A virtual

sensor is defined as an autonomous software agent that monitors the system and collects data

for detection purposes [112]. These sensors report possible intrusions or anomalies occurring

in a subsystem of a large network using a specific technique like signature comparison, pattern

detection, statistical analysis, etc. The system monitored by the IDS can be represented as a

set of subsystems,T = {t1, t2, . . . , tmax}, which may be targeted by an attacker. We note that

these subsystems could be actual computer programs or partsof the network, as well as abstract

processes distributed over multiple hosts. DefineI = {I1, I2, . . . , Imax} as the set of documented

threats and detectable anomalies, which may indicate a possible intrusion, as well as various types

of possible attacks. Let us associate in this context the generic term “attack” with two specific

attributes: target subsystemt ∈ T and threat or anomaly typeI ∈ I. We hence define the set of

attacksA = {a1, a2, . . . , atmax×Imax} as the cross-product of the setsI andT , A := T × I.

Next, let the linear mappingDA : S → A describe the relationship between the sensors and

attacks through the system matrix

Di,j =





1, if sensorj is able to detect attacki

0, if sensorj is not able to detect attacki
, (7.1)

wherei ∈ A andj ∈ S. Finally, it is straightforward to associate real values with the output of

sensors and construct a real-valued sensor output vectord := [d1, d2, . . . , dmax]. Thus, we obtain

a quantitative threat value for each attack inA: a = D · d, wherea := [a1, a2, . . . , atmax×Imax ] is

a real-valued attack vector. Notice that, due to the limitations of the sensor grid, the attack vector

can reflect only an imperfect and partial profile of a real attack.

Finally, we define the system matrixA describing the relationship between the sensor output

vector and subsystems as

Ai,j =





1, if sensor j monitors subsystem i

0, if sensor j does not monitor subsystem i
,

wherei ∈ T andj ∈ S.

1We will drop the adjectivevirtual in the rest of the study to simplify the terminology. For further information on
“virtual” sensors we refer to [112].
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7.2.2 The security warning system for distributed IDS

A large number of false-alarms is a considerable problem in the world of IDS deployment [68],

which can be overwhelming for system administrators. It also increases the difficulty in managing

an IDS significantly. There is no immediate solution to the false-alarm problem at the sensor level.

Hence, a new approach is needed for interpreting sensor data. We devise an easy-to-implement

yet flexible scheme using intrusion warning levels. The security warning system enables IDS to

operate in different modes at each security level, and to switch automatically between the differ-

ent levels. In addition, it provides the administrator an intuitive overview of the current security

situation in the network.

We make use of the model introduced in Section 7.2.1. Definef : I ∪ {0} ⇒ R
+ ∪ {0}

as a one-to-one function assigning a positive real number toeach element ofI andf(0) = 0.

Hence, each documented intrusion signature and anomaly is associated with a so-called “security

risk value” quantified with a positive real numberf(I). The functionf can also be defined in such

a way that it assigns security risk values to function classes F instead of individual elements of

I. The security warning system is based on the concept ofsecurity level, L. We defineL security

levels,{l1, . . . , lL}, with 0 < m1 < m2 < . . . < mL being the corresponding threshold values.

Given the sensor output vectord, the security level,L, of the IDS is equal tol if the sum of the

security risk values of detected intrusions falls in the interval[ml, ml+1]:

L =





l1, if
∑N

i=1 f(di) < m1

lj , if mj−1 ≤
∑N

i=1 f(di) < mj

lL, if
∑N

i=1 f(di) ≥ mL.

Thresholds and security risk values can be assigned and fine tuned according to previous expe-

rience and specifications of the network. It is also possibleto use learning-based techniques to

obtain these values if there is a sufficient amount of prior data on the specific system.

Cooperative game theory provides a suitable framework for the design and analysis of the

proposed security warning scheme. The sensor outputd can be modeled as anN-person game

with N := {1, 2, . . . , N} being the set ofplayers, and each subsetD ⊂ N , wheredi 6= 0 ∀i ∈ D
is called acoalition [78, p. 213]. Thus, each such subset ofN (coalition) represents an observed

threat pattern. The aggregate value of the coalition is defined as the sum of the security risk values

of the detected threats,
∑

j∈D f(dj). The security level thresholdsm determine whether the IDS

security levelL changes or not.

In order to analyze the relative importance of each sensor output, which indicates an in-

trusion threat, with respect to others and the effect of the threshold values on security levels,
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we make use of a power index calledShapley value[78]. The Shapley value approach has

been utilized in multiagent coalitions in earlier studies [113], albeit in different contexts. Let

f(C) :=
∑

i∈C f(di), di ∈ I, C ⊂ N be the value of thecoalition C with cardinalityc. Then,

the Shapley value of theith element of the sensor output vector is defined by

φ(i) :=
∑

C⊂N
(c − 1)!(N − 1)!

N !
[f(C) − f(C − {i})]

⇒ φ(i) :=
∑

C⊂N
(c − 1)!(N − 1)!

N !
f(i).

(7.2)

In determining the effect of theith sensor output on thekth warning level, however, the formula

simplifies to

φ(i) :=
∑

C̃⊂N

(c − 1)!(N − 1)!

N !
, (7.3)

whereC̃ denotes the “winning” coalitions with
∑

i∈C̃ f(di) > mk. In this case, the game is said

to besimple. Notice that the computational complexity of Shapley valueis of o(2N). Therefore, it

becomes impractical to calculate the exact value for largeN . Instead, we make use of multilinear

extensions to approximate the Shapley value asN gets large [78, p. 296]. Since this approximation

is based on the law of large numbers, it becomes more accurateasN → ∞.

The Shapley value of theith sensor output indicates the relative security risk value for a given

threshold (of a warning level). It hence plays an important role in the analysis and fine tuning of

the warning system for the specific network to be deployed by providing a guideline for choosing

security risk values,f(.), and thresholds of the levelsm. In the security warning system, each level

can be associated with a different operation mode where agents and control mechanisms of IDS

behave accordingly. The sensitivity of the agents and security measures in the network (e.g., fire-

wall configurations, authentication mechanisms) are increased with the increasing security level.

Therefore, the security-warning scheme addresses the problem of optimizing some of the network

security trade-offs discussed in Section 7.1.1. A specific alert mechanism and a user interface can

also be incorporated into this scheme to inform administrators. A simplified flow chart depicting

principles of the security warning algorithm is given in Figure 7.3.

An illustrative example: Consider a three level security warning system consisting of green,

yellow, andred levels with thresholdsmyellow = 35 andmred = 100. The set of known intru-

sions (and anomalies)I is chosen to be small for illustrative purposes, and the corresponding

risk values are{10, 20, 30, 40, 90}. Based on the sensor configuration, the sensor output vector

is d = [10, 10, 10, 20, 20, 30, 30, 30, 40, 40, 90, 90]. In order for the system to switch to yellow
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Initialize:
Choose f(i), m_k
for all i, k for the
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User Interface
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Sum(f(d))>m_k ? 

Figure 7.3: A simplified algorithm for the security warning system.

174



(respectively, red) , sum of the values of observed intrusions within a predefined time interval has

to exceed the threshold35 (respectively,100). Since cardinality ofd is small, the Shapley values

can be calculated exactly using the formula in (7.3). As observed in Figure 7.4, the Shapley values

of intrusions with high security risk values are larger for the red threshold than the ones for the

yellow threshold. This indicates that intrusions with highvalues play a more significant role than

others for switching to the red level.

We next increase the cardinality ofd to 60, and thresholds for yellow and red levels to40 and

1000, respectively. In this case, Shapley values are calculatedapproximately as exact calculation

takes excessive amount of time. The results are similar to previous ones, and shown in Figure 7.5.
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Figure 7.4: (a) Shapley values for yellow and red levels, and(b) security risk values are shown for
the sensor output vectord with 12 elements.
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Figure 7.5: (a) Shapley values for yellow and red levels, and(b) security risk values are shown for
the sensor output vectord with 60 elements.
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7.2.3 Game theoretic modeling of security attacks

Today’s intrusion detection architecture is a passive information processing paradigm [68]. How-

ever, with the security attacks becoming more frequent and sophisticated, IDSs fail to distinguish

the real intent and target of attackers. In order to accurately identify the target of an attack, IDS

should be able to process the attack information within a context. Deploying a network of sensors

in the system, and through game-theoretic analysis of the sensor output data, one can model an

attacker’s behavior, intent, and target. Furthermore, dueto the flexibility of the model in Sec-

tion 7.2.1 it is possible to capture not only attacks targeting specific portions of the network but

also abstract targets such as processes distributed over multiple physical subsystems. In addition

to modeling an attacker’s behavior and intent, the game theoretic framework may also be used

to analyze and model the IDS’s response process by taking thebasic security trade-offs in Sec-

tion 7.1.1 into account. The IDS response actions vary from setting a simple alarm to a costly

system reconfiguration, which may involve shutting down some relatively less important services

in the system.

We model the interaction between the attacker and the IDS as atwo-person, non-zero-sum,

single act, finite game with dynamic information. Given the sensor output vectord, we obtain for

each subsystemt ∈ T a threat level,yt, using the system matrixA. Hence, we define the threat

level vector as

y := Ad.

The elements ofT (the set of subsystems) are then grouped into nonoverlapping information sets

according to their respective threat levels iny. To simplify the analysis, we assume that the attacker

targets only a single subsystem. Hence, the actions available to the attacker in each information

set is to attack a single subsystem in the set or do nothing, which indicates a false alarm in related

sensors. We also limit the actions of the IDS to set an alarm for one target in the information set or

do nothing. Since the IDS can distinguish between information sets but not actions within them, it

is called adynamic information game. Figure 7.6 depicts a sample security game, wheret1, t2, and

t3 denote the attacker’s actions of targeting subsystems1 to 3; nt1 andnt2 indicate false alarms

(attacker doing nothing);a1, a2, anda3 represent the IDS’s alarms for respective subsystems; and

na1 andna2 denote the IDS choosing not to set an alarm.

We investigate the security game in Figure 7.6 recursively.Information set 1 is the simplest

case, where the attacker either targets subsystem one (t1) or does nothing (nt) equivalent to a false

alarm. The set of actions of the IDS are either to set the alarmfor subsystem one (a1) or do nothing
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nt2nt1

a1 a1 a2 a3 na2

t2 t3

InfoSet1 InfoSet2

na1

Attacker

IDS

. . . . . . . . .na1

t1

Figure 7.6: A simple security game with three subsystems andtwo information sets.

(na1). This portion of the game can be represented by the following 2 × 2 bimatrix game

Matt :=

t1 βh −βs

nt1 0 0

a1 na1

Mids :=

t1 −αh αm

nt1 αf 0

a1 na1

(7.4)

where the entries ofMids (Matt) represent the cost values, and columns (rows) correspond to the

strategy spaces of the IDS and the attacker, respectively. The value−αh is the gain of the IDS for

detecting the target. On the other hand,αf andαm are the IDS’s costs for false alarm and missing

the attack, respectively. The costβh represents the detection penalty for the attacker whereas

−βs represents the gain from an undetected intrusion. Notice that, although missing an attack is

associated with a cost for the IDS, false alarms cost nothingto the attacker. The parametersα and

β are always positive unless otherwise stated.

The min-maxor security strategyof a player [1] guarantees a maximum cost, or so called

security levelregardless of the strategy of the opponent. Due to the detection cost of and attack,

βh > 0, the attacker’s security strategy is not to attack at all (nt), which guarantees an upper bound

on the cost of zero. The IDS’s security strategy, however, depends on the relative values ofαf and

αm, false alarm and missing (an attack) costs. Ifαf > αm then the IDS chooses not to alarm at

all (na), and ifαf < αm then the IDS always sets on the alarm (a1). We note that the security

strategies are extremely conservative in this setting, andgive little insight into the dynamics of the

game.

We next investigate the existence of an NE in the matrix game (7.4). Clearly, there is no NE

in pure strategies. Therefore, we extend the analysis by considering mixed strategies of players
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defined as probability distributions on the space of their pure strategies [1, p.23]. Letp1 and1−p1

be the probabilities for strategies (t1) and (nt) of the attacker, respectively. Also letq1 and1 − q1

be the probabilities for strategies (a1) and (na) of the IDS. The pair(p∗, q∗) is said to constitute

a noncooperative NE solution to the bimatrix game(Matt, Mids) if the following inequalities are

satisfied:
p∗1(βhq

∗
1 − βs(1 − q∗1)) ≤ p1(βhq

∗
1 − βs(1 − q∗1)), 0 ≤ p1 ≤ 1

p∗1αm + q∗1 [αf − (αf + αh + αm)p∗] ≤
p∗1αm + q1[αf − (αf + αh + αm)p∗], 0 ≤ q1 ≤ 1,

(7.5)

where0 ≤ p1, q1 ≤ 1. The only solution to the set of inequalities in (7.5) constitutes the unique

NE of the game, and is given by

p∗1 =
αf

αf + αh + αm
, andq∗1 =

βs

βh + βs
. (7.6)

Note in (7.6) an interesting, and rather counterintuitive,feature of NE solution in mixed strategies.

While computing his mixed NE strategy, each player pays attention only to the average cost func-

tion of his coplayer, rather than optimizing his own averagecost function. Hence, the nature of the

optimization (i.e., minimization or maximization) becomes irrelevant in this case [1, p. 86]. The

equilibrium costs of the attackerV ∗
att and the IDSV ∗

ids for this subgame are given by

V ∗
att := [p∗1 (1 − p∗1)]Matt[q

∗
1 (1 − q∗1)]

T , andV ∗
ids := [p∗1 (1 − p∗1)]Mids[q

∗
1 (1 − q∗1)]

T .

In the context of intrusion detection, we interpret the NE (7.6) in the following way: The

probability of attacker targeting subsystem oney∗
1 at NE point decreases with decreasingαf since

the smaller the false alarm cost for the IDS, the more it is inclined to set an alarm and catch the

attacker. One can argue that this can be achieved by setting the alarm very frequently as in the

case with current IDSs. However, there arehidden costswith this approach like rendering the

IDS practically useless under a flood of false alarms. Similarly, an increase inαh andαm play a

deterrent role for the attacker. On the other hand, the probability of the IDS setting an alarm is

affected by the gain of attacker from a successful intrusion, −βs. If βs ≫ βh, then the IDS is

inclined to set the alarm more frequently. The penalty for the attacker of getting detected may vary

significantly depending on the physical reachability of theattacker. If, for example, the attacker

is employed by the same organization he or she tries to intrude, thenβh is much larger than the

marginal detection cost of a script-based attack from the other side of the globe.

The parametric analysis is repeated for information set 2 inFigure 7.6. In order to simplify

the analysis we associate the same costs with subsystems twoand three. This game can also be
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represented as a3 × 3 bimatrix game given by

Matt :=

t2 βh −βd −βs

t3 −βd −βh −βs

nt2 0 0 0

a2 a3 na2

Mids :=

t2 −αh αd αm

t3 αd −αh αm

nt2 αf αf 0

a2 a3 na2

(7.7)

whereαd (βd) is the cost (gain) of a deception for the IDS and the attacker, respectively. One can

assume thatαd > αm andβd > βs as alarming a wrong subsystem is more costly for the IDS

than a missed attack, and by deceiving the IDS the attacker circumvents security mechanisms of

the system more successfully. Letp̄1, p̄2, and1 − p̄1 − p̄2 be the probabilities for strategies (t2),

(t3), and (nt2) of the attacker. Also let̄q1, q̄2, and1 − q̄1 − q̄2 be the respective probabilities for

strategies (a1), (a2), and (na2) of the IDS. The security strategy of the IDS is determined bythe

relative values ofαd, αf , andαm as in the previous case. Furthermore, there is again no NE in

pure strategies. The unique NE solution in mixed strategiesis obtained by solving the counterpart

of the set of inequalities (7.6), and is given by

p̄∗1 = p̄∗2 =
αf

2αf + 2αm + αh − αd

, and q̄∗1 = q̄∗2 =
βs

2βs + βh − βd

, (7.8)

if βd < βh andαd < 2αm + αh. Notice that the attack and alarm probabilities for each subsystem

is the same due to the same cost structure imposed on them. In fact, it is possible to adjust the

cost parameters by taking into account various factors likerelative importance of a subsystem for

the organization, threat levels given the output of sensors, etc. The equilibrium probabilities of the

attacker and the IDS strategies have a similar interpretation as the ones in the previous analysis.

The increasing cost of deception for the IDS, however, has anencouraging effect on the attacker.

Given the equilibrium solutions and costs of each bimatrix game, the IDS and the attacker

determine their overall strategies. The equilibrium strategy of the IDS,γ∗
ids, for example, is given
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by

γ∗
ids =





a1 w.p. q∗1

na1 w.p. 1 − q∗1
, if attacker chooses actions in InfoSet1

a2 w.p. q̄∗1

a3 w.p. q̄∗2

na1 w.p. 1 − q̄∗1 − q̄∗1

, if Attacker chooses actions in InfoSet2

On the other hand, the equilibrium strategy of the attacker depends on the equilibrium costs of the

matrix games,V ∗
att andV̄ ∗

att.

The analytical investigation of the security game brings valuable insight to the attacker and the

IDS behavior. In addition, the simplifying assumptions we have made in order to obtain analytical

results can easily be extended to capture more realistic scenarios. Thus, the sample game of

Figure 7.6 can be made arbitrarily large. Although increasing complexity prevents derivation of a

closed form solution, one can easily solve such games numerically. Thus the developed framework

can easily be applied to practical cases.

A numerical example: We solve a numerical example using the GAMBIT game theory analysis

tool [114] to demonstrate the results in Section 7.2.3. Figure 7.7 shows the example security game

in extensive form. For illustrative purposes, the action spaces of the players are again limited, and

the cost parameters are chosen as shown in Table 7.1.

Table 7.1: Parameters of the numerical example.

Parameter αh αd αm αf βh βs βd

V alue 7 10 8 9 6 4 5

In this game, there is no NE solution in pure strategies. In order to investigate NE in mixed and

behavioral strategies, we associate the probability vector p with actions [(t1) (t2) (t3) (nt1) (nt2)]

of the attacker and the vectorq with actions [(a1) (a2) (a3) (na1) (na2)] of the IDS. We obtain

two NE points in behavioral strategies, which are in accordance with Equations (7.6) and (7.8):

(p∗
1,q

∗
1) = ([0 0.29 0.29 0 0.42], [0 0.44 0.44 0 0.11])

(p∗
2,q

∗
2) = ([0.38 0 0 0.63 0], [0.40 0 0 0.60 0])

In both cases, the equilibrium cost for the attacker is zero,V ∗
att = 0. Hence, choosing either of the

equilibrium strategies is equivalent for the attacker.
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Figure 7.7: A security game example with negative costs and gains.

Finally, we investigate the NEs of the security game in mixedstrategies by converting it to

the normal form. Solving the resulting matrix game with GAMBIT, we obtain18 different NE

points in mixed strategies. Two of these coincide with the NEsolutions in behavioral strategies as

expected [1, p. 103]. Thus, the NE points in behavioral strategies characterize the behavior of the

players more clearly, and provide more insight to the underlying system dynamics.

7.3 The Network Security Game

We investigate the interaction between the attacker(s) andthe IDS within a noncooperative non-

zero-sum game model which extends the one in Section 7.2.3. In addition to the attacker(s) and the

IDS, we introduce the sensor network as a third “fictitious” player similar to the “nature” player

in standard game theory [1, p. 57]. The strategy of this player consists of a fixed probability

distribution given a specific attack, and it represents the output of the sensor network during that

attack. This way, we capture the imperfect conveyance of theattack information to IDS by the

sensors. We now consider, for illustrative and visualization purposes, a finite version of the security

game, where players have a finite number of available choicesof action. Next, we associate specific

cost functions with the attacker and the IDS in order to quantify various security trade-offs and

establish a formal cost-benefit framework.
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7.3.1 The security game in extensive form

The finite version of the security game extends the ideas of the game in [76] and in Section 7.2.3

by modeling the general case of multiple attackers and/or complex attacks. Taking the false alarms

into account, we define the strategy space of the attacker asUA := A ∪ {NA} with cardinality

tmax × Imax + 1, whereNA corresponds to “no attack.” Let us also define the set of responses

available to the IDS asR := {R1, R2, . . . , Rmax}. These responses may vary from a simple alert,

which corresponds to a passive response, to reconfigurationof the sensors and limiting access of

users to the system, which is an active one. Thus, the strategy space of the IDS is given byU I := R
with cardinalityRmax. The action space of the sensor network is a simplex over the augmented

attack setA∪{NA} defined asUS = {φ ∈ R
tmax×Imax+1 : φ ≥ 0,

∑
i pi = 1}. The output vector

of the sensor network may be interpreted as a probability distribution over the setA ∪ {NA} or

equivalently as a normalized indicator function givenuA ∈ UA. Thus, it quantifies the likeliness

of a specific set of attacks for the IDS. Finally, we associateas in [76] specific cost values with the

attacker’s and the IDS’s actions, and hence, with each branch of the game tree.

We can explain and illustrate the finite security game through a specific example. For simplicity

let us consider a network consisting of a single subsystem and a single detectable threat, i.e.,

A = {a}. We also limit the possible actions of the IDS to “set an alert” or “do nothing.” Thus, the

strategy spaces of the attacker(s) and the IDS areU I = {uI
1, u

I
2} andUA = {uA

1 , uA
2 }, whereuA

2

corresponds to “no attack.” The strategy space of the sensornetwork is thenUS = {φ1, φ2} given

uA ∈ UA. Here,φ = [p1, p2] ∈ R
2, φ ≥ 0, p1 + p2 = 1, wherep1 andp2 give the likeliness of

an attack and of no attack at all, respectively. A representation of this game in extensive form is

shown in Figure 7.8 using the GAMBIT software [114]. The payoff or benefit values for the IDS

and the attacker are chosen for illustrative purposes and given by[(RA
1 , RI

1), . . . , (R
A
8 , RI

8)].

The cost values are implicitly a function of the sensor network output vectorφ in addition

to the actions of the attacker and the IDS. They are chosen to reflect various network security

trade-offs and risks [76]. Let us further explain the game inFigure 7.8 by describing a specific

scenario step by step, which corresponds to following a pathfrom left to right in accordance with

the order of players’ actions. The lower left branch in the figure labeledA indicates an attack

by the attacker(s) to the system. The sensor network labeledhere as “chance” is represented by

theSensor A branch. Finally, given the information from the sensor network, the IDS decides

in branchU to take a predefined response action. The outcome of this scenario is quantified by a

benefit of−5 to the attacker and+5 to the IDS.

We next investigate the existence of an NE as in [76]. An NE fora two-player game is defined

as a pair of strategies and the corresponding pair of costs, with the property that no player can

benefit by modifying his or her own strategy while the other player keeps his or her strategy fixed.
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Figure 7.8: The finite version of the security game example shown in extensive form.

Hence, NE provides a suitable solution for the analysis of the security game. This particular

game does not admit any NE solution in pure strategies, and hence, we extend the analysis by

considering mixed strategies of the attacker and the IDS defined as probability distributions on the

space of their pure strategies [1, p. 23]. Solving the game onthis extended strategy space using

GAMBIT, we obtain a unique NE in mixed strategies which also corresponds to the unique solution

in behavioral strategies. Figure 7.8 depicts the game in extensive form and displays the probability

values associated with the NE strategies of the players under the branches. Note that, unlike the

other two players, the sensor network (chance player) is associated with a predefined probability

distribution, which models the imperfect flow of information from the attacker to the IDS. In the

NE, the attacker(s) target the system with a probability0.20. A reason for this low probability is

the discouraging effect of the sensor network’s capabilityof correct detection with probability2/3.

We note that there are two information sets for the IDS, one indicating an attack and one for no

alarm. The NE strategy of the IDS given this information by the sensor network is “no response”

(NR) with probability1 if there is no alarm, and a response (U) with probability0.86 if an alarm is

set. We can argue that the IDS in this case has a high degree of trust on the information conveyed

by the sensor network. However, it is important to note that the NE strategies of the players are

very much dependent on the outcome payoffs of the game [76] aswell as the detection probability

distribution of the sensor network. Thus, it is crucial for correct analysis that the payoff values

in the game reflect the trade-offs of the system at hand. A possible way of achieving this may

be to utilize a supervised learning scheme to approximate the actual player payoffs and detection

capabilities of the sensors.

Although the finite version of the security game provides a detailed visualization of the in-
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teraction between the players, it has some limitations and disadvantages. One drawback is the

scalability. The strategy spaces of the attacker and the IDSbecome too large for a more compre-

hensive analysis of a larger system. Another disadvantage is in the choice of the payoff values,

which have to be determined separately for each branch of thegame tree. This process may be-

come tedious and inaccurate for a large system. In order to address these limitations, we next

investigate a continuous-kernel version of the security game which is slightly different from the

one above. In this game we adopt the convention that the players are minimizers (of costs) rather

than being maximizers (of payoffs).

7.3.2 The cost functions of the security game

We address various security trade-offs and establish the continuous-kernel security game by as-

sociating specific cost functions with the IDS and the attacker. Given the set of attacks with

cardinalityAmax, the strategy space of the attacker is defined asUA := {uA ⊂ R
Amax : uA

i ≥
0, i = 1, . . . , Amax}. Similarly, the strategy space of the IDS is given byU I := {uI ⊂
R

Rmax : uI
i ≥ 0, i = 1, . . . , Rmax}, whereRmax is the cardinality of the set of responses

available to the IDS. The actions of the sensor network, on the other hand, belong to the space

US := {uS ⊂ R
Amax×Amax : 0 ≤ uS

i ≤ 1 ∀i}, and can be represented conveniently in matrix form

by P̄ := [p̄ij ], P̄ ∈ US , i, j = 1, . . . , Amax. The matrixP̄ represents how well the sensor net-

work detects the attacks on the average, and maps the actionsof the attacker to the sensor output.

Furthermore, we define a simple metric for the detection of each attack,a ∈ A , monitored by the

sensor network

dq(i) :=
p̄ii∑Amax

j=1 p̄ij

, i = 1, . . . , Amax.

For notational convenience, let us also define the matrix

P := [pij ] =





pij = −p̄ij if i = j

pij = p̄ij if i 6= j
. (7.9)

We now introduce the cost parameters, which we take to be nonnegative. Let

cI := [cI
1, . . . , c

I
Amax

] represent the cost of each attack for the IDS, whereascA := [cA
1 , . . . , cA

max]

quantifies the gain of the attacker from the attack, if it is successful. The nonnegative matrixQ

with diagonal entries greater than or equal to 1 models the vulnerability of a specific subsystem to

attacks. On the other hand, the matrixQ̄ := [Q̄]Amax×Rmax with entries of ones and zeros correlates

IDS response actions with the attacks. The vectorsα := [α1, . . . , αRmax ] andβ := [β1, . . . , βAmax ]

are the cost of the response and the cost of the effort required to carry out an attack for the IDS and
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the attacker, respectively. The cost of false-alarms and capture as well as the benefit of detection

and deception for the IDS and the attacker are associated with the scalar valueγ. Consequently, we

define the cost function of the IDS,JI(uA,uI , P ), and the one of the attacker(s),JA(uA,uI , P ),

as

JI(uA,uI , P ) := γ(uA)T PQ̄uI + (uI)T diag(α)uI + cI(QuA − Q̄uI), (7.10)

and

JA(uA,uI , P ) := −γ(uA)T PQ̄uI + (uA)T diag(β)uA + cA(Q̄uI − QuA), (7.11)

where(x)T denotes the transpose of the vector or matrix, anddiag(x) is a diagonal matrix with

the diagonal entries given by the elements of the vectorx.

With these specific structures of the cost functionsJI andJA, we attempt to capture various

aspects of the security game between the attacker and the IDS. The first terms of each cost function,

γ(uA)T PQ̄uI and−γ(uA)T PQ̄uI represent the cost of false-alarms and benefit of detection for

the IDS as well as the cost of capture and benefit of deception for the attacker, respectively. Notice

that, this part of the cost is zero-sum. The second terms(uI)T diag(α)uI and (uA)T diag(β)uA

quantify the cost of specific responses and attacks. Depending on the response action, this reflects

the cost of the use of resources, possible restrictions on system usage, or sensor reconfigurations

for the IDS. On the other hand, it represents for the attackerthe cost of resources required by the

attack. The last termscI(QuA − Q̄uI) andcA(QuI − Q̄uA) give the actual cost or benefit of a

successful attack. False alarms and detection capabilities of the sensor network at a given time are

incorporated into the values of the matrixP . In the ideal case of the sensor network functioning

perfectly (i.e., no false alarms and100% detection), the matrix−P is equal to the identity matrix,

Id = diag([1, . . . , 1]).

For notational convenience, define the vectors

θI(cI , Q̄, α) :=
[
(cIQ̄)1/(2α1), . . . , (c

IQ̄)Rmax/(2αRmax)
]

and

θA(cA, Q, β) :=
[
(cAQ)1/(2β1), . . . , (c

AQ)Amax/2βAmax

]
.

The reaction functions of the attacker and the IDS are obtained by minimizing the respective

strictly convex cost functions (7.10) and (7.11). Hence, they are uniquely given byuI(uA, P ) =

[uI
1, . . . , u

I
Rmax

]T anduA(uI , P ) = [uA
1 , . . . , uA

max]
T , respectively, where

uI(uA, P ) =
[
θI − γ[diag(2α)]−1Q̄TPTuA

]+
(7.12)
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and

uA(uI , P ) =
[
θA + γ[diag(2β)]−1PQ̄uI

]+
. (7.13)

The function denoted by[x]+ maps all negative values ofx to zero. It is desirable for the IDS

that the sensor grid is configured such that all possible threats are covered. It is also natural to

assume a worst-case scenario where for each attack (type) targeting a subsystem there exists at

least one attacker who finds it beneficial for him to attack. Hence, we expect in many practical

casesuA
i > 0 ∀i or uI

j > 0 ∀j.

The cost functions in (7.10)-(7.11) and the reaction functions in (7.12)-(7.13) provide an inte-

grated model for the detection and the response process of the IDS as well as for the behavioral

properties of the players and the sensors. A significant advantage of the cost based security game

over the finite version one described in Section 7.3.1 is the ability to model the security trade-offs

with a much smaller number of parameters.

7.3.3 Existence and uniqueness of a Nash equilibrium

The NE that has been widely utilized in noncooperative game theory is also a useful concept for the

analysis of the continuous-kernel security game. Within the context of the security game defined

in Section 7.3.2, a pair of strategies(uI∗,uA∗) of the IDS and the attacker is in NE if it satisfies

uI∗ = arg minuI JI(uA∗,uI , P ) anduA∗ = arg minuA JA(uI∗,uI , P ). We state the existence of

a unique NE solution in pure strategies for the security gamein the next theorem. Furthermore,

exploiting the special quadratic cost structure in (7.10)-(7.11), we provide a complete analytical

characterization of the NE point.

Theorem 7.1 There exists a unique NE in the security game defined in Section 7.3.2. Furthermore,

if

γ < min

(
mini θ

I

[
maxi

(
diag(2α)

)−1
Q̄TPTθA

]+ ,
mini θ

A

[
maxi

(
diag(2β)

)−1
(−P)Q̄θI

]+
)

, (7.14)

then the NE is an inner solution,uI∗ > 0 anduA∗ > 0, and is given by

uA∗ = (Id + Z)−1 ·
[
θA + γ[diag(2β)]−1PQ̄θI

]
(7.15)

and

uI∗ = (Id + Z̄)−1 ·
[
θI − γ[diag(2α)]−1Q̄TPTθA

]
, (7.16)

where

Z := γ2[diag(2β)]−1PQ̄[diag(2α)]−1Q̄TPT,
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Z̄ := γ2[diag(2α)]−1Q̄TPT[diag(2β)]−1PQ̄,

andId is the identity matrix.

Proof. The existence of a NE in the game follows from the facts that the objective functions are

strictly convex, they grow unbounded as|u| → ∞, and the constraint set is convex [1, p.174].

We next establish a unique strictly positive (equivalentlyinner) NE under the given sufficient

condition. Let∇ be the pseudo-gradient operator, defined through its application on the cost

vectorJ := [JI JA], as

∇J :=
[
∇T

uI
1
JI · · ·∇T

uI
Rmax

JI ∇T
uA
1
JA · · ·∇T

uA
Amax

JA
]T

, (7.17)

and defineg(u) := ∇J whereu := [uI uA]. Let G(u) be the Jacobian ofg(u) with respect tou.

G(u) :=




α1 0 0 |
0

. . . 0 | γ[PQ̄]T

0 0 αRmax |
− − − | − − −

| β1 0 0

−γ[PQ̄] | 0
. . . 0

| 0 0 βAmax




(Amax+Rmax)×(Amax+Rmax)

(7.18)

where the matrix[PQ̄] is of sizeAmax × Rmax. Define the symmetric matrixG(u) := 1
2
(G(u) +

G(u)T ). It immediately follows thatG(u) = diag([α β]), which is positive definite. Thus, due

to the positive definiteness of the Hessian-like matrixG(u), the game admits a unique NE solu-

tion [79]. Note that this result does not use the condition (7.14) onγ, which however comes into

picture if we further look for an inner solution as discussedbelow.

We now obtain an analytical description of the inner NE solution. Let us substitute foruI

in (7.13) the expression in (7.12). Hence, we obtain a fixed-point equationuA∗ = uA(uI(uA∗, P ), P ),

given by

uA∗ = θA + [diag(
2β

γ
)]−1PQ̄θI − diag(

γ

2β
)PQ̄[diag(

2α

γ
)]−1Q̄TPTuA∗. (7.19)

Solving for uA∗ yields (7.15) where the inverse exists becauseZ is nonnegative definite. The

equilibrium solutionuI∗ in (7.16), on the other hand, can be derived by simply substituting for

uA∗ from (7.15) into (7.12). It is then straightforward to show that if (7.14) holds thenuI∗ > 0,
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and hence the NE is strictly positive. Moreover, there cannot be a boundary solution in this case

due to the uniqueness of the NE. As a result, the game admits a unique inner NE under (7.14).2

7.3.4 The system dynamics and repeated games

The security games defined in Sections 7.3.1 and 7.3.2 are static one-shot games, which provide

valuable insights into the behavior of the players (attacker and IDS) at a given time instance.

However, given the dynamic nature of the system, the model inSection 7.3 has to be extended

to take into account the interactions between players over atime period. Hence, we consider a

discrete-time system model in order to capture dynamic nature of the system and take into account

the interactions between players over a time period. Dynamics such as varying detection capability

and (re)configuration of the sensor network given the strategies of the attacker and the IDS are

quantified through the entries of thēP matrix.

Let us definen as the time variable, andκ, δ, andε as (small) scalar positive parameters.

We define the random matrixW := [wij], i = 1, . . . , Amax, j = 1, . . . , Rmax wherewij ’s are

independent uniformly distributed on the interval[−1, 1]. Hence,W models the transients and

imperfect nature of the sensor grid. Similarly, defineω as a scalar random variable uniformly

distributed on the interval[−1, 1], and independent ofwij ’s. Let us also define an upper bound,

dtmax < 1, and a lower bounddtmin > 0 on the elements of̄P . In doing so we can model the

cases where sensors have a limited detection capability. A possible dynamic equation for̄P is then

given by

P̄ (n+1) =

[
P̄ (n)+2δ (ω+κ)

(
diag(diag(uA)Q̄uI)−δ col(diag(uA)Q̄uI)

)
+εW(n)

]N

, (7.20)

wherecol(x) is anAmax ×Amax matrix with repeatingx vectors constituting the columns, and the

normalization function[x]N maps entries ofx onto the interval[dtmin, dtmax]. With P̄ generated

by (7.20),P (n) can then be obtained directly from (7.9). The dynamics in (7.20) represent a

somewhat optimistic point of view, as it models a situation where a past attack and follow-up

response result in better detection capabilities for the sensor network. A justification for this is the

efficient reconfiguration of the sensors or direct intervention by the system administrator.

Taking (7.20) as the state equation, it is possible to define afinite or infinite horizon dynamic

noncooperative game between the attacker and the IDS. Another alternative is to formulate the

game as a receding-horizon one. Although the former approach seems ideal at first glance, two

major problems prevent it from being practically useful. The first is the difficulty of finding a clear

and concise analytical solution, if it exists at all. The second is the nonstationary nature of the
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underlying dynamics. Although we have modeled the attacker(s) as a single player, in real life

multiple attackers may choose to deploy multiple attacks intermittently, which makes optimization

over a time horizon meaningless for the IDS as well as for the attacker. Therefore, we focus,

instead, on repeated games as a simple and suitable dynamic model. In this case, the attacker and

the IDS make instantaneous myopic optimizations given the state of the system (performance of the

sensor network). Consequently, the set of equations characterizing the dynamic game under (7.9)

and the reaction functions of the players (7.12)-(7.13) is

uI(n + 1) =

[
cIQ̄

2α
− [diag(

2α

γ
)]−1(P(n))TuA(n)

]+

uA(n + 1) =

[
cAQ

2β
+ [diag(

2β

γ
)]−1P(n)uI(n)

]+

,

P̄ (n + 1) =

[
P̄ (n) + 2δ diag(diag(uA(n))Q̄uI(n)) − δ col(diag(uA)Q̄uI) + εW(n)

]N

,

(7.21)

whereP is related toP̄ through (7.9). Existence of a unique NE for a fixedP (P̄ ) has already been

established in Theorem 7.1. Consequently, we investigate the convergence and stability properties

of the system (7.21). Let us define

Idl := [idlij] =





idlij = dtmax if i = j

idlij = dtmin if i 6= j
,

which sets a limit on the best-case scenario in terms of detection capabilities of the sensor network.

It immediately follows from (7.20) that

|p̄ij(n + 1) − Idlij| < |p̄ij(n) − Idlij| + ε |wij(n)| + δ x−i |ω(n)|
< |p̄ij(n) − Idlij| + ε + δ x−i,

where

x−i := max
i,j,n

∣∣∣∣
[
2diag(diag(uA(n))Q̄uI(n)) − col(diag(uA)Q̄uI)

]
i,j

∣∣∣∣.

Hence, ifε = 0 andω(n) = 0 ∀n then asn → ∞ P̄ (n) clearly converges to theIdl matrix.

Furthermore, for small fixedδ, ε > 0, and starting from any feasible initial point,̄P (0) ∈ US ,

E[P̄ (n)] converges asymptotically to the regionReg(ε) := {[p̄ij ] ∈ US : dtmax − (ε + δ x−i) ≤
p̄ii ≤ dtmax and0 < dtmin ≤ p̄ij ≤ dtmin + ε + δ x−i ∀i 6= j}.
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7.3.5 Dynamic strategies and numerical analysis

We analyze some simple strategies available to the attackerand the IDS within the dynamic

model (7.21) in order to gain further insight into IDS and attacker behaviors. Let us first con-

sider strategies with fixed actions over a finite time period.Assume that the attacker starts an

attack at a given time with actionuA(n) and sustains it over a fixed time periodN such that

uA(n) = uA(n + 1) = . . . = uA(n + N). Then, givenuA(t), t = n, n + 1, . . . , n + N , the re-

sponse of the IDS will be according to (7.12), as the IDS cannot know the fact that the attacker has

chosen a fixed strategy. From (7.21) we immediately concludethatJA(n) will increase withn and

JI(n) will decrease withn. In other words, it is suboptimal for the attacker to have a fixed action

strategy. Similarly, deploying a fixed response strategy issuboptimal for the IDS as it gives the

attacker an opportunity to exploit the weaknesses of the sensor network [115]. Another problem

with choosing a fixed action strategy for both players is determining what this strategy should be.

As we will soon demonstrate, any deviation from NE response results in higher costs for the player.

Therefore, it is beneficial for both the IDS and the attacker to frequently update their strategies as

part of a multistep optimization process.

The conclusions of the discussion above can be illustrated through numerical analysis. We

choose a simple scenario with three specific attacks monitored by the sensor network. For com-

parison purposes cost parameters are chosen to be the same for both the attacker and the IDS:

cI = cA = [50, 50, 50], α = β = [10, 10, 10], γ = 10, ε = 0.01, κ = 0.1, andδ = 0.001.

The responses of the IDS are also limited to three, andQ̄ = Q = Id for simplicity. In addition,

p̄ij ∈ [0.3, 0.7]. We first simulate the system described in (7.21). The costs and actions of the

attacker and the IDS as well as detection quality of sensors are shown in Figure 7.9.

In the next simulation, we fix the IDS response asuI = [5, 5, 5], which is roughly equal to the

NE solution for the static game. From Figure 7.10, we observethat the attacker can exploit this

by limiting his or her attack to a short time period. Furthermore, temporary degradations in sensor

detection quality are utilized by the attacker to decrease his own cost, while they drive the IDS

cost higher. Figures 7.11 and Figures 7.12, on the other hand, depict the cases when IDS response

is chosen asuI = [8, 8, 8] anduI = [2, 2, 2], respectively. We observe in the former scenario

that the IDS can increase the cost of the attacker if it accepts a significant cost for itself also. On

the other hand, the latter case where the IDS does not take sufficient precautions proves to be very

costly for it. Clearly, both of these suboptimal fixed actions result in higher costs for the IDS while

benefiting the attacker.

In addition, we analyze the case where the attacker deploys afixed strategyuA = [5, 5, 5]

while the IDS adjusts its actions according to (7.21). For clarity of presentation we chooseκ = 0.3.

Figure 7.13 demonstrates that the cost of the attacker increases as the quality of sensor detection
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Figure 7.9: Dynamics of the system (7.21).
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Figure 7.10: Simulation of the system (7.21) with the IDS’s actions fixed asuI = [5, 5, 5].
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Figure 7.11: Simulation of the system (7.21) with the IDS’s actions are fixed asuI = [8, 8, 8].
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Figure 7.12: Simulation of the system (7.21) with the IDS’s actions are fixed asuI = [2, 2, 2].
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Figure 7.13: Simulation of the system (7.21) with the attacker’s actions are fixed asuA = [5, 5, 5].

improves over time. Thus, it is a better strategy for the attacker to deploy short high intensity

attacks intermittently over a time period.

Next, we investigate what happens if the attacker discoversan inherent vulnerability in the

system monitored by the IDS. In order to capture this scenario within our model we increaseQ

to diag([2, 1, 1]) after a fixed time point. As shown in Figure 7.14, the cost of the IDS increases

significantly after the discovery of the vulnerability by the attacker. On the other hand, increased

attack intensity on the first subsystem results in a strongerIDS response. We note the increased

variation in the detection quality of the specific attack, which is due to the random imperfections

in sensor reconfiguration mechanism.

Finally, the inherent assumption that both the attacker andthe IDS have perfect knowledge

on the performance of the sensor network is relaxed. Figure 7.15(a) depicts the NE costs of both

players and the difference between the two costs under the assumption that IDS estimates (from

left to right) a perfectly functioning sensor network(P̄ = Id) to the worst-case(P̄ = Ones− Id),

whereOnes is the matrix of ones. The counterpart of this for the attacker is also depicted in

Figure 7.15(b). Clearly, a correct estimation ofP̄ decreases the difference between the costs,

which is beneficial to the player. We also observe that assuming a perfect detection the IDS can

increase both its and the attacker’s cost, and thereby, discouraging an attack at the IDS’s own
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Figure 7.14: Simulation of the system (7.21) whenQ is modified asQ = diag([2, 1, 1]) after a
time point.
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Figure 7.15: The NE costs of both players under the assumption that (a) the IDS and (b) the
attacker estimatēP , respectively. The estimates vary (left to right) from a perfectly functioning
sensor network(P̄ = Id) to the worst-case(P̄ = Ones − Id).
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expense. Likewise, Figure 7.15(b) shows that incentive to attack varies inversely proportionally to

how the attacker perceives the success rate of the sensor network. As expected, IDS having a good

sensor network discourages the attacker.

7.4 An Intrusion Detection Framework for Access Control

In this section we investigate a game theoretic approach forintrusion detection in access control

systems by demonstrating the concepts introduced in previous sections under various scenarios

through simulations in MATLAB, where we implement an IDS prototype for access control uti-

lizing “virtual” sensors based on Kohonen self-organizingmaps for anomaly detection. The goals

of this demonstration are to illustrate the theoretical analysis and concepts, investigate problems

associated with practical implementation, and provide a guideline for actual product (software)

development. In light of these goals, MATLAB is chosen as thesimulation environment for its

extensive numerical calculation support and visualization capabilities. We next describe the data

generation process and sensor design in the simulation. Subsequently, we consider a simple sce-

nario for investigating effectiveness of the sensors.

7.4.1 System access data generation

The simulations in this study are based on mock-up data generated artificially as we do not have

access to real world data from a deployed role based access control system. Since measuring

performance is not one of our current goals, working with data generated is more advantageous

because it provides us with the level of abstraction required to explore a variety of cases and

scenarios. Furthermore, one should note that even with realworld data it is not trivial to arrive at

any definitive conclusions on the performance of an IDS.

Define a fixed set of usersUsers := {user1, . . . , userN}, firms

Firms := {firm1, . . . , f irmmax},

and rolesRoles := {role1, . . . , rolemax}. Each useri ∈ Users in the system is associated with a

firm j ∈ Firms and a rolek ∈ Roles (within the firm). The IDS monitors a set of fixed resources

Res := {res1, . . . , resM}, where each resource may represent a class of data or services, e.g.

databases, documents, web pages or services. Each useri is authorized to access only a subset

of resourcesAcci ⊂ Res. Any unauthorized access attempt to the setRes \ Acci by useri

is accordingly denied and logged by access control system. Resource usage characteristics of

users are modeled by associating each user with a probability distribution on resources. In the
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simulations, time is discretized into fixed slots. Then, user access to the system at a given time

step is modeled as a Poisson random process [103] with its mean defined as a function of the time

of day.

We assume that the access control system provides the IDS at timet a log file with the following

information and structure:

log file(t) = [time slot, usernbr, f irmnbr, rolenbr, resourcenbr, access flag],

where the binaryaccess flag indicates whether the particular user is authorized and allowed to ac-

cess that resource. This access log file constitutes the mainsource of information for IDS sensors,

and hence, decision processes.

The system in our particular implementation consists ofN = 20 users, two firmsFirms =

{Firm A, Firm B}, three rolesRoles = {engineer, accountant, manager}, andM = 10 resources.

Without any loss of generality the day is divided into96 time slots of15 min. Theith user attempts

to access the subsets of resourcesAcci andRes \ Acci randomly with uniform probability within

each set. However, the probability of attempting to access an authorized resource is chosen to

be 10 times higher than the unauthorized one. By assigning a low but nonzero probability for

unauthorized access attempts, regular users’ unintentional mistakes are taken into account. The

mean value of the Poisson process for system access is shown in Table 7.2. We note that, other

than correlating the system usage with business hours, the values in the table are inconsequential

for the purposes of this simulation.

Table 7.2: The mean value of the Poisson process for system access at a given hour of the day.

Hour (1-24) 1-4 5 6 7 8 9-18 19 20 21-24
Mean .02 .04 .16 .4 .6 .8 .2 .12 .02

For simplicity and clarity of the presentation, we have madehere a number of implicit assump-

tions. These assumptions should be noted and addressed in future and real world implementations

of the IDS.

• The Poisson model for system access is only a mathematical approximation, and does not

take correlated events such as sessions, meetings, etc. into account.

• We ignore factors like time zones, weekends, holidays etc. in characterizing system access

rate, which is described by the mean value of the Poisson process.

• All users share the same usage characteristics. Individualand role/firm based variations are

ignored for the time being.
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7.4.2 Sensor design and implementation

Among the two main approaches for intrusion detection and designing sensors, rule-based detec-

tion depends more on the specific properties of the particular implementation. In addition, although

it is easier to implement rule-based sensors they require maintenance and have limited capabili-

ties. Anomaly-based sensors, on the other hand, are more flexible and have the ability to detect

previously unknown attacks. Hence, the main focus in our simulations will be on anomaly-based

detection.

We consider two classes of sensors: one for detecting usage anomalies and the other for de-

tecting “misuse” anomalies, i.e., anomalies in unauthorized system access attempts. Note that

some unauthorized system access attempts should be expected even under normal operation due

to unintentional mistakes by regular users. For each class,we implement two sensors: one for

aggregate system access and one for per resource access by all users. Hence, the simulated IDS

has only four sensors. Although this number is very low for efficient operation of a real world IDS

implementation, it is useful for clarity of presentation and visualization.

We design the anomaly detection sensors based on Kohonen self-organizing maps (SOM) [116]

using a methodology similar to the one described in [117]. The SOMs are implemented in MAT-

LAB Neural Network Toolbox, and trained using a standardKohonen learning rule. In the case

of system access and misuse attempt sensors the neurons of the SOM have weight vectorsw with

two dimensions: time and number of access (attempts). Neurons of the resource access (attempt)

sensors have, on the other hand, three-dimensional weight vectors with the resource number being

the third attribute. The neurons of the SOMs are initially located on a rectangular grid, and the

standard Euclidean distance is used as the link distance function. The Kohonen learning rule for

updating the neuron weightsw basically consists of the following steps: Given the input vector

y at stepn determine first the neuroni with the nearest weight vectorwi to y. Second, find the

neighboring neuronsj ∈ Ni(d) having weight vectors within the maximum distanced from wi,

i.e.,Ni(d) = {j : ‖wi − wj‖ ≤ d}. Finally, for allk ∈ Ni(d) update the neuron weights by

wk(n + 1) = wk(n) + κ(y(n) − wk(n)) ∀k ∈ Ni(d),

whereκ > 0 is a fixed step size. For further details on SOM implementation and training we refer

to [118].

The SOM of each sensor is trained using a training data set obtained from system log files.

For efficient anomaly detection the training data set shouldcontain only data points of regular

usage and exclude data points of attackers. After the training process we calculate for each SOM

the average distance of samples to the nearest neuron,davg, and the standard deviation of these
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distances,σd. Then, utilizing a positive sensitivity parameterφ the sensor determines whether a

new data pointy is an anomaly or not according to the following criterion:

Definition 7.1 Assume the neuron weights,w, of a SOM (of a sensor) are trained using a data set

representing “normal” behavior. Letdavg be the average distance of training points to the nearest

neuron andσd be the standard deviation of these distances. Then, a data point y is defined as an

anomaly if

min
i

‖y − wi‖ − davg ≥ φ σd,

whereφ > 0 is a positive sensitivity parameter.

Notice that, ifφ is chosen small enough, then even some of the data points in the training set

may be classified as anomalies by the sensor. On the other hand, choosing a smallφ enhances

the detection capability of the sensor. Hence, the sensitivity parameterφ in effect quantifies the

trade-off between false alarms and sensor sensitivity.

7.4.3 Attack scenarios and case studies

We investigate the effectiveness of the sensors described in Section 7.4.2 with a simple attack

scenario, where a malicious attacker obtains access to a user’s account without the knowledge of

the user. The attacker accesses a high number of system resources randomly with a probability

0.05 at a given time slot. Using such a random and bursty access pattern the attacker aims to

exploit the system as much as possible without leaving a large trace in terms of session lengths.

The IDS sensitivity parameterφ is chosen as4 for all sensors. An early prototype of the IDS

system administrator interface is illustrated in Figure 7.16.

Let us assume that activating both classes of sensors at the same time brings an unacceptably

large overhead to the system. Hence, we deploy the usage and misuse sensors randomly with equal

probability. The SOMs of sensors are trained using a training data set which is not tainted with

attacks, and gathered over two days. Figure 7.17 depicts theweight vectors of the SOM neurons

trained (in blue color) of both the system and resource usagesensors. In addition, a data point

indicating an anomaly caused by the attacker is shown (in red). On the other hand, the neurons

of the misuse sensor’s SOMs are shown in Figure 7.18. Anotheranomaly is detected only by the

system misuse sensor in this case. Finally, Figure 7.19 displays an overview of the daily IDS log

with both detected anomalies and regular data points marked(in green).
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Figure 7.16: A prototype of the IDS system administrator interface.
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Figure 7.17: The neurons (blue) of system (top graph) and resource usage sensors (bottom graph),
and a data point (red), which is identified as an anomaly by both of the sensors, is shown.
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Figure 7.18: The neurons (blue) of system (top graph) and resource (bottom graph) misuse sensors,
and a data point (red), which is identified by the system misuse sensor as an anomaly, are shown.
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Figure 7.19: The IDS daily log file gives an overview of the sensor outputs up to the current time
slot.
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7.5 Conclusions

We have investigated the basic decision and analysis processes involved in information security

and intrusion detection, as well as possible usage of game theory for developing a formal decision

and control framework. A generic model has been developed for a distributed IDS with a network

of sensors. Furthermore, two flexible, platform independent schemes based on game theoretic

techniques have been proposed.

The security warning system provides system administrators an intuitive overview of the se-

curity situation in the network, and enables the IDS to operate in different modes specific to each

warning level. In this simple and easy-to-implement schemecooperative game theory, specifically

Shapley values, are used for analysis and configuration. Thesecond scheme, on the other hand,

models the interaction between the attacker and the IDS as a two-person noncooperative game

with dynamic information. Nash equilibrium solutions are derived analytically and analyzed for

the finite security game defined in two special cases. Furthermore, the imperfect flow of informa-

tion from the attacker to the IDS through a virtual sensor network is captured within both finite and

continuous-kernel noncooperative network security games. Hence, we have established a quanti-

tative mathematical framework which provides insight intoand addresses a wide range of resource

allocation problems in intrusion detection. Existence of aunique NE and best-response strategies

for players under specific cost functions are investigated.In addition, the interaction between the

players over a time period is analyzed using repeated games and a specific dynamic model for the

sensor network. Consequently, some basic strategies for the IDS and the attacker are discussed

through several numerical studies.

In both schemes, using game theoretic concepts we have addressed some of the basic network

security trade-offs, and have given illustrative numerical examples. Thus, we have demonstrated

the suitability of game theory for development of various decision, analysis, and control algorithms

in intrusion detection.

Finally, we have implemented an IDS prototype for access control utilizing usage and misuse

anomaly detection sensors based on self-organizing maps, and demonstrated its operation under a

simple scenario. Despite the simplifying assumptions we make in the simulations we observe that

the initial results are promising.
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CHAPTER 8

SUMMARY AND CONCLUSIONS

We have presented in the previous chapters the results of ourdissertation research on the network

control problems of congestion control, CDMA power control, and network intrusion detection.

We next provide an overview of the thesis and a brief summary of each topic separately, which

include future research directions and concluding remarks.

8.1 Summary

Our goal in this research has been to design noncooperative games to address network control prob-

lems of congestion control, CDMA power control, and networkintrusion detection and response.

In the cases of CDMA power control and congestion control, wehave developed and analyzed

fairly general, distributed, market-based, resource allocation frameworks. The applicability of the

underlying noncooperative network game’s principles to both network control problems indicates

the generality and usefulness of our approach. Based on thisgeneral framework we have also in-

vestigated various algorithms customized according to thespecific nature of the network at hand.

Making use of a variety of control theoretic tools, we have rigorously studied stability and robust-

ness properties of these algorithms. Robustness with respect to feedback delays is of particular

importance and therefore has been of major interest to this research. In the case of network in-

trusion detection, we have made use of dynamic noncooperative games to model the decision and

analysis processes in an IDS. Again, both generic and systemspecific schemes and models are

considered.

In addition to the theoretical analysis of the network control problems addressed, we have

also focused on the implementation of the schemes and algorithms. For each algorithm, we have

demonstrated theoretical results obtained either via high-level MATLAB simulations or using the

NS-2 packet level network simulator. Through extensive simulations, we have gained insights to

the problems associated with practical implementation of our algorithms, and have verified the

applicability and underlying assumptions of the theoretical models.
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8.2 Congestion Control

The multifaceted problem of network congestion control hasbeen one of the main focal points of

this dissertation. By developing and studying a fairly general congestion control framework based

on noncooperative game theory, we have obtained results that can be utilized in designing decen-

tralized congestion control algorithms for various types of networks. Making use of pricing and

utility concepts we have defined a noncooperative network game, which admits under some mild

convexity assumptions a unique NE solution concurrently being the unique operating point of the

network. Furthermore, we have investigate system dynamics, its stability and robustness properties

with respect to communication delays, and variations in network parameters. We have proposed

a specific congestion control algorithm based on variationsin queueing delay for Internet-style

networks. Again, we have analyzed its stability and robustness properties by taking into account

queue dynamics, the effect of boundaries, and communication delays. In addition, we have utilized

randomized algorithms in this context, and have presented numerical results regarding stability of

the system first for a single bottleneck node and subsequently under general network topologies.

The algorithms and results obtained have been demonstratedand verified through numerical stud-

ies in Matlab as well as in Network Simulator 2 (NS-2) [77] over Internet Protocol (IP) for various

network topologies. The congestion control schemes and theunderlying framework have been

discussed in detail in Chapters 2 and 3 and a detailed outlineof these chapters has been given in

Section 1.4.

In a more recent study, we have proposed a discrete-event system approach to the modeling of

the congestion control problem [39], where the interactionbetween a communication link and mul-

tiple users are studied in packet level. However, issues such as prohibitively high number of states

in the model and extensive information requirements of the supervisory control algorithm limit the

usefulness of this approach, and confirm that fluid models provide the appropriate abstraction level

for the congestion control problem in complex networks.

A future research direction would be to investigate hybrid system models similar to those we

have proposed in Chapter 4 to address underlying issues of congestion control like capacity usage,

avoiding jitter and packet losses, and resource allocation, under the constraints of limited/delayed

feedback information, decentralized control, and compatibility with the existing schemes. Another

interesting direction would be to study the chaotic nature of the congestion control schemes and

development of a “control of chaotic systems” approach to the problem.

203



8.3 Power Control

By making use of hybrid system and noncooperative game theories we have modeled the multicell

wireless data network, developed a market-based distributed power control scheme, and extended

the single cell power control scheme of [52] to multiple cells and to a broader class of cost func-

tions. Specifically, we have modeled the multicell wirelessdata network as a switched hybrid

system where handoffs of mobiles between the individual cells (base stations) correspond to dis-

crete switching events between different subsystems. Under a set of sufficient conditions, we have

shown the existence and global stability of a unique NE for each subsystem, and established the

global exponential convergence of the dynamics of the multicell power control game to a minimum

convex set of Nash equilibria for any switching (handoff) scheme. Furthermore, we have inves-

tigated robustness of these results to various communication constraints such as feedback delays

and quantization.

We have next considered a variation of the power control game, which captures the preferences

of mobiles using a utility function defined as the logarithm of the probability that the frame success

rate of the data user is greater than a predefined individual threshold level. We have analyzed this

power control game as well as the global convergence of continuous-time as well as discrete-time

synchronous and asynchronous iterative power update algorithms to the unique NE of the game.

Furthermore, we have shown that a stochastic version of the discrete-time update scheme, which

models the uncertainty due to quantization and estimation errors, converges almost surely to the

unique NE point.

We have also studied yet another extension to these power control games. Specifically, we have

investigated a hybrid noncooperative game motivated by thepractical problem of joint power con-

trol and base station (BS) assignment in CDMA wireless data networks, where we have modeled

the integrated power control and BS assignment problem in such a way that each mobile’s action

space not only includes the transmission power level but also the choice of the BS. We have ana-

lyzed the existence and uniqueness of pure Nash equilibrium(NE) solutions of the hybrid game,

which constitute the operating points for the underlying wireless network, numerically using grid

methods and randomized algorithms.

Finally, we have considered a formulation of the power control as a team optimization problem,

where each mobile attains at the minimum its individual fixedtarget signal to interference level

and beyond that optimizes its transmission power level according to its individual preferences.

Using a Lagrangian relaxation approach similar to [12], we have obtained two decentralized dy-

namic power control algorithms (primal and dual power update), and have established their global

stability utilizing both classical Lyapunov theory and thepassivity framework [57]. Our results on

the subject have been discussed in detail in Chapters 4, 5, and 6, and an outline has been provided
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in Section 1.4.

One of the future research opportunities in this area would involve analytical and further nu-

merical investigation of NE properties and convergence characteristics of the joint power update

and BS assignment scheme. Another possible extension includes formulation of the power con-

trol games Chapters 4 and 5 as team optimization problems within the frameworks introduced in

Chapter 6.

8.4 Intrusion Detection

In this dissertation we have developed several game theoretic models for the study and analysis

of a formal decision and control framework in network intrusion detection. We have developed

quantitative models to analyze common trade-offs in information security and have proposed a

generic model for distributed IDSs by defining a network of sensors. In addition to two flexible

easy-to-implement schemes, we have analyzed the interaction between the attacker and the IDS

within a two-person noncooperative game with dynamic information. Nash equilibrium solutions

have been derived analytically and analyzed for the finite security game defined in two special

cases. Furthermore, the imperfect flow of information from the attacker to the IDS through a

virtual sensor network has been captured within both finite and continuous-kernel noncooperative

network security games. As an application of the framework proposed, we have implemented an

IDS prototype for access control utilizing usage and misuseanomaly detection sensors based on

self-organizing maps, and demonstrated its operation under a simple scenario. A detailed outline

of Chapter 7, which discusses our results, has been presented in Section 1.4.

A future direction of research would involve development and analysis of (software) agent-

based robust monitoring and decision making schemes in order to ensure and maintain trustwor-

thiness of a networked system. The software agents constituting such a distributed control frame-

work could be modeled as independent players who interact with each other on the same networked

system.
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[58] T. Alpcan and T. Başar, “A hybrid systems model for power control in multicell wireless
networks,” inProc. of the WiOpt’03 Workshop: Modeling and Optimization in Mobile, Ad
Hoc and Wireless Networks, April 2003, pp. 65–72.
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