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Abstract

This paper studies the optimization of malicious software removal or patch deployment

processes across multiple networks. The well-known classical epidemic model is adapted

to model malware propagation in this multi-network framework. The trade-off between the

infection spread and the patching costs is captured in a cost function, leading to an optimal

control problem. In the single network case the optimal feedback controller is found by

solving an associated Hamilton-Jacobi-Bellman equation. This control law is numerically

compared to the proportional response strategy typically assumed by the epidemic model.

In the higher dimensional multiple-networks case, the system is linearized to derive feed-

back controllers using pole-placement, linear quadratic regulator (LQR) optimal control,

and H∞ optimal control, where the measurement errors in the number of infected clients

are explicitly modeled. The resulting patching strategies are analyzed numerically and their

results are compared.
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1 Introduction

Self-spreading attacks on computer networks, such as worm epidemics, are expen-

sive not only due to the damage they cause but also due to the challenge of prevent-
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ing and removing them. For example, the cost of the Code Red virus attack (Moore

et al., 2002) of 2001 was estimated at $450 million in lost productivity, and an even

larger $740 million in cleanup, monitoring, and system checking (Reuters, 2001).

Unsurprisingly, the problems of malware response and removal have caught the in-

terest of the research community. A detailed analysis of the detection of a particular

type of worm epidemic has been provided in (Rohloff and Başar, 2005). Specific

worm epidemics such as Code Red and Slammer have been studied in (Moore et al.,

2002, 2003a). The question of how to contain a worm epidemic on the Internet has

been investigated in (Moore et al., 2003b). Recently, quarantine strategies relying

on dividing the networks into subnetworks have been proposed in (Chen and Jamil,

2006) and (Cisco, 2006).

The well-known classical epidemic model has been applied extensively to medical

epidemics (Hethcote, 2000). More recently, this model has been used to model

the propagation of worm epidemics in computer networks as well as to evaluate

potential responses to worm epidemics (Moore et al., 2003b; Chen and Jamil, 2006;

Zou et al., 2003b; Rohloff and Başar, 2005; Zou et al., 2002, 2003a).

Optimization as well as decision and control theory have been applied to network

security in several contexts. In (Alpcan and Başar, 2004) and (Alpcan and Başar,

2006), game theory was used for quantitative modeling and to develop decision-

making strategies for network intrusion detection and response. Control theory has

been applied to the problem of worm propagation by controlling the number of

connections made by an infected host (Dantu et al., 2004). Optimization of system

administrator time and efforts has been studied in (Bloem et al., 2006). A host-

based defense system has been developed by making use of tools such as stochastic

control and numerical optimization (Kreidl and Frazier, 2004). However, optimiza-

tion and control theory have not been applied to the classical epidemic model to

determine an optimal response to a worm epidemic.

1.1 Summary of Contributions

The classical epidemic model and the Kermack-Mckendrick epidemic model have

been used to model the spread of and response to worm epidemics in a computer

network. In (Zou et al., 2002), the Kermack-Mckendrick model was extended to

consider two additional factors: a time-varying infection rate and human counter-

measures other than fixing infectious hosts, such as patching susceptible hosts. The

resulting two-factor worm model was shown to have superior worm propagation

modeling qualities. Furthermore, the Kermack-Mckendrick model has been used to

evaluate a dynamic quarantine worm response (Zou et al., 2003a).

While these models have proven useful in modeling worm propagation and eval-

uating possible responses to worms, their utility can extend further. An extensive
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literature in optimal control theory has developed tools for minimizing a cost sub-

ject to system dynamics such as those described by these epidemic models. By

applying these optimal control tools to this problem, a provably optimal feedback

response to a worm epidemic can be derived. This work demonstrates how optimal

control theory can be used to find an optimal “feedback control dynamic quaran-

tine system” by explicitly considering network system dynamics when deriving the

worm response rather than only using them for simulation purposes (Zou et al.,

2003a).

The optimization of patching response strategies to a worm epidemic is studied

within a cost-benefit framework. The behavior of a worm epidemic in several net-

works is considered to obtain a multi-dimensional version of the classic epidemic

model. While hosts infected with a worm are costly for a network, patching costs

may also be significant Reuters (2001). The approaches studied here balance these

costs against each other when multiple connected networks are threatened by mal-

ware.

Tools from optimal control theory are utilized to find appropriate malware response

strategies. In order to apply optimal control theory to this model, the costs of in-

fected hosts and of the effort required to patch them must be specified. This leads

to an explicit quadratic cost function.

The resulting cost function is also used with the single and multiple network ver-

sions of the classical epidemic model differential equations to determine closed-

form expressions for the feedback patching strategies in each case. Determining

these expressions in the single network case involves the use of the Hamilton-

Jacobi-Bellman equation to solve for a value function. In the multiple networks

case, first the model differential equations are linearized. Then, controllers are de-

rived using pole placement, LQR optimal control theory, and H∞ optimal control

theory. The advantage of H∞ optimal control theory in particular is that it considers

worst-case system and measurement noises. Indeed, previous research has shown

that detecting malware is a significant challenge, justifying the need for a robust

solution (Cohen, 1987).

After obtaining the patching response strategies as above, the paper analyzes them

numerically and compares them with other heuristic patching strategies. One out-

come here is that the proportional patching response rate is not necessarily optimal

for the classical epidemic model. This appears to be the first application of optimal

control theory to the classical epidemic model.

In the next section, the epidemic model is presented. Section 3 discusses optimal

malware removal response for single and multiple networks and provides a stability

analysis of the feedback control scheme. Section 4 contains the simulation results.

The paper concludes with remarks in Section 5 and an appendix.
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2 The Epidemic Model

The network analysis in this paper is based on the classical epidemic model. It uses

a differential equation to model the spread of worm or virus in a computer network.

For a single network, this classical model is described by

ẋ(t) = β [N − x(t)] x(t) − u(t), (1)

where u(t) is the number of patches applied at a given time, x(t) is the number of
infected hosts, N is the number of hosts in the system, and β is a parameter that
captures the rate of spread of the epidemic and is referred to as the pairwise rate of

infection.

This model can readily be extended to the multiple networks case. Given M net-

works, let xi(t) denote the number of infected hosts in network i, where i =
1, 2, . . . ,M . Likewise, let ui(t) be the malware removal rate for network i. Let
α be the cross-network pairwise rate of infection. Note that the more security mea-
sures are used between various networks, the smaller is α relative to β. Further, let
Ni denote the number of hosts on a particular network i. In general, because com-
puters on a network are more likely to communicate with each other than those on

different networks, and because individual networks typically have independent se-

curity measures, malware will be assumed to spread more rapidly within a network

than between networks. Therefore, β > α. Overall, one arrives at the model

ẋi(t) = β [Ni − xi(t)] xi(t) +
M
∑

j=1,j 6=i

α [Ni − xi(t)] xj(t) − ui(t),

for i = 1, . . . ,M .

Another epidemic model considers the case where hosts that have had malware

removed are no longer susceptible to malware infection. This model is referred to

as the epidemic model with removals. When only one network is considered, this

model becomes

ẋ1(t) = β [N − x1(t) − x2(t)] x1(t) − u(t)

ẋ2(t) = u(t). (2)

Note that for each network, there are two state variables. The first is the number of

infected hosts in the network. Its dynamics are very similar to those of the regular

epidemic model. The second one keeps track of the number of hosts that have been

patched and thus are no longer vulnerable to attack.

The epidemic model with removals can also be extended to the case where there
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are multiple networks, as described above. This leads to the set of 2M coupled

differential equations

ẋi(t) = β [Ni − xi(t) − xM+i(t)] xi(t)

+
M
∑

j=1,j 6=i

α [Ni − xi(t) − xM+i(t)] xj(t) − ui(t)

ẋM+i(t) = ui(t), (3)

for i = 1, . . . ,M . Here x1, . . . , xM are the number of infected hosts in networks

1, . . . ,M , and xM+1, . . . , x2M are the number of patched hosts in networks 1 through
M , respectively.

Traditionally, when patching infected hosts, it is assumed that a particular pro-

portion of them are patched at each time instance, i.e., ui(t) = κxi(t), for some
κ ∈ (0, 1), and for all i = 1, . . . ,M . The coefficient κ is known as the removal
rate of infectious hosts. Here, this will be referred to as a proportional patching

controller.

In order to find an optimal control strategy, a cost must be chosen. Traditionally,

quadratic costs are implemented on both the state (number of infected hosts) and

control (patching rate). This structure is reasonable theoretically and mathemati-

cally tractable. Consider the cost function

J(x(t),u(t)) =
∫ ∞

0

[

x
T (t)Qx(t) + u

T (t)Ru(t)
]

dt, (4)

where x and u are vectors of the state and control variables. In the classical epi-

demic model the Q and R matrices are chosen as diagonal matrices, with the (i, i)
entry designating the cost of an infected host in network i (for Q) and a particular
patching response rate in network i (for R). In the epidemic model with removal,
the Q matrix is similarly structured but with no cost placed on states xM+1 to x2M ,

as these merely keep track of the number of patched hosts. The R matrix is un-
changed in this case.

3 Feedback Malware Removal Response

3.1 Single Network

The optimal malware removal controllers for the single network epidemic mod-

els are presented in this subsection. Details of the derivation can be found in the
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Appendix. The optimal feedback controller for the classical model is

µ(x(t)) =
(

a(x) +

√

a2(x) +
q

r

)

x, (5)

where a(x) = β(N − x(t)).

On the other hand, finding an explicit analytical solution of the optimal controller

for the epidemic model with removal (2) proves to be difficult. Therefore, two ap-

proximations are considered. The first one is

µr1(x(t)) ≈
(

βN +

√

β2N2 +
q

r

)

x1. (6)

The second one can be inferred by investigating and slightly altering the optimal

solution derived for the classic epidemic model (5):

µr2(x(t)) ≈
(

a(x1 + x2) +

√

a2(x1 + x2) +
q

r

)

x1, (7)

where (x1 + x2) is simply substituted into a(x) instead of x.

The resulting strategies (5), (6), and (7) each describe the (approximately) optimal

patching or malware removal rate in the form of a feedback controller for a given

set of cost parameters. All of these strategies differ significantly in form from a

proportional patching controller.

3.2 Multiple Networks

3.2.1 Stabilizing Response

One possible approach to this problem is to stabilize the system at a point where

there are no infected machines. However, deriving a feedback controller to stabilize

the nonlinear equations in the models (2) and (3) is not straightforward.

On the other hand, by studying the particular properties of these models it is possi-

ble to devise a strategy that results in a reasonable stabilizing feedback controller.

One crucial observation is that each xi(t) has to be nonnegative. This leads to the in-
sight that all of the cross terms and squared terms in the models (2) and (3) decrease

the magnitude of the infection rates (ẋi(t)). Therefore, if these helpful squared and
cross terms are disregarded, then one would be working with systems of equations

that are actually more difficult to stabilize than the original models. Moreover, when

these terms are disregarded, the models reduce to the same linear model

ẋ(t) = Ax(t) + Bu(t), (8)
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where
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(9)

and B is simply the negative identity matrix of dimensionM × M .

Notice that the epidemic models have the inherent physical constraints

0 ≤ xi ≤ Ni, i = 1, . . . ,M.

However, if xi = Ni for any i, then ẋi < 0 for the original nonlinear system
(2) under the condition u < 0 which is discussed in detail in the next section.
In other words, the trajectory leaves the boundary [N1, . . . , NM ] immediately. A
similar argument can also be made for (3). Therefore, it is ignored for the simplified

linear system (8) and focus on the constraint set

xi ≥ 0, i = 1, . . . ,M. (10)

Under this set of constraints (10), the constrained linear model becomes

ẋi =



















[Ax + Bu]i







if xi > 0 or

if [Ax + Bu]i ≥ 0 and xi = 0

0 else

(11)

for all i = 1, . . . ,M .

While it is known that a linear feedback controller can stabilize the linear model

(8), whether such a controller also stabilizes the nonlinear models (2), (3), and (11)

is a question which is investigated in the next section.

3.3 Stability Analysis

The stability of the system (11) is now shown under the set of boundary constraints

(10) when controlled by the linear feedback controller

us = −Kx, (12)

where K is the feedback matrix. Obviously, the origin constitutes the unique equi-
librium for this system.
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A sufficient condition for stability can be found by considering the special structure

of this problem. Since it is known that the components of x will never become neg-

ative, the closed-loop system matrix does not even need to be Hurwitz. A sufficient

condition for stability is that the diagonal elements are negative and that the non-

diagonal elements are nonpositive. This condition is easy to verify upon inspection

of the closed-loop matrix.

Theorem 1 Given a nonlinear system of the form in (11) under a control of the

form u = −Kx, the system is stable if the closed-loop matrix (A − BK) has
negative diagonal entries and nonpositive off-diagonal entries.

Proof In the context of the system (11), components of x can only be positive or

zero. In this case the diagonal entries of the closed-loop matrix (A − BK) are
assumed to be negative and the off-diagonal entries are nonpositive. Clearly, this

implies that each component of ẋ is nonpositive.

However, this is not enough to guarantee stability. It must also be known that any

positive component of x will decrease to zero. This is ensured because the diagonal

elements of the closed-loop system matrix are assumed to be negative. Therefore

all positive components of x will decrease to zero at a rate faster than or equal to

that specified by the corresponding diagonal entry in (A − BK). 2

The feedback controllers derived from LQR and H∞ optimal control may not have

this property. Nevertheless, in many situations controllers derived with optimal con-

trol theory will meet this condition and therefore can be used to stabilize the system

under consideration. The closed-loop matrices for three dimensional versions of all

of the simulations in this paper also met this requirement. Cases where the numbers

of hosts differ between different networks or the costs on control differ between

networks sometimes led to closed-loop matrices with slightly positive off-diagonal

elements. However, even in cases where the difference in the numbers of hosts and

costs on control were large (105 times larger), the positivity of the off-diagonal

terms was small and setting these terms to zero would stabilize the system without

significantly affecting its performance.

It is next shown that the stabilizing controller (12) which meets the conditions of

Theorem 1 will stabilize the actual nonlinear systems (2) and (3). Given that x ≥ 0,
the nonlinear terms in these equations will only decrease the magnitude of the com-

ponents of ẋ. If x could become negative this may destabilize the system. However,

in this case it only adds additional negative drift, leading to faster stabilization. In

conclusion, the stabilizing condition in Theorem 1 ensures stability over the entire

state space, even in the nonlinear case.
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3.3.1 Linear Quadratic Regulator Optimal Response

Determining the optimal malware removal strategy relative to the cost (4) for the

epidemic models (2) and (3) is nontrivial. When multiple networks are considered,

even if only two networks are studied and a very simple form for the value function

is assumed, the approach presented in the Appendix leads to an over-determined

set of non-linear equations, which is not tractable. Therefore a more tractable but

sub-optimal approach to this problem was developed based on the linear model (8).

By making use of this linear model (8) and the quadratic cost function (4), one ar-

rives at the well-studied linear quadratic regulator (LQR) optimal control problem,

whose optimal solution can readily be obtained.

uo(t) = −R−1BT Px(t), (13)

where P is the positive definite solution to the algebraic Riccati equation (ARE)

AT P + PA − PBR−1BT P + Q = 0. (14)

Here the fact that (A,B) is controllable is used because B is the negative identity
matrix. Also, note that because Q > 0, the solution to (14), P > 0, exists and is
unique.

3.3.2 H∞-Optimal Response

While the model (8) developed in Sub-section 3.3.1 is useful, it involves some as-

sumptions. First, the nonlinear terms in the more precise models (2) and (3) have

been ignored. Moreover, availability of perfect measurement of the number of in-

fected hosts in each network has been assumed. Finally, the original epidemic mod-

els (2) and (3) themselves only approximate malware propagation.

To capture these approximations and imperfections in the linear model (11), one

can alter this model to include a noise term, with the problem then cast in an H∞

optimal control framework. Let δi = [Ax + Bu + Dwa]i. Then

ẋi =



















δi







if xi > 0 or

if δi ≥ 0 and xi = 0

0 else.

(15)

Here, wa(t) is a noise term that accounts for model assumptions and approxima-
tions. The D matrix describes how this noise term impacts the dynamics of x(t)
and will be set to the identity matrix. In addition, a measurement error can be in-

troduced: if y(t) is the measurement of the number of infected hosts, then

y(t) = x(t) + wn(t). (16)
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which says that the noise vector wn(t) impacts the measurement of the number of
infected hosts on each network (each element of y(t)). In order to develop the H∞

optimal controller, also the controlled output has to be defined, which is

z(t) = Hx(t) + Gu(t). (17)

It is assumed here thatGT G andHT H are positive definite and thatHT G = 0. This
says that there is no cost placed on the product of patching response and infected

hosts, although each of those quantities individually contributes to the cost. So that

the cost ‖z‖2 (defined below) corresponds to the cost (4) for the LQR controller,

let Q = HT H and R = GT G. A few other constraints that must be met for this
H∞ optimal control theory to apply are that (A, B) and (A, D) be stabilizable,
and (A, H) and (A, I) be detectable. Also define w := [wT

a w
T
n ]T as the total

disturbance to the system. Let the cost ratio used in the H∞ analysis be

L(x,u,w) =
‖z‖

‖w‖
, (18)

where ‖z‖2 :=
∫ ∞
−∞ |z(t)|2dt and a similar definition applies to ‖w‖2. This captures

the proportional changes in z due to changes in w.

H∞ optimal control theory also produces a performance factor (the H∞ norm) that

one can guarantee will be met, as described in Section 1. This norm can be thought

of as the worst possible value for the cost L. The lowest possible value of γ is

γ∗ := inf
u

sup
w

L(u,w) (19)

which can also be viewed as the optimal performance level in the H∞-control con-

text.

In order to actually solve for the optimal controller µ(y), a corresponding differen-
tial game is defined, which is parameterized by γ. The optimal worst case controller
uw = µγ(y) can be determined from this differential game for any γ > γ∗. It is

given by (Başar and Bernhard, 1995) as

µγ(y) = −(GT G)−1BT Z̄γx̂, (20)

where Z̄γ is solved from

AT Z + ZA − Z(B(GT G)−1BT − γ−2DDT )Z + Q = 0, (21)

as its unique minimal positive definite solution, and x̂ is given by

˙̂x=
[

A − (B(GT G)−1BT − γ−2DDT )Z̄γ

]

x̂

+
[

I − γ−2Σ̄γZ̄γ

]−1

Σ̄γ(y − Cx̂), (22)
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where Σ̄γ is the unique minimal positive definite solution of

AΣ + ΣAT − Σ(I − γ−2HT H)Σ + DDT = 0. (23)

Note that γ∗ is the smallest γ such that the spectral radius ρ(Σ̄γZ̄γ) < γ2.

The linear H∞-optimal feedback controller (20) provides a robust malware re-

sponse or epidemic removal strategy based on the estimate of the number of in-

fected hosts. It can be calculated off-line using only the linear quadratic system

model.

4 Simulations and Results

4.1 Single Network

First for the single network classical epidemic model, the optimal controller is com-

pared with the proportional controller u(x(t)) = κx(t). The value for β is assumed
to be 5.6× 10−5. This is the estimated value of β for the SQL Slammer worm (Lil-
jenstam et al., 2003). The cost parameter ratio q : r is varied between 100:1 and 1:1.
The network in question is assumed to have 500 hosts, 100 of which are initially

infected. The κ value for this particular proportional controller is optimistically set
to 1. This means that, initially, this proportional controller will be patching at a rate

of 100 patches per time unit. The optimal controller (5) patches at a significantly

higher rate than this when there is a relatively high cost put on the state. In order to

compare these controllers more fairly, a bounded controller inspired by the optimal

controller (5) is considered, on which a maximum patching rate of umax = 100
is imposed. The bounded controller is identical to (5) except in cases where the

control specified by (5) exceeds umax, in which case the bounded controller applies

umax as the input.

The cost results for the scenario described are shown in Table 1. Note that this pro-

portional controller performs well when the infected hosts and patching have equal

cost weights. However, it incurs a fivefold larger cost when the cost ratio is set to

100:1. Of course this behavior would change with a different κ parameter value.
The bounded optimal response performs better than this proportional response but

not as well as the optimal response. When the cost ratio is 100:1, the optimal patch-

ing strategy starts patching at a very high rate (around 1000 hosts per time unit).

The bounded optimal controller performs significantly worse than the optimal con-

troller, but significantly better than this proportional controller.

The epidemic model with removals is next evaluated. Here a less aggressive attack

with β = 2.8 × 10−5 and the proportional response, the two approximations of the
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Table 1

Costs of Patching Strategies for the Classical Model (×103)

Cost Ratio Proportional Optimal Bounded Optimal

100:1 518.2 101.7 349.8

10:1 56.44 32.01 43.08

3:1 20.52 17.61 18.50

1:1 10.26 10.26 10.26

Table 2

Costs of Patching Strategies for the Removal Model (×103)

Cost Ratio Proportional µr1 µr2 Bounded µr1

100:1 511.4 101.6 101.6 346.6

10:1 55.70 31.88 31.88 42.69

3:1 20.26 17.48 17.48 17.99

1:1 10.13 10.13 10.13 10.13

optimal controller (6) and (7), and a bounded version of the linear approximation

(6) are simulated. The cost results for this scenario can be seen in Table 2.

The two approximations to the optimal feedback controller incur nearly identical

costs. Once again, when patching costs are relatively high (e.g. a q : r cost param-
eter ratio of 1:1) this proportional controller behaves almost as well as the optimal

controller.

The response of the proportional, linear optimal, and bounded linear optimal con-

trollers are shown in Fig. 1, Fig. 2, and Fig. 3, respectively. These graphs are for the

cost ratio 3:1. The proportional controller does not patch at a high enough rate for

long enough at the start of the simulation, leading to its inferior performance. The

approximate optimal solution patches at a very high rate initially, thereby incur-

ring very high patching costs for some time. This indicates the intuitive result that

system administrators should spare no expense at the initial phase of an epidemic.

Then, when the worm attack is under control, administrators can allocate fewer

resources in order to balance the costs of removal against the now lower costs of

infections.

In conclusion, while the heuristic approach of patching a fixed proportion of in-

fected hosts may perform well in certain circumstances, the optimal controller al-

ways achieves the lowest cost. At the same time it provides a framework for quan-

tifying the system trade-offs and expressing preferences.
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Fig. 1. Behavior of proportional patching response to worm infections with removal of

patched hosts (3:1 cost structure).
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Fig. 2. Behavior of approximate optimal feedback patching response µr1 (6) to worm in-

fections with removal of patched hosts (3:1 cost structure).
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Fig. 3. Behavior of bounded approximate optimal feedback patching response µr1 (6) to

worm infections with removal of patched hosts (3:1 cost structure).

4.2 Multiple Networks

Simulations of the models (2) and (3) with the various controllers were performed

in Matlab. Two networks are simulated, each containing 500 hosts. Initially net-

work 1 has 250 infected hosts while network 2 only has 100 infected hosts. The β
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parameter is set again to 5.6 × 10−5, the estimated value of β for the SQL Slam-
mer worm. The α parameter was set to β/4, reflecting an assumption that worms
will spread more slowly between networks if proper security measures are taken

for each network individually. For this case Q and HT H are set at 0.01 times the
identity matrix, and the R and GT G are taken as the identity matrix. This reflects a
situation where patching is more expensive than an infected host.

Moreover, a noise term was added to the system dynamics when simulating each

of the models, identical to the noise term in the H∞ model (15). This normally

distributed noise term is meant to capture some of the imperfections in the models.

4.3 Stabilizing Response

The stabilizing controller is derived simply by placing in the left half plane the poles

of the closed-loop system that results from the application of a linear feedback

controller to the linearized system model (8). The resulting closed-loop system

matrix is also verified to meet the conditions in Theorem 1. Therefore, one can

choose exactly where to place the poles and achieve varying degrees of stability.

Note the proportional response for the single dimensional version of this problem

is actually a pole placement strategy. For these simulations the poles are placed at

a few locations: -1, -0.5, and -0.1. Fig. 4 shows the results of a simulation of the

epidemic model with removals when the poles are placed both at -0.5.
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Fig. 4. (a) The number of infected hosts and (b) the patching rate over time when the

feedback controller that places the closed-loop system poles at -0.5 is applied to epidemic

model with removals (3).

When this controller is applied to the various models under consideration the re-

sulting cost values are found to be very similar. The cost results of these simulations

are given in Table 3. The graphs of the simulations of each of the systems are also

nearly identical, implying that disregarding the nonlinear terms in order to derive

the controller was reasonable. Note that the linear model has a higher cost than the
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Table 3

Cost of Models Under Stabilizing Controllers

Model Cost (-0.1) Cost (-0.5) Cost (-1)

Linear 12,470 30,730 47,520

Classical Epidemic 11,310 30,170 47,120

Epidemic with Removals 11,080 29,890 46,870

other two models because it does not consider the nonlinear terms, which actually

contribute to stabilizing the system. The epidemic model with removals contains

the most helpful nonlinear terms, and thus it achieves the lowest cost with this

controller.

4.4 LQR Optimal Response

The results of a simulation of this scenario for the epidemic model with removal

are shown in Fig. 5. The number of infected hosts in each network are shown in

Fig. 5(a) while the patching rates for each network are shown in (b). This controller

is somewhat less aggressive than the stabilizing controller simulated in Fig. 4.
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Fig. 5. (a) The number of infected hosts and (b) the patching rate over time when the LQR

optimal controller is applied to epidemic model with removals (3).

When this controller is applied to the various models under consideration, the re-

sulting cost values are found to be very similar. These costs are shown in Table 4.

The graphs of the simulations of each of the systems are also nearly identical, im-

plying that disregarding the nonlinear terms in order to derive the controller was

reasonable. The linear model has a higher cost than the other two models because

it ignores the helpful nonlinear terms. The epidemic model with removals contains

the most nonlinear terms, and thus it achieves the lowest cost with this controller.

Interestingly, these costs are slightly higher than the costs of the stabilizing con-
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Table 4

Cost of Models Under LQR-Optimal Controller

Model Cost Cost with Measure Noise

Linear 14,390 33,080

Classical Epidemic 12,980 31,340

Epidemic with Removals 12,700 31,120

troller with poles placed at −0.1. This occurs because the LQR optimal controller
is designed assuming a linear model when actually the model has nonlinearities that

help stabilize the system. Thus the LQR controller is more aggressive than is opti-

mal (poles are −0.1059 and −0.1022), leading to sub-optimal performance. Other
contributing factors to this behavior are errors introduced in the discretization of

continuous time theory for simulation purposes and variations in the noise faced by

each system. This additional cost of about 15% is the magnitude of the cost increase
resulting from using a linearized version of the system model to derive an optimal

controller. In practice, the best approach would be to tune the controller resulting

from LQR optimal control theory, as it will be close to the actual optimal controller

for the nonlinear system.

This system is also simulated under measurement noise. Note that the system cost

more than doubles for each model (see Table 4). Moreover, the feedback controller

becomes highly oscillatory, as seen in Fig. 6.
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Fig. 6. (a) The number of infected hosts and (b) the patching rate over time when the LQR

optimal controller is applied to the epidemic model with removals and when there are noisy

measurements (3).

4.5 H∞ Optimal Response

The simulations of the H∞ optimal controller are unique because the controller

is designed to operate when there is the worst-case possible noise on the system
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Table 5

Cost of Models Under H∞ Optimal Controller

Model Cost

Linear 59,530

Classical Epidemic 59,270

Epidemic with Removals 59,150

measurements and dynamics. Thus, in these simulations noisy state measurements

and also the H∞ state estimate (22) are incorporated.

This controller will lead to unnecessarily high costs due to over-aggressive re-

sponses. This aggressive response can be seen in Fig. 7, where the application of

the H∞ optimal controller to the epidemic model with removals is simulated. There

are very few infected hosts remaining even after just 5 time units. Relatively high

patching rates were called for in order to generate this aggressive response. How-

ever, the control applied in this case is relatively stable and robust in the face of

noise, as compared with the control applied by the LQR optimal controller shown

in Fig. 6.
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Fig. 7. (a) The number of infected hosts and (b) the patching rate over time when the H∞

optimal controller is applied to epidemic model with removals (3).

The costs under this controller for each of the three models are shown in Table 5.

The aggressive nature of the H∞ optimal controller and the noisy measurements

lead to costs that are significantly higher than those resulting from the use of the

LQR optimal controller. While these costs are high, the H∞ optimal controller of-

fers a cost ratio guarantee that the other controllers cannot (here γ∗ = 1.05). Again
it can be seen that the nonlinear terms in the system do not significantly change the

system dynamics.
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Table 6

Cost Benefit of Secure Subnetworks for Epidemic Model with Removals

(x1(0), x2(0)) Insecure Subnets Secure Subnets % Cost Gain

(250, 0) 7,835 7,492 4.38%

(400, 0) 19,180 18,320 4.48%

(250, 250) 16,480 14,630 11.2%

(400, 400) 37,483 34,324 8.43%

4.6 Cost Implications of Secure Networks

This sub-section briefly discusses the impact on system costs that structuring a

network so as to have multiple subnetworks that are securely isolated from each

other. The LQR optimal controller is simulated but this time α is set equal to β,
which would correspond to a situation where a network is divided into subnetworks

but where a worm or virus is just as likely to spread outside of a subnetwork as it is

to spread inside. The costs, and those from the case where α = β/4, are shown in
Table 6.

Clearly, there is a cost incentive to implementing secure subnetworks, but the cost

savings are only about 4-11% in this scenario. This may not be significant enough to

justify the additional expense of building securely divided subnetworks, depending

on the magnitude of security-related expenditures and the cost of securing subnet-

works.

5 Conclusions

Some solutions to the malware removal problem for a single infected network have

been presented. The classical epidemic models assume a response strategy that is

not optimal. By constructing a cost function and utilizing basic optimal control

methods, an optimal feedback controller has been derived for malware removal

and patching. This controller not only allows for different weights to be assigned

to infected hosts and patching efforts, but also performs optimally in relation to

these costs, and hence is more efficient than the traditional proportional response

strategy.

This theory was also extended to the case where multiple networks are designed

to inhibit the flow of malware between them. By linearizing the nonlinear system

of differential equations describing this situation it was possible to derive and nu-

merically evaluate several feedback malware removal controllers. While fine-tuned

stabilizing controllers can out-perform optimal controllers in some cases, optimal

controllers are more flexible to changes in the cost structure. While designing se-

cure subnetworks does lead to costs savings, these savings may not be significant
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in some scenarios.

Several extensions to this theory exist. In some situations parameters like α, which
capture the degree to which networks are quarantined from each other, can be con-

trol variables. Optimal control theory could be applied to this problem to determine

to what extent networks should be quarantined in a given situation. Many varia-

tions of the epidemic models considered in this paper have been developed to more

realistically describe the spread of infectious diseases and computer viruses as well

as to capture other possible response actions (Hethcote, 2000; Zou et al., 2002).

Optimal control theory could be applied to these models.
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Appendix

The optimal feedback controller for the single network classical model was derived

with standard optimal control methods. This derivation is standard, and utilizes the

Hamilton-Jacobi-Bellman (HJB) equation and continuous time dynamic program-

ming, as described, for example, in Chapter 4, Section 5 of Sage and White III

(1977). The entirety of the derivation is not shown for simplicity and to conserve

space.

In order to apply the HJB equation first the optimal controller u∗(t) is derived and
substituted back into the equation. Differentiating the HJB equation with respect to

u, setting the result equal to zero, and solving for u∗(t) yields

u∗(t) =
p(t)

2r
, (24)

where p(t) is the co-state function. Replacing p with Vx and substituting the result

into the HJB equation leads to a quadratic equation in Vx, which can be solved for

Vx:

Vx(x(t), u(t)) = 2ra(x)x(t) + 2r

√

(a(x)x(t))2 +
q

r
x2(t), (25)

where a(x(t)) = β(N − x(t)). Finally p is replaced in (24) with Vx to obtain the

optimal feedback controller (5).
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The derivation of the optimal controller for the single network epidemic model with

removal (2) is similar. In this case the HJB equation becomes

0 = minu{qx
2
1(t) + ru2(t)

+ Vx1
[β [N − x2(t) − x1(t)] x1(t) − u(t)]

+ Vx2
[u(t)]}.

(26)

The minimizing u∗(t) becomes

u∗(t) =
Vx1

− Vx2

2r
, (27)

Substituting this back into (26) yields

0 = qx2

1(t) −
1

4r
(Vx1

− Vx2
)2 + Vx1

[β(N − x1(t) − x2(t))x1(t)] .

Solving for Vx1
and Vx2

explicitly proves difficult in this case. Instead, an approx-

imate solution for the optimal controller with removal, µr(x(t)), is obtained. The
approach is to approximate V as

V = k0 + k1x1 + k2x2 + k3x
2

1 + k4x1x2 + k5x
2

2. (28)

The partial derivatives of this assumed form with respect to x1 and x2 are substi-

tuted back into (28). When the coefficients of the various terms in this equation

(x1, x2, x
2
1, etc.) equal to zero, a system of 9 equations in 5 variables is produced.

Investigating these equations and the solutions they provide yields two possible so-

lutions. Numerical analysis of these two solutions (as in section 4.1) confirms that

one is the approximate optimal feedback controller (6).
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